Microsoft

Troubleshooting Windows® 7
Inside Out

Mike Halsey



Published with the authorization of Microsoft Corporation by:
O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, California 95472

Copyright © 2010 Mike Halsey.

Complying with all applicable copyright laws is the responsibility of the user. All rights reserved. Without limiting the
rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or
transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any
purpose, without express written permission of O’Reilly Media, Inc.

Printed and bound in the United States of America.
123456789 M 543210

Microsoft Press titles may be purchased for educational, business or sales promotional use. Online editions are also
available for most titles (http.//my.safaribooksonline.com). For more information, contact our corporate/institutional
sales department: (800) 998-9938 or corporate@oreilly.com. Visit our website at microsofipress.oreilly.com. Send
comments to mspinput@microsoft.com.

Microsoft, Microsoft Press, ActiveX, Excel, FrontPage, Internet Explorer, PowerPoint, SharePoint, Webdings, Windows,
and Windows 7 are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries. Other product and company names mentioned herein may be the trademarks of their respective owners.

Unless otherwise noted, the example companies, organizations, products, domain names, email addresses, logos,
people, places, and events depicted herein are fictitious, and no association with any real company, organization, prod-
uct, domain name, email address, logo, person, place, or event is intended or should be inferred.

This book expresses the author’s views and opinions. The information contained in this book is provided without any
express, statutory, or implied warranties. Neither the author, O’Reilly Media, Inc., Microsoft Corporation, nor their
respective resellers or distributors, will be held liable for any damages caused or alleged to be caused either directly
or indirectly by such information.

Acquisitions and Development Editor: Kenyon Brown

Production Editor: Adam Zaremba

Editorial Production: Octal Publishing, Inc. and Custom Editorial Productions, Inc.
Technical Reviewer: Todd Meister

Indexing: Ginny Munroe

Cover: Karen Montgomery

Illustrator: Robert Romano

978-0-735-64520-2



Part 1: Prevention

Chapter 1
Prevention Is Better ThanCure............

Chapter 2
The Basic Windows 7 Utilities .............

Chapter 3
Basic Windows 7 Security.................

Chapter 4
Backup and Restore......................

Chapter 5
Maintaining Windows 7 ..................

Chapter 6

Chapter 7
Hardware..............ccoiiiiiiiininn..

Chapter 8
Virtualization ...........................

Part 2: Quick Fixes

Chapter 9
Annoyances. ...ttt

Chapter 10
Viruses, Malware, and Other Threats.........

Chapter 11
Easy Ways to Fix Windows 7 ..............

Part 3: Technical Fixes
Chapter 12

Chapter 13
Identifying the Source of a Problem .......

Chapter 14
Advanced Diagnostic Tools in Windows 7. ..

Contents at a Glance

Chapter 15
Advanced Repair Methods................ 231
Chapter 16
Windows Problems Demystified........... 257
Chapter 17
RemoteHelp.......... ... ool 273
Chapter 18
Where to Find More Help and Support..... 289
Chapter 19
Diagnosing Hardware Problems........... 295

Part 4: Disaster Recovery

Chapter 20
Windows and Data Recovery Tools. ........ 313
Chapter 21
Restoring from AnotherPC............... 319
Chapter 22
Linux: An Operating System on a Disc....... 325
Chapter 23
Third-Party Rescue Tools and Services. . . . .. 337
Chapter 24
When You Can't Recover Data............. 347

Part 5: Power Utilities

Chapter 25
Advanced Windows Diagnostic Tools
inDepth..............oo i i i, 369

Chapter 26
Windows Firewall in Depth ............... 401

Chapter 27
Advanced Registry Work ................. 413



iv Contents at a Glance

Part 6: Appendices

Appendix A

Windows 7 Editions...................... 423
Appendix B

Windows 7 Features by Edition............ 425
Appendix C

Windows 7 Shortcut Keys................. 431
Appendix D
BlIOSBeepCodes..........covvvevnnnnn.. 439
Glossary . .....coviiiiini i 447



Table of Contents

Part1: Prevention .........c.otititieeeeeeenesenennnennnnasssl

Chapter 1:

Chapter 2:

Prevention Is Better ThanCure ......... ... ... oottt 3
Upgrade or Clean Install? . . ... ... 4
How to Install Windows 7 to Prevent Problems ............. ... ....... ... .... 4
Keeping Your Installation of Windows XP or Windows Vista........................... 6
How Big Should Partitions BE? ... ... e 7
What To Do When Windows 7 IsInstalled ........... ... . . i .., 7
Useful Windows 7 Settingsto Change ... 8
MSCONFIg ot 11
Moving Your Files Away from Windows . ........... ... 12
Backing Up Windows 7. . . ... oo e 14
UMM Y ettt ettt et e e 16
The Basic Windows 7 Utilities ............. ... ..., 17
ACHiON NN . ..t 17
Action Center Settings . .. ...t 19
What Can You Do with Action Center?.......... .. i, 19
Windows Update . ... ..o e 20
Controlling Windows Update Through Group Policy........................... 22
Windows Firewall . ... ... 23
DiagnOoSe/REPAIN . . . .ttt e 26
Windows Defender . ... ... 26
Windows 7 and Anti-Virus Software. . ... .. 27
Legacy Program Compatibility ........... . 28
The Program Comepeatibility Assistant ............... i, 29
Windows XP Mode . . ... 31
SUMIMNANY ottt e e e e e e 33

What do you think of this book? We want to hear from you!

Microsoft is interested in hearing your feedback so we can continually improve our books and learning
resources for you. To participate in a brief online survey, please visit:

microsoft.com/learning/booksurvey



vi Table of Contents

Chapter 3:

Chapter 4:

Basic Windows 7 Security . ...ttt 35
The Reality of Virtualization. ... e 36
WiIndows VNEXt . ... oo 37
Anti-Virus Software for Windows 7 . ... 38
Microsoft Security Essentials. . ......... .. 38
Norton Internet Security/Norton 360............. ... ... .. i 39
Malwarebytes Anti-Malware. ............ .. . . 39
Windows Defender. . ... .. 39
Microsoft Windows Malicious Software Removal Tool ...................... ... 39
User Account CoNtrol ... ..o 40
BitLocker and BitLocker TO GO. ... ..o uii 43
Method 1: Encrypting a Hard Disk or Partition with Hardware Support .......... 43
Method 2: Encrypting a Hard Disk or Partition Without Hardware Support....... 43
Method 3: Encrypting a USB Flash Drive or External Hard Disk.................. 43
Using BitLocker with Non-Windows 7 Computers ................. ... . ....... 45
Why Use BitLocker?. . ... 47
Beware the Weak Link at the Keyboard. ...... ... ... i 47
Keep Your Anti-Virus Software UptoDate. ..., 47
Make Sure You Have a Good, Up-to-Date Firewall............................. 47
Get Anti-Spyware Software. .. ... ... 48
Keep Windows UptoDate ....... ...ttt 48
Keep Your Software UptoDate............ooiiiiiii i 48
Always Check Email Attachments Before Opening Them ....................... 48
Use a Secure Internet Browser ... e 48
Get Spam and Phishing Filtering for Your Email Software....................... 48
Never Click Anything You Don't Explicitly MeanTo................ ... ... . ... 49
Look for the Padlock orthe Green Bar ... 49
Never Give Private Details Online Unless You Have To ......................... 49
Keep Backups. . . ..o 49
Keep the Driver CDs and Manuals for YourPC ............. ... i, 50
Keep Windows Maintained . .......... ..ot 50
Be Careful When You Throw Away Your PC......... ... ... 50
GUESE MOE . .o 50
Gibson Research. ... ... 51
SUMIMIAIY .« o e e 51
Backupand Restore.......... ... i 53
Moving Your Files Away from Windows 7. ... 53
The Disk Cleanup Wizard. .. ... e 53
Shrinking, Extending, and Creating Partitions. ................ ... . .......... 55
Moving the Shell User Folders . ...... ... e 57
Using Backup and Restore . ............ . 57
Backing Up Filesand Data. . .........oooiiiii s 57
Restoring Files and Data fromaBackup. ...t 61
Third-Party Backup Solutions........... .. . 62
Backing Uptothe Cloud ... e 62

Version CoNtrol . . ..o i 63



Chapter 5:

Chapter 6:

Chapter 7:

Table of Contents vii

Backing Up the Operating System . ... ... e 63
Restoring Windows from a Windows SystemImage ........................... 63
Restoring Windows 7 from a System Repair or Install Disc...................... 64
Corporate Image Backups. . ...t 65

Determining How Many Backups You Need and Where to Store Them................ 66

UMM . ettt 67

Maintaining Windows 7 ........ ... it 69

Defragmenting Your Hard Disks . . ......ooi e 69
Which Hard Disks and Partitions Do You Defragment?......................... 71

Maintaining Windows. . .. ..o 71
Disk CleanuUp ... 71
Internet and Other Temporary Files ........... .. 72
Third-Party Tools and Utilities ......... ... i 73

Don't Install Too Much Software. . ... ... i 75

Keeping Windows 7 Updated .......... ... . i 76

Keeping Auto-Running Software toa Minimum .......... .. ... .. i i 76

The One Year Reinstall Rule. ... e 77

SUMIMANY . ot e e e e e e 78

USrS. .ottt e e e 79

How Windows 7 Controls USers ...t 79

Managing User ACCOUNTS . ... ..o ittt e 80
Setting an Administrator Password ......... ... .. i 81
What Is the Guest Account? .. ... i 83
Parental Controls. .. ... 84
What's Missing from Parental Controls?............... ... .. ... o iiiiia... 87

Group Policies. . . ... 87
Local Security Policies . ... ... e 88
Computer Management ... ... ittt 89

Blocking CDs, DVDs, Flash Drives, and External Hard Disks. . ......................... 90

SUMIMAIY . o e e e e e e 91

Hardware. . ... .. o e 93

What's ina PO, . 93
Motherboard . . ... 94
PrOCESSOr o 96
M MOy o 97
Expansion Cards and Riser Cards. ............uuiieeiiiiie i, 97
Optical Drives and Hard Disks . ...........o. i 97
POWer SUPPIY . e 98
ThE PC CaSE . . ettt et e e e 98

How Can You Clean the Inside of Your PC?. ... ... ..o i 98

Hardware Health .. ... o 99
DSOS . .+« v e et e 99
LaptoPS . oo 99

AllLIN-ONES. . . 99



viii  Table of Contents

Chapter 8:

SMART Monitoring of Hard Disks. . .......oo e 100
Peripherals. . ... 100
Keyboards and Mice. . ... ... 100
MONITOTS . o o et 101
Other DeVICES . . oottt e e e 101
Surge Protectors, UPS, and Power Supply. ... 102
SUMIMIATY o e e e e 102
Virtualization ........ . .. e 103
Virtualization vs. Dual BOOtiNG .. ..ottt 104
Are There Any Benefits to Virtualization? . ......... ... .. i 105
Virtual Hard Disks and WIindows 7. .. ...t 105
Creating a VHD in WINdOWS 7 . ...t 105
Reattachingthe VHD . . ... ..o 110
Booting From a Virtual Copy of Windows 7.............. i, 110
Windows Virtual PC and Windows XPMode . ........ ...t 115
Installing Another Operating System in Windows Virtual PC................... 116
SUMIMIAIY .« .o e 118

Part2: QuickFixes.........coiitiiiiiiiriiiieennnennnnnna...119

Chapter 9:

ANNOYANCES. . . . ittt ettt ettt et e e 121
Common Windows 7 Problems. .. ... 121
You Don't Have Permission to Write Filestoa Disk ........................... 121
You Can't See Your New Wi-Fi Network. ................ .o i, 125
Incorrect File Associations. . ...... ... 125
Problematic Graphics, Sound, Keyboard, or Mouse Drivers .................... 126
This Copy of Windows 7 Is NOt GENUINE . ...ttt 128
Windows Update Won't Install Anything . ........... ... ... ... ... ... ... 129
Search Isn't Finding Your Files. .. ... 129
Service Pack or Update Install Was Interrupted .............. . ... . ... ..... 130
Windows Starts Up Very Slowly ... ... 131
Windows Shuts Down Very Slowly. . ... oo 132
Problems with Sleep. ... 133
Hardware ANNOYaNCES . . . ...ttt 134
Windows Gets Stuck at Its Loading Screen. .............. i 135
No Operating System Found ....... ... e 135
A New Monitor Resultsin No Picture .............. ... ... ... i, 135
Your USB3 Device Doesnt Work . ...t 135
You've Installed a Fresh Copy of Windows 7 and Can’t Get Online.............. 135
Your Headphones or Microphone Won't Work. ............... .o, 136

UMY ettt 136



Chapter 10:

Chapter 11:

Table of Contents ix

Viruses, Malware, and Other Threats ............................ 137
Repelling an Attack . ... ... 137
Action Center. . ..o 137
Anti-Virus Software. .. ... 138
Anti-Malware Software .. ... 140
Identifying an Attack. . . ... ..o 144
Look forthe Padlock. . ... o 144
Do You Really Need Another Toolbar? ......... ... ... i i 147
Do You Need that Extra Browser Plug-in or Download?....................... 148
Malicious WebSItes . . ... ..o 149
Malicious and Fake Anti-Malware Software............... ... .. ... o L 150
What Goes on the Internet, Might Stay There Forever ........................ 152
Repairing the Damage . ... ... ... i 153
Use Your Existing Anti-Malware Software ........... ... ... ... 153
Try a Free Online Virus Scanner . ...... ...t 153
MCATEE SHINGET . ..t 154
Safe Mode ..o 155
Manually Removing a Virus Infection . .......... ... ..o i 157
Virus Removal Using Another PC. . ... 158
Restoring Windows 7 fromaBackup ..........ccoo i 159
Viruses Corrupting the BIOS . . ... ... o 159
Where Can Viruses Hide?. .. ... o 161
UMY . ettt e 162
Easy Ways to Fix Windows 7. . ...ttt 163
Restore Previous Versions of Files. .. ... ..o 163
Sy EM RS O . . . o oo 166
Configuring System Restore . ... 167
Restoring Windows 7 Using System Restore ... 168
Can | Undo System Restore Changes?. ............oiiiiniiiiniiie... 169
Troubleshooting Software Compatibility. ............... o .. 170
Manually Setting Program Comepatibility.................. ... ... ...... 170
The Automatic Program Compatibility Troubleshooter........................ 172
Program Compatibility Notifications in Action Center......................... 173
Windows XP Mode . .. ... 175
Windows Won't Start. . . ... 175
Last Known Good Configuration ......... ...t 176
Safe Mode .. 176
Windows Startup Repair . ....... ..o 177
Startup Repair from an Install DVD or a System Repair Disc.................... 178
You Did Back It Up, Didnt YOU? . ... 179
Working with Device DIriVers . ... ... 180
Common Problems with Device Drivers........ ... ... 180
Graphics Driver Problems ... ... ... 181
Device Manager ... ... 182
Installing Device DIiVers. . .. ... e 187

Removing and Reinstalling Device Drivers. ..., 190



X Table of Contents

Updating Device Drivers .. ... e 192
Rolling Back Device Drivers. . ...t 193
Action Center Troubleshooter. ... ... .. 194
Microsoft Fix [t Center. . ... .o 195
SUMIMIANY .« .ttt e 195

Part 3: Technical Fixes........coiiiiiiiiiiiieineenennenn..197

Chapter 12:  What Is Windows 7 Anyway? . . . ... .oitnt ittt i iaeennnn 199
The Windows 7 File and Folder Structure . .......... .o i 199

How Does Windows Compare to Other Operating Systems? . ....................... 202

UMY . o 203

Chapter 13:  Identifying the Source ofaProblem........... ... ... ... ... .... 205
Taking a Step-by-Step Approach ... ... 205

Minimum Windows Configuration. ............ .. ..o 206

Safe Mode .. . 208

Unplug Your Hardware. . . ... 209

Why Problems Occur with Windows ......... .. . 211

Keep Things Simple. ... ..o 211

What Are the Causes of Common Problems?. ........ .. ..o, 213

The Domino Effect ... ..o 213

Have You Tried Turning It Offand On Again?. ......... .t 214

The Blue Screenof Death. . ... 214

The Perpetual Restart . ... ... 215

SUMIMIANY .« . 216

Chapter 14:  Advanced Diagnostic Tools in Windows 7........................ 217
Performance Information and Tools. .. .......... i 217

EVENt LOg. . oo 219

How to Read the Event LOg. ... ... ooi e 221

Performance Monitor .. ... 222

ReESOUIrCE MONITOT. . ..ottt e e 223

Windows Task Manager . . ... 224

System INformation . .. ... o 224

System Health Report . . ... oo 226

Computer Management. .. ... 227

Using the Windows 7 Performance Tools . ... 229

Take Time to Step Back . ... 230

SUMIMIAIY e e e e e e e 230



Chapter 15:

Chapter 16:

Chapter 17:

Table of Contents xi

Advanced RepairMethods .............. . ... . ... il 231
Repairing Microsoft Internet Explorer. ... ... 231
Disable Your Add-ONs . . ... .. 231
How to Factory Reset Internet Explorer ... 235
Can You Reinstall Internet Explorer? . ... .. 237
Updating Internet Explorer via Windows Update............................. 238
Alternatives to Internet Explorer . ... 238
System File Checker. . . ... 239
Using MSConfig for Diagnostic Startups. .........coouii i 241
Managing Windows SEIVICES. . . . ...ttt e 244
Working with the Windows Registry ... i e 246
Removing the Registry Settings for an Uninstalled Program ................... 248
Using the System Repair Disc for Advanced Restore. ............. ..., 249
BootRec.eXe .. ... 251
Windows Memory Diagnostic . ... 253
Using Safe Mode .. ... 254
UMY . ettt ettt ettt e 255
Windows Problems Demystified . ............. .. ... ... .. ... 257
Windows 7 Core Operating System Files. . .......... .. i 257
Windows 7 Security and Policy Folders ............. ... ... i i 260
The WIindows 7 Registry ... ..o e 260
Personalization Folders . ... 261
WINAOWS 7 LOGS -« oottt e 261
Temporary Files Stores. . .. ..o 262
Advanced File REStOre. . ... ... 262
System File Checker. . ... .. 263
Creating a Slipstreamed Install DVD. . . ... e 263
What You Will Need . . . ... 264
Step 1: Creating a Windows Pre-Installation Environment Startup Disc.......... 264
Step 2: Installing a Fresh Copy of Windows 7 ..., 267
Step 3: Creating a New Windows Image File............ ... . ... 270
Step 4: Creating a New Windows 7 InstallationDVD . ......................... 270
Third-Party Slipstreaming Software. ........ ... .. .. i i i 272
UMM . ettt ettt et 272
Remote Help. . ... ... e 273
Using the Internet to Find Solutions to Problems .. ....... .. ... ... ... ..., 273
Where Else to Get Help ... ..o 274
Windows Remote Desktop. .. ... 278
Windows Remote Assistance. .. ... 281
Problem Steps Recorder. . ... ... 285

SUMIMIANY oo e e e 288



xii Table of Contents

Chapter 18:  Where to Find More Helpand Support........ ... ... ... ... ... 289
WiINdows Help . ..o 289
Third-Party Software. .. ... ... 289

Sisoftware Sandra Utilities. . ............ . . . 289
Windows Sysinternals. . ... 290
Zinstall ZPOD . ... 290
GOTOASSISE ettt et e e 290
SPINRITE. . 291
Windows Memory Diagnostic ...t 291
NOMtON GhOSE. . .\t 291
Acronis True IMage. . ..o 291
Paragon Partition Manager. .............. 291
Acronis Disk Director Suite . ... 292
Third-Party Websites. . .. ... 292
TOM'S HardWare. . . ..o oo et e 292
Tech PC FOrUMS. ..ot e e e 292
ComPULING.NEL. . o oo 292
HOW-TO GeeK . . ...t e 292
ANNOYANCES.OIG. .« o ettt ettt e e e e e e e e e 293
Gibson Research ... ... 293
AT SUPPOIt 293
NVidia SUPPOIt. . ... 293
MSDN DIiagnosStiCs . ..o oot ettt 293
Within WIndows . ... ..o 293
The Long Climb . . ..o 294
SUMIMIANY .t 294

Chapter 19: Diagnosing Hardware Problems .......... ... ... .. ... ... ... 295

PCHardware GUIde. .. ... 295
DESKtOP PC CaSe . . v vttt et e e e 295
POWET SUPPIY . o e 295
Motherboard ... ... 296
PrOCESSOr 297
MEIMOTY oot e e 298
Hard Disk . ..o 298
Optical DriVe . ..o e 300
Graphics Card ... ... o 300
EXPaNSiON Card(S) . . .« oo vttt et e 301
FaNS . 301
Keyboards and Mice. ... ... .. 301
Laptops, Netbooks, and All-in-One PCs.......... ... i 301

Safe WoOrKINgG . ..o o 304

Is Everything Plugged In?. .. ... . 305

Minimal Hardware Boot . ... ... 306

Resetting the BIOS. . ... . 307

Jump-Starting Your PC . ..o 309

SUMIMIATY .« .ttt 310



Table of Contents  xiii

Part 4: DisasterRecovery ............cciiiiiiiinnerenaa....311

Chapter 20:

Chapter 21:

Chapter 22:

Chapter 23:

Chapter 24:

Windows and Data Recovery Tools................ccoivinvunn... 313
You Did Back It Up, Didnt You?! . ... 313
Restoring Windows and Data fromaBackup................oo ... 313
Data Restore Through Over-the-Top Reinstall .. ........ .. ... ... 315
RAID DIiVES . . o oot et e 318
SUMMATY . .o e e e e e e e 318
Restoring from Another PC ........ ... ... ... ... 319
Restoring a Windows Image on Another PC. ... .. . . 319
ZPODD . 320
Restoring Windows File by File ... ... o 320
Restoring Your Data by Using Another PC ... ... ... ... i .. 321
UMY . ettt ettt 324
Linux: An Operating SystemonaDisc................ ..., 325
System or Data Restore Using Another Operating System. .......................... 325
Useful Software in LiNUX. ... ...t 330
Remote Desktop . ... 330
System MONItOr. ..o 331
SYStEM TeStiNG . . o oo 332
CD and DVD BUurning in LiNUX . . .« .o v vttt e 333
Compatible Linux Operating Systems to RunfromaDisc.....................oo.... 334
UbUNTU ..o 334
Other Variants of LINUX . ... ..o e 335
Creating a Linux Installation Discor Pen Drive. ... 335
UMY . oo e e e e e e 336
Third-Party Rescue Tools and Services . ................covvunn... 337
Zinstall and ZPOD .. ... 337
GRC SPINRIte. ... o 341
Other Third-Party TOOIS . . ... e 344
O&QO Disk RECOVEIY . ...ttt 344
Ashampoo WInOptimizer . ... ... 344
Other Third-Party Services. . ... ... 344
UMM Y ettt ettt e 345
When You Can‘tRecoverData..............c.ooiiiiiiiinennn... 347
Encrypted File System . . ... 347
Setting Up EFS . ..o o 348
Restoring an EFS Key .. ... 352
Turning EFS Off . oo o 354
EFS Certificates ........ooii 354
Smart Cards and EFS Certificates . ... 356

File Encryption Certificate Manager .............. .. .. 359



xiv  Table of Contents

Recovering EFS-Encrypted Files . . ... 359
CiphereXe. . oo 360
BitLocker and BitLocker TO GO. .. ..ottt 361
Creating a Copy of Encrypted Data ... 364
SUMIMIANY .« .ttt e 365

Part5: Power Utilities ... .......cciiiiiiiiiieieieeneneenn..367

Chapter 25:  Advanced Windows Diagnostic Tools in Depth. ................... 369
Computer Management. .. ... 369
SYStEM TOOIS. . .\ 370

R (0] =T =P 378
Services and Applications .......... .. 378
Performance Information and Tools. . .......... i 380
Visual Effects . ... 380
INdeXing OpPtioNs. . ... 383
Power Settings. . ... 383

Disk Cleanup . ...ttt 385
Advanced TOOIS . . ..ot 385
Control Panel Troubleshooters . ......... e 398
SUMIMIAIY .« . 400
Chapter 26:  Windows Firewall inDepth. ......... ... ... . . i i it 401
Windows Firewall. ... ... 401
Windows Firewall with Advanced Security ............ ... i i 403
Managing Firewall Rules . ... .. 405
Adding New Inbound or Outbound FirewallRules. ........................... 406
Setting a Connection Security Rule. ... . 410
MONITOFING .« o et 410

Port Control for ROUters. . ... ... 411
SUMMAIY . ..t 412
Chapter 27:  Advanced Registry Work. . ...... .. . i 413
Registry SECHIONS . ... 414
HKEY_CLASSES_ROOT . ..ttt 414
HKEY_CURRENT_USER . ... e 414
HKEY_LOCAL_MACHINE . ... i e 414

HKEY _USERS . . o 414
HKEY_CURRENT_CONFIG. . . .ttt e e e 414
Registry Keys and Settings. ... 415
Backing Up and Restoring the Registry . .......... .. 416
Working with the Registry . . ... 416
Editing, Deleting, or Adding Registry Keys. . .......... ... o it 417
Backing Up Specific Registry Keys . ... 418
Finding Information in the Windows Registry ........... ... oo .. 419

SUMIMIATY e e e e e 419



Table of Contents XV

Part6: Appendices .........ciitiiiiiiiineeinnnnnannnns 421
Appendix A: Windows 7 Editions. . ... ... . i e e 423
Appendix B:  Windows 7 Features by Edition........... ... .. ... .. ... ... 425
Appendix C: Windows 7 Shortcut Keys. . ... .. ... i, 431
Appendix D: BIOS BeEp COAES . . ..ottt ittt et et e 439
GlOSSarY. . oottt e et 447






Acknowledgments

| would like to thank the following people without whom this book would have not been
possible, or at least very difficult, or perhaps a little bit of a problem, or that who helped in
some intangible way that might be better explained later.

Everton Blair
Martin Brinkmann
Kenyon Brown
Duncan Buchanan
Mary Cholerton
Fran Gilbane
Richard Gilbane
Vipin Goyal

Larry Hall

Phil ‘Fileas’ Smith
Megan Smith-Creed
Darren Webber
Jake Webster
Rory Webster
Michael Weir
Adam Zaremba

And, most of all, my dog Jed.

xvii






Conventions and Features Used in This Book

This book uses special text and design conventions to make it easer for you to find the
information you need.

Text Conventions

Convention Feature

Abbreviated menu For your convenience, this book uses abbreviated menu commands. For

commands example, “Choose Tools, Forms, Design A Form” means that you should
click the Tools menu, point to Forms, and select the Design A Form
command.

Boldface type Boldface type is used to indicate text that you enter or type.

Initial Capital Letters The first letters of the names of menus, dialog boxes, dialog box
elements, and commands are capitalized. Example: The Save As
dialog box.

Italicized type Italicized type is used to indicate new terms.

Plus sign (+) in text  Keyboard shortcuts are indicated by a plus sign (+) separating two key
names. For example, Shift+F9 means that you press the Shift and F9 keys
at the same time.

Design Conventions

Note

Notes offer additional information related to the task being discussed.

Cross-references point you to other locations in the book that offer additional information on
the topic being discussed.

CAUTION

Cautions identify potential problems that you should look out for when you're com-
pleting a task, or problems that you must address before you can complete a task.
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XX Conventions and Features Used in This Book

|NS| DE OUT This statement illustrates an example of an “Inside Out”
problem statement

These are the book’s signature tips. In these tips, you'll get the straight scoop on what's
going on with the software—inside information on why a feature works the way it
does. You'll also find handy workarounds to different software problems.

TROUBLESHOOTING
This statement illustrates an example of a “Troubleshooting” problem
statement

Look for these sidebars to find solutions to common problems you might encounter.
Troubleshooting sidebars appear next to related information in the chapters. You can
also use the Troubleshooting Topics index at the back of the book to look up problems
by topic.

Sidebar

The sidebars sprinkled throughout these chapters provide ancillary information on the
topic being discussed. Go to sidebars to learn more about the technology or a feature.




Errata & Book Support

We've made every effort to ensure the accuracy of this book and its companion content. If
you do find an error, please report it on our Microsoft Press site at Oreilly.com:

1. Go to http://microsoftpress.oreilly.com.

2. Inthe Search box, enter the book’s ISBN or title.

3. Select your book from the search results .

4. On your book's catalog page, under the cover image, you'll see a list of links.
5. Click View/Submit Errata.

You'll find additional information and services for your book on its catalog page. If you
need additional support, please e-mail Microsoft Press Book Support at mspinput@micro-
soft.com.

Please note that product support for Microsoft software is not offered through the
addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http.//www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in advance
for your input!

Stay in Touch

Let's keep the conversation going! We're on Twitter:

http.//twitter.com/MicrosoftPress
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Introduction

Despite Microsoft founder Bill Gates’ early desire to have “a computer on every desk and

in every home,” the PC has never been and is still not a consumer electronics device. We
use them at work because the flexibility and power they offer as productivity tools offsets
the expense of maintaining IT support departments, and we use them in the home because
they are, at least for the moment, the best way of getting online.

This will change in the coming years, especially in the home space, as devices such as game
consoles and tablets become cheaper and integrate better functionality. In both home and
work spaces, things have already changed drastically since the early days of computing.

Back then, you usually needed to understand programming in order to be able to use a PC.

There were also huge issues with supporting those early machines. The operating systems
and software were custom made, with each program, for instance, coming with its own set
of hardware drivers, and with technologies such as external communications ports some-
times requiring expert knowledge to configure.

Modern operating systems take almost all of the pain out of configuring and working with
your computer, and Windows 7 is an excellent example. It is more stable, configurable, and
reliable than any version of Windows that has come before it.

Things can and still do go wrong, however, and the more complex the machine, the more
difficult it can be to diagnose the problem. That's where this book comes in.

Whether you're working in a support department in a corporate business, providing sup-
port to smaller clients, or just using Windows 7 at home, this book will guide you through
the process of diagnosing and repairing the types of problems you can encounter with
Windows 7, and discuss what you can do to prevent more problems from occurring.
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T's always a good idea to prevent problems before they occur, but knowing where to start

can be a problem. When you first install Windows 7, you encounter a blank desktop with

just a few items visible on the new taskbar and in the Start menu. You may be tempted
to get working straight away, and you can do this if you like. However, Windows 7 comes
with a great many tools that you can use to help prevent problems from occurring and to
make sure that when problems do occur, you can be back up and running quickly. | recom-
mend spending the time to configure your system and software after you first install Win-
dows. Then back up this initial configuration to quickly restore later should you need to.

|NS| DE OUT Why spend time configuring and backing up Windows?

Windows 7 constantly makes small changes and adjustments to its files and settings as
you work. The more you do, the more changes Windows makes. After a period of time,
these changes can cause software or Windows components to misbehave or malfunc-
tion, and they can become extremely difficult to undo. If you back up your copy of
Windows 7 after the changes are entrenched, you preserve potential problems.

The benefit of taking time to back up a clean, unused Windows 7 installation is that
when something goes wrong, your backup will be an exact copy of a fully working
Windows 7 setup, including all of your software and settings. There will be no need to
reinstall everything one piece at a time. Plus, you only need to make the initial backup
once.
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Upgrade or Clean Install?

The minor settings changes described in the previous section are a good reason to install

a clean version of Windows 7 rather than upgrading your PC in place from Windows Vista
to Windows 7. (The Windows 7 install DVD doesn't support in-place upgrading from Win-
dows XP). Although it may be convenient to install Windows 7 over your current operating
system, keeping all of your programs and settings intact, any problems that exist on the
previous Windows installation can carry forward to the new one. Most IT professionals
recommend that you always format your hard disk and reinstall Windows 7 on a clean
drive or partition, unless you've lost software installation media or you really don't have
the time to spend on a clean install.

How to Install Windows 7 to Prevent Problems

Your hard disk is one big area where you can store Windows, programs, files, data, and
backups. But it's not a good idea to keep all of your data in the same place without mak-
ing a backup and storing it elsewhere. For instance, if you leave a DVD copy of your digital
music and photo libraries next to your PC, it could be stolen or destroyed in a fire, along
with your PC where the original files are stored. The sensible option is to give your backup
DVD to a friend or family member to keep it safe. Almost all businesses keep a backup of
their data somewhere separate from the originals, because data is the critical part of a com-
puter. Hardware is easy to replace, but it's impossible to replace last year’s holiday photos,
it's difficult to re-enter all of your customer data, and it's annoying to re-download all the
music and video you've bought.

Although you can fix many Windows 7 problems with no loss of data, some problems
require you to restore the operating system from a backup or reinstall it completely.
Restoring and reinstalling usually require you to wipe the hard disk. What's more, there's no
way to know if and when a disaster will occur. If your files, photos, and music are stored on
the same hard disk or partition as Windows 7, you could lose them forever.

|NS| DE OUT Hard disks and partitions

Think of a hard disk as one big plate for all the food at a party buffet. No matter how
careful you are in laying out the food, it will always end up mixed together; and if
somebody spills the garlic mayonnaise, it'll go over everything.
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What you really need are different plates to separate the food. If you use one long
plate that's split into several compartments, you can put a different food in each space,
safe in the knowledge that these compartments will help keep the garlic mayonnaise
off the chocolate profiteroles.

It's a similar story with computer hard disks. You can split your hard disk into partitions,
one for Windows 7, a second for your files and data, and a third for backups, including
a backup of your Windows 7 installation. Splitting them between partitions keeps them
apart for safety.

A normal hard disk

Windows 7 Files and Data Backup

A partitioned hard disk, split
into three "logical” drives

If you have a desktop PC and access to two or more hard disks, it's even better if you can
split your Windows installation, files, and backups across them. This means that if you have
a real catastrophe, such as the physical disk containing your Windows installation failing,
you don't lose your backup copy of Windows, too. You can also use two hard disks to keep
identical copies of your files and data, again just in case a physical disk fails.

Laptops and most PC systems include only one physical disk, however, so you won't have
the option of splitting your data across different physical drives. You may instead want to
purchase a separate USB external hard drive.

When you install Windows 7, you can choose the Custom Install option and repartition your
hard disk using the tools available in the Windows 7 installer to delete the current single-
drive partition and create new partitions. Once you have done this, select the partition onto
which you want to install Windows 7 and press Next (see Figure 1-1).
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Where do you want to install Windows?

Name TotslSize|  Free Space| Type
= Diisk @ Partition 1: Windaws 7 (C:) 488 GB M03GB System 1
= Disk @ Partition 2: Blank (E:) 488 GB 487 GE Logical =
+ Disk O Partition 3: Files (F:) %E1GE 198GE Logical
"‘-’ Dusk 0 Partition 4: Installers (G:) naGe BSGE Prmary
e Drisk O Partition 5: Serateh (H:) 1596 GB MIGE Primary
#3 Refresh

&4 Load Driver

Te make changes to partitions, restart Windows from the installation disc.

Figure 1-1 Creating and choosing a hard disk and partition for Windows 7 during setup

Keeping Your Installation of Windows XP or
Windows Vista

If you really must keep your Windows XP or Windows Vista installation, you have two
options. First, if you have a spare partition or hard disk large enough to accommodate
Windows 7 on your computer, you could install Windows 7 there and create a dual-boot
system where you can choose at startup which operating system you want to run.

However, many people find this setup clunky and want to be able to use both systems
simultaneously. Certain software, such as Zinstall, can help. This software will turn your pre-
vious operating system into a virtual machine that will run in a window on your Windows 7
desktop. You need a large hard disk or partition for this since you will essentially have two
operating systems installed.

Note

You can get Zinstall at www.zinstall.com.
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How Big Should Partitions Be?

The size of your hard disk and how you intend to use your computer will determine how
big you should make your partitions. Your backup partition should be the same size as your
Windows 7 partition if you only want to keep a backup copy of Windows 7 on it. It should
be bigger if you also want to keep files and software installers there.

Use Table 1-1 as a guide to how large your Windows 7 partition should be. Please note
these figures are a guide only. If you use development software (web, programming, or
design), you might find you will need more space for your programs.

Table 1-1 Recommended partition sizes for Windows 7 in different uses

PC Usage Windows 7 partition size

General Business 30 GB, Enter 30000 in the partition size box
General Home 30 GB, Enter 30000 in the partition size box
Power User 50 GB, Enter 50000 in the partition size box
Developer 100 GB, Enter 100000 in the partition size box
Gaming 100 GB, Enter 100000 in the partition size box

Note: Suggested numbers for entering into Windows are approximate sizes and not exactly the same
partition size in GB.

What To Do When Windows 7 Is Installed

After Windows 7 is installed, you should install your other software and configure the sys-
tem to your preferences. | suggest following the following guide.

® Install anti-virus and malware protection first. Even though you're just loading and
configuring your computer, any software you install could be infected with a virus or
Trojan.

® Install only software you will definitely use regularly. Skip loading software you will
use only rarely or might not use at all; when you are ready to use it, you may find it's
been upgraded anyway.

® Try to avoid installing shareware or trial version software. While amateur software
authors do write some excellent software, it rarely goes through the same quality
control procedures as commercial packages. Shareware and similar software can
cause problems on a PC.
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e Update all the installed software to get any upgrades. This is especially important for
Adobe Acrobat Reader because PDF files are often used to hide viruses.

® Activate your software and enter required product keys to keep the software from
becoming crippled if you need to restore it from a backup.

For a new installation of Windows 7, | recommend a series of steps.

® Run Windows Update to make sure you have the latest updates to the operating
system. Do this several times, restarting the PC after each update to make sure your
computer is fully up to date. You can access Windows Update from the Start menu.

® Make sure Windows 7 is activated. If you don't activate Windows 7, it might become
inoperable if you eventually restore from a backup. To activate Windows 7 from
Control Panel, click System And Security, then click System. The option to activate
Windows 7 is at the bottom of the window.

® Modify Windows 7 settings to your preferences (regional settings, for example). Read
the following section for details about how to do this.

CAUTION

It's important you don’t do too much regular work while getting Windows 7 ready to
create a system image backup. Avoiding regular work helps make sure nothing can go
wrong during this important period.

Useful Windows 7 Settings to Change

By default, Windows 7 is efficient to set up and needs fewer options customized than pre-
vious versions of Windows, although there are a small few options that, if changed, will
make for a happier experience using the operating system. You can access these settings
by pressing Start on the taskbar or on your keyboard and selecting Control Panel from the
Start menu.

In Control Panel, click the first option, System And Security, and a list of options appears as
shown in Figure 1-2.
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@Q-'f‘. k Contral Panel b System and Seourity & w [ o | [ Search Conired Pane P

Control Panel Home

l-w :-;c-\ on Ce

o System and Security 4

Netwark and Intemet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Persenalization

Clock, Lanquage, and Regicn

Ease of Access

Figure 1-2 The System and Security panel in the Windows 7 Control Panel

Windows 7 uses a space on your hard disk called virtual memory to help better manage

the computer’s physical memory and to load programs quickly. By default, Windows man-

ages the size of the virtual memory file (also known as the paging file), but this means it
can grow and shrink and cause problems that ultimately slow down access to the files and
data on the hard disk.

To change the virtual memory size follow these steps.

1. In the Control Panel, click System And Security, and then click System. A new list of
options appears.

2. Click Advanced System Settings in the blue panel on the left side of the window.
3. Inthe System Properties dialog box, click the Advanced tab.

4. In the Performance section, click Settings as shown in Figure 1-3.
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Gyrtem Properties -_-
Computes Nose | Houcwas | idvanced | System Protecton | Femots

Wows must be lnggad on Az an Admaensiralios to make most of these changes.
Petormance
Vil eficts, processon vcheduiing, memeey wege, anv vilual memory
[ setings... |

Uses Prafies
Disklop sethrgs selabad b yous lagan

Startup and Recovery
System staitup. system fadure. and debugging irfomation

Figure 1-3 The Advanced tab in the System Properties dialog box in Control Panel

You can change the virtual memory settings in the Virtual Memory dialog box as shown in
Figure 1-4.

Virtual Memary (5]

futomaticaly manage paging fils <ize for all drives
Fraging file size for each drive
Deive [vokame Label] Pagng Fils Sz (M)
[ System managed

Selected drive: 5]

Space avalable: 24145 M8
@ Cushom size:

Iratial size (M) 1534

Mairmum soe (MB): | 1534

System managed size
Mo paging fike Set

Tobal pagreg ke sice For ol drives
Mirimum alowed: 16 ME
Recommeinded: 1534 M8
Currently slocated: 1024 MD

Figure 1-4 Setting the virtual memory paging file size

Clearing the Automatically Manage Paging File Size For All Drives option and selecting the
Custom Size option tells Windows to keep this paging file the same size all the time. This
can help keep access to your files fast.

The recommended amount of disk space is displayed toward the bottom of the Virtual
Memory dialog box (1534 MB in the example in Figure 1-4). Enter the recommended pag-
ing file size for your computer in both the Initial Size (MB) box and Maximum Size (MB)
box, click Set, and then click OK to close the dialog box.
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In Control Panel, you can also change regional and language settings and get access
to Device Manager to check that the drivers for all of your hardware are installed (see
Figure 1-5).

@\./v B » Control Panel » = [ 4 [ [Search Contrd Pune L

Adjust your computer's settings tw by Categary =

Figure 1-5 Settings to adjust in Control Panel, including regional settings

MSConfig

One of the most useful hidden features in Windows 7, and indeed in every version of

Windows, is MSConfig (see Figure 1-6). To access MSConfig, click Start on the taskbar or

on your keyboard. Key msconfig in the Start menu search box, and press Enter on your
keyboard. When the MSConfig window appears, click the Startup tab. On this tab, you
will see a list of all the programs that start automatically when Windows 7 starts up. You

can clear all the programs you don't want to run every time you use your PC. These could

include the iTunes Updater or the Adobe Acrobat Loader.

The advantage of minimizing the number of programs that run automatically at startup is

11

that the more software your computer is running at one time, the slower it will become and

the longer it will take to start up.
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Figure 1-6 Stopping third-party programs from running at startup using MSConfig

”
Note

You can resize the columns in the MSConfig window (and in many other parts of
Windows) by dragging the vertical line between the columns.

\_

Moving Your Files Away from Windows

By default, every version of Windows stores your My Documents folder(s) on the same hard
disk or partition as the Windows installation. Windows developers recognize, however, that
it's useful and important to keep Windows and your files separate, and they have finally
made this easy to do in Windows 7 with four simple steps.

1. On the Start menu, click your name in the top right.

'I Getting Started »

ﬂ Wirdarass Media Certer

il Caleulatar

Sy Mabes

% Snpping Tool

§ / Pant

%: Remote Desitop Connection
% Magnifier

* | Seimire

Default Programs

¥ Al Programs Help 3nd Suppert

|
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2. Inthe explorer window that appears, select all the folders (except Desktop, which
should not be moved since doing so can cause problems with the operating system).

[E=RE=R ="
i
L) | B v Mike Halsey » v |4y o
Qrganize = 4 Open Share with = Mew falder &= (1 @
¢ Favorites E | b B
k=) 1 M 1 i < LR .
M Deskrap i ’ | ¥ | '
& Downloads Contacts Desktop || Domnlonds | Favarites Links My My blusic | My Pictures
L Recent Places Dacurments
o I
J Libranes h [
5| Documents My Videos Saved Searches
o' Music Games
=] Pictures
B viden

3. Right-click in the window and select Cut.

CAUTION

Be sure to select Cut and not Copy in step 3, because Copy will not move the files; it
will simply duplicate them.

4. Navigate to the drive or folder where you want to relocate the files (for example,
E:\Files), right-click in an empty space in that window, and select Paste.

All of your files and documents are moved to the new location.

|NS| DE OUT Why move your files away from Windows 7?

Although Windows 7 is a very stable operating system, your PC is still not a consumer
electronic device. Windows could become corrupt with little or no notice. If you must
reinstall Windows at some point, you could lose all of your files and data if they are
stored on the same drive or partition where you originally put the operating system.
That's why it is important to separate your data and Windows on your PC.
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Backing Up Windows 7

When you finish loading and configuring Windows 7, you are ready to create a backup and
lock it down by creating an image of the operating system. When you create a backup, you
essentially create a snapshot of all the Windows files and settings on your computer. Do not
run programs while preparing to back up Windows 7 since this could create unreported
errors in the backup file.

1. In the Start menu search box, type Backup.

2. Select Backup And Restore from the list of search results that appear.

Programes (1)

& Backup and Restors {b
Contral Panel {3)

W Restore data, files, or computer fram backup

B Create 3 restore point
@ Back up yaur camputer

4 See more results

backup . | st down |+

3. Inthe Control Panel Backup and Restore window that appears, select Create A System
Image from the blue panel on the left side of the window.




Backing Up Windows 7 15

¢ -,,::,. (¥ » ControlPanel » System and Securily
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Action Centes

# Windows Easy Transfer

4. In the Create A System Image dialog box, select a location for the backup. You can
choose to save the backup to another hard disk or partition on your computer, on a
selection of DVDs (note that if you have a lot of software or games installed on your
computer, you will need quite a few DVDs), or to a network location.

3

() i Createa systemimage
Where do you want to save the backup?

A pystem irnage is 3 copy of the drives required for Windows to run. It can also include additional
drivas, & system irmage can be ured to rertore your cornputer if wour hard drive or computer ever
stopr working: however, you can't choose individual items to restore, How do [ restors my computars
from a rertem imagef

& On 3 hard disk
s Complete PC Backup 17.43 GB free -
bast recent backup on dmee: 01 By 100 2:00:14 pry
D one or rmore DVD:
2 OVD RW Dirive

O a metwork location

Nea | | Cancel

5. Click Next to start the backup

Chapter 1
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|NS| DE OUT Network backup precautions

Don’t back up your operating system to a network location if your PC connects to the
network only via Wi-Fi, because you will be unable to see the backup if you need to
restore it. Only do a network backup if you connect via a physical network cable.

Windows 7 is now backed up. If Windows 7 becomes unresponsive, you can restore this
backup and get working again quickly. You'll learn more about restoring Windows 7 in
Chapter 11, "Easy Ways to Fix Windows 7."

Summary

It's very important to make sure that you have a working copy of Windows 7 backed up
somewhere accessible. You never know when and under what circumstances Windows 7
might become unusable or malfunction. Following the steps described in the chapter can
ensure that you're never far from being up and running when you need to be.
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INDows 7 ships with more easily accessible help and diagnostic utilities than any

previous version of Windows, but the wizard-based utilities that were popular in

the 1990s are gone. Windows 7 developers aimed to create a diagnostic system
that doesn't require the user to move through a lot of steps to fix problems. They wanted
things to be as simple and automatic as possible. The result of their efforts is a compromise
between old diagnostic systems that maintain compatibility with older Windows versions
and new features that provide help and advice to users.

Action Center

Action Center is a new Windows 7 feature designed in response to complaints from users
of previous Windows versions that the notification area, the area next to the clock on the
far right of the taskbar, can easily become cluttered with program icons and pop-up bal-
loon tips. Action Center integrates all of these balloon tips into a more manageable central-
ized location (see Figure 2-1).

% 2 important messages
, Y 3 total messages

Find an antivirus pregram ecnline (Impertant)

Set up Windows Update (Important)

'E‘;'Eet up backup

Open Action Center

2:52 PM

[ L]
B 6 5o a0

Figure 2-1 Action Center notification 17
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Action Center is represented by a small, white flag on the taskbar. The icon includes a small
x when there are Windows messages in the Action Center. Although it is more subtle than
the balloon tips in previous versions of Windows, the discreet Action Center icon can make
important messages from Windows easy to miss. When providing technical support, | fre-
quently discover that people have out-of-date anti-virus protection or that they have not
installed vital software updates on their PCs because they've either not noticed the flag or
not realized what it means.

You can control what messages the Action Center displays and respond to messages by
clicking the Action Center icon and clicking Open Action Center.

The main Action Center panel includes a list of color-coded Windows messages, as shown
in Figure 2-2. Red messages are critical, and amber messages are important.

= ol =]
T r i
ko)™ » Contral Panel & Systern and Secunty b Action Center .4 o
o -
Contral Panel Home Bt I P
leview recent messages and resolve problems
Change Action Center settings #ction Center has detected one or more issues for you to review,
HY Change User Account Contrel
settings " o

View archived messages

View perfarmance infarmatian Virus protection (Important) -
Z 5 Find a pragram cnline
Windews did net find antivi

software on this computer,

Windowes Update {Important) ; :
Change settings....
Windews Update is net set up for this computer,

Set up backup :
£ St up backup
our tiles are not being backed up. .

Backup and Restore

Windews Update

Windows Program

If you don't see your preklem licted, try one of these:
Compatibility Troubleshooter

Figure 2-2 Color-coded messages in Action Center

When things go wrong with Windows 7, such as when a program or a driver crashes, the
operating system stores information about these errors in a log and displays the log in
Action Center. If there are any error logs in Action Center, you will see a Check For Solutions
option under Maintenance. Click this option to search for a matching error log and, hope-
fully, a solution in Microsoft's database. You can also use the Maintenance section to change
the Backup Settings and Troubleshooting Settings. It's possible in a corporate environment
that the IT department will turn off these settings, perhaps to conserve Internet band-
width or because of their own update management policy.
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Action Center Settings

To control what messages appear in Action Center, click Change Action Center Settings in
the blue pane on the left of the Action Center panel. On the window that appears, indi-
cate which items you want Windows to notify you about when there are problems (see
Figure 2-3).

() =[W « Action Center » Change Action Center setings w | #g || Sewrch Combred Pane B

Turn messages on or off

For each selected item, Windows will check for problems and send you a mescage if problems are found.
Secunty messages
7] Windaws Update J] Spyware and related pretection

] Intesmet security setting | User Account Cantrol

¥| Metwork firewall | Virus pratection
Maintenance meszages
¥ Windows Backup ) Check for updates

¥| Windows Troubleshecting

Felated cettings

oK ] Cancel

Figure 2-3 Turning notifications on and off in Action Center

What Can You Do with Action Center?

Action Center should be your first resource when diagnosing problems with Windows 7,
because it is not only the central place for diagnostic and maintenance messages from

the operating system, it is also a centralized place from which you can control essential
Windows 7 features, such as the User Account Control security system and Network Access
Protection.

You can also view archived Action Center messages from the main Action Center panel.
Problems that have occurred with Windows 7 in the past can give you clues to a solution
for a current problem.

In Action Center, you can also view the operating system’s reliability history by clicking View
Reliability History in the Maintenance section. As | said earlier, Windows 7 tracks problems
caused by software, drivers and Windows components and represents this information in a
chart (see Figure 2-4).
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Figure 2-4 The Windows 7 Reliability History window

The chart in Figure 2-4 shows that this copy of Windows was installed on May 2, 2010, and
ran perfectly until May 9, 2010, when, as indicated by an x and a yellow warning triangle, it
encountered a problem. You can click the warning icons to review details about the prob-
lems that occurred. Next to each problem, if you need it, is a link to automatically check for
a solution to the problem.

Windows Update

By the time the first service pack launches for a Windows operating system, there can be 80
or more security and software updates included in it. These updates address issues related to:

® virus and malware attacks

® hacking attacks

® other security vulnerabilities
® Windows Product Key cracks
e faults found in Windows

® incompatibilities with third-party and other Microsoft software
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® updates for programs and features in Windows 7

® updated drivers for hardware

® updates for other Microsoft software supported by Windows Update
® legacy code updates

Most updates address security vulnerabilities and legacy code. Around four billion people
worldwide use Windows, so it's a huge target for hackers and criminals. They regularly
exploit software, such as Microsoft Internet Explorer.

Legacy code updates, the other largest contributor to service packs, cover vulnerabilities
that date back to previous versions of Windows and problems caused by maintaining com-
patibility with them. For instance, not long after Windows 7 launched, Microsoft released an
update for a twenty-year-old DOS vulnerability that nobody had spotted before.

For a stand-alone PC or for a computer on a small, unmanaged network, | recommend
turning on automatic Windows updates, as shown in Figure 2-5. This can help prevent
problems on your computer by automatically updating Windows components as updates
become available.
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Figure 2-5 Windows Update

You can access Windows Update by selecting Action Center or looking in the System
and Security section of Control Panel. You can also open Windows Update by clicking All
Programs on the Start menu.
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Controlling Windows Update Through Group Policy

Windows Update sometimes causes problems, especially with older, legacy hardware or
software where an update introduces an incompatibility, preventing older software or hard-
ware from working properly or making Windows 7 unstable when software runs.

In the corporate environment or on a small Windows Server network with multiple users,
you can disable the Windows Update service and instead use Windows Server features to
download and test all updates before they are rolled out across the network.

To help you disable the Windows Update service, every version of Windows comes with

a utility called Group Policy Editor. To access Group Policy Editor, type GPEdit.msc (not
case-sensitive) in the Start menu search box and press Enter. The Local Group Policy Editor
window appears as shown in Figure 2-6.
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Figure 2-6 The Local Group Policy Editor window

Group Policy Editor allows you to independently control policies for the computer and for
individual users. This is important because you want to grant systems administrators full
control of the PC but limit access by other users.
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To control Windows Update and set the policy for all users, in Group Policy Editor click
Computer Configuration, click Administrative Templates, click Windows Components, and
then click Windows Update (see Figure 2-7). In this window, you can configure Windows
Update to stop receiving automatic updates or to receive updates only from your company's
server, among various other options that are available for controlling Windows Update.
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Figure 2-7 Windows Update settings in Group Policy Editor

Windows Firewall

Many people prefer to use a third-party firewall with Windows. Third-party firewalls can
offer more features and more protection than the standard Windows firewall, but they can
also be quite intrusive and complicated to use. For advanced PC users, or for people who
are always careful about what they click and open when browsing the Internet, the stan-
dard firewall that comes with Windows 7 is perfectly adequate.

Windows Firewall, shown in Figure 2-8, is a two-way firewall that will block incoming and
outgoing traffic, unlike the inbound-only block included in Windows XP. | recommend that
you always have a firewall turned on, whether it's Windows Firewall or a third-party product.
This is an essential security requirement that can prevent many types of problems and
attacks on your PC.
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Figure 2-8 Windows Firewall

By default, Windows Firewall settings provide adequate protection for most situations;
however, more advanced controls might be necessary in certain environments, such as in a
home where people play Internet games or share files, or in an office where Windows Fire-
wall could block access to a network or fileshare.

To correct some Windows issues, especially network connection problems where a program
or service cannot communicate with the outside world or your network, you might need to
set more appropriate permissions for the program or service.

To change these permissions, you will need to access the advanced settings. Click Advanced
Settings in the blue pane of the Windows Firewall main window. The Windows Firewall With
Advanced Security window opens with a whole array of options for controlling your firewall
and access to and from your PC (see Figure 2-9).

INSIDE OUT

Windows Firewall alerts you when a program wants to be allowed through the firewall.

Basic Windows Firewall control

If you accidentally give permission to a program and later want to deny it access
through your firewall, you can do this on the main Windows Firewall options panel by
clicking Allow A Program Or Feature Through Windows Firewall. A list of programs that
have firewall access appears. Clear the check boxes for the programs and features you
want to block.
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Figure 2-9 The Windows Firewall With Advanced Security window

The advanced firewall controls let you access and set inbound and outbound rules (see
Figure 2-10). You can do this by selecting Inbound Rules or Outbound Rules from the left
panel and clicking the New Rule link that will then appear in the right panel. The most
common rules control access by a program or opening a port. Rules for opening a port
would most commonly be used in one of the following circumstances.

® Connecting to a VPN (Virtual Private Network) in a company
® Sharing files across a network

® Allowing a gaming utility (such as PunkBuster) access to the Internet

Chapter 2
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Figure 2-10 Setting new rules in Windows Firewall

Diagnose/Repair

A useful advanced firewall properties tool is the Diagnose/Repair feature in the Actions
pane on the Windows Firewall With Advanced Security window (shown in Figure 2-9). This
feature automatically troubleshoots, diagnoses, and repairs common problems with con-
nections to networks and the Internet. However, Diagnose/Repair finds and fixes only basic,
well-known errors, usually by restoring the appropriate settings to their defaults.

Windows Defender

Although Windows 7 does not come bundled with anti-virus software, it does include Win-
dows Defender, an anti-spyware and anti-malware product, as shown in Figure 2-11.
Windows Defender will protect your computer against some malware, but it's not enough
on its own to defend your PC. | recommend installing a second anti-malware package, such
as MalwareBytes' Anti-Malware or Spyware Terminator.

Windows Defender needs to be updated regularly, like all anti-virus and anti-malware prod-
ucts, and you can do this through Windows Update. Accordingly, you should make sure
that Windows Update is set to download updates automatically.
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Some anti-malware products included with anti-virus packages turn off the Windows
Defender service. You should not worry too much about this; it's only anti-virus software
that can do this, not malware. You can turn Windows Defender back on, but doing so could
cause a conflict with your other anti-malware package.
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Figure 2-11 Windows Defender

Windows 7 and Anti-Virus Software

As mentioned earlier, Windows 7 does not include anti-virus software, so you need to add
an independent anti-virus package when you install the operating system on your com-
puter. Unfortunately, many users do not know this and do not notice the Action Center
notification that indicates anti-virus software is missing. Thus, some people unknowingly
operate PCs with no anti-virus protection at all.

For users who do notice and click the Action Center notification when Windows is first
installed, the operating system helpfully lists anti-virus packages to download and install
(see Figure 2-12). Note, you need to be connected to the Internet to see this list.

Chapter 2



Z 19ydeyd

28  Chapter 2 The Basic Windows 7 Utilities

ﬂ \l\ﬂnd«m""(ﬁonwm:rmuw software providers - Windows Internet Explorer [ e =)
\_)"x._/' B bt Pacwcac vicrisoft.comywindaus/stivinas-parmerswindous-T.a1px = &[4[ x || aing p o~
m Edit Wiew Favorites Tools  Help
i Favorites 5 8 Suggested Sites v 8] Web Shice Gallery =
L7 Windows T: Consurmer security software providers * B = [ mm o+ Pagew Safetyw Toolsw e
NORMAN ) pctocls .
AnAhnlab  Z=ZoneAwrm  (@hitdefender  McAfee
@ KAJPIRIKY 2
. Microsoft® | =
NG Bcomputing  Security  @webroot
e etz Essentials
. o, JEAVG PANDA
BULLGUARD Ouast!
N rt . GDATA
_
on G F-Secure’Q”
G- B0 - :

Contins commands for warking with the selected items,

Figure 2-12 Windows 7 will help you find anti-virus software.

These packages range in price and vary in quality. Some are free and others are quite
expensive (although many allow you to install the software on several PCs and include
other features, such as firewall protection and backup utilities).

My recommendation for anti-virus software includes the following.

® Microsoft Security Essentials A lightweight anti-virus and anti-malware package
that won't consume your computer’s resources and includes an excellent scanning

engine (Free)

® Norton Internet Security/Norton 360 Another excellent scanning engine com-
plete with firewall, malware protection, and other services (Paid-for suite)

Legacy Program Compatibility

One of the biggest strengths of Windows throughout the years, something that has
enabled it to maintain market dominance over other desktop operating systems, has also
been one of its biggest failings: compatibility with older programs. Windows 7 is capable of
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running programs designed for every version of Windows and some programs designed for
DOS, too. That doesn't mean that everything will install and work correctly, or even install
and work at all. There are several ways to get around problems caused by incompatible
software.

The Program Compatibility Assistant

Windows 7 is extremely good at detecting software that won't install or run properly
and has a new feature designed to help, called the Program Compatibility Assistant (see
Figure 2-13).

g

.- Program Compatibility Assistant
This program might not have installed correctly

If this program didn't install correctly, try reinstalling using settings that
are compatible with this version of Windows.

Prograrm: Setup Launcher
g Publisher: Microsoft Corporation

Location: F\Softwarg\Windows XP Onl..\PowerToySetup.exe

% Reinstall using recommended settings

< This program installed correctly

Cancel

IZ:(:’:ZI What settings are applied?

Figure 2-13 The Program Compatibility Assistant

If there is a compatibility problem with software you are installing, Windows 7 displays the
Program Compeatibility Assistant, as shown in Figure 2-13. It will offer some safe settings to
try to install the program correctly.

The Program Compatibility Assistant is a good start, but it's not a solution for every soft-
ware incompatibility you will encounter, and it's also not guaranteed to set settings and
parameters correctly for every program it claims to have fixed. To do this manually, you can
modify the program'’s compatibility settings yourself.

First, right-click the program’s icon on the Start menu and select Properties. On the Com-
patibility tab, under Compatibility Mode, you can indicate what version of Windows the
program ran on previously. In compatibility mode, Windows 7 runs the program using set-
tings from the previous version of Windows you indicate. The drop-down menu includes
every version of Windows dating back to Windows 95 (see Figure 2-14).
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Figure 2-14 Program compatibility settings

The Settings options might help programs that do not display properly on 32-bit color
screens or at large resolutions.

You can also choose to run the program with full administrator settings. Be careful when
choosing this setting. See the Inside Out sidebar, "Administrator mode.”

INSIDE OUT  administrtor moce

The default user account in every version of Windows before Windows Vista is
‘Administrator. In administrator mode, absolutely everything in Windows can be
changed, moved, or deleted with impunity, and viruses take advantage of this. User
Account Control (UAC), introduced with Windows Vista, adds a layer of security to
prevent these changes from being made automatically, but it can stop some programs
from running correctly.

Some programs require access to root Windows files and areas that UAC protects. If a
program can't write files to these parts of Windows, the software can become unre-
sponsive. You should be careful giving administrator rights to any program, especially
one you do not know well, because bypassing the essential UAC security feature can
potentially cause damage. Some older programs, however, must have administrator
permissions to operate properly.
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When troubleshooting program compatibility in Windows 7, you might need to try several
different compatibility settings before a program runs properly.

Windows XP Mode

For programs that won't run, or won't run properly in compatibility mode, there’s a new
Windows 7 feature called Windows XP Mode.

Windows XP Mode is a downloadable extra that uses a modified version of Microsoft's
free Windows Virtual PC software to run a free, licensed copy of Windows XP Professional
in Windows 7.

Originally only for PCs with hardware virtualization support on the processor and mother-
board, the Windows XP Mode add-in is now available for all Windows 7 users, although it
will run quicker and more efficiently if your PC has hardware virtualization support.

The main advantage of Windows XP Mode is that, although the programs are running on
a virtual machine, they appear on the Windows 7 Start menu (see Figure 2-15) and run on
the Windows 7 desktop as though they were installed in Windows 7 (see Figure 2-16).
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Figure 2-15 Windows XP Mode and its installed programs on the Start menu
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Figure 2-16 Windows XP programs on the Windows 7 desktop

Windows XP Mode offers tremendous advantages, particularly in organizations where users
might be unfamiliar with the concept of running software in a virtualized environment or in

a dual-boot operating system environment.

Windows XP Mode is capable of seeing all the drives and hardware on a computer and net-
work, so you can use it seamlessly with your existing files and hardware, for instance, USB

devices such as flash drives.

|NS| DE OUT Windows XP Mode and security

Windows XP Mode is a full copy of Windows XP Professional running in its own virtual
environment inside Windows 7. Like any version of Windows, however, it is not a con-
sumer electronics device and must be protected and defended in the usual way.

You should always make sure that the Windows XP Mode environment is up to date
with Windows Update and is protected by anti-virus and anti-malware software. | rec-
ommend a free, lightweight option, such as Microsoft Security Essentials.

Failure to protect your virtualized system could result in a virus or malware infection
within the virtual machine that could infect files across your computer or network.

To run programs in Windows XP Mode, launch Windows XP Mode from the Start menu,
and install the programs in Windows XP in the usual way. The programs will automatically
appear in the Windows 7 Start menu, listed under Windows Virtual PC, Windows XP Mode

Applications.

e ot | [ RO, B B S B
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Because Windows XP Mode is a full copy of Windows XP Professional, you will need to
make sure that there is enough space to install Windows XP and any other programs you
intend to install in it on the hard disk or partition where Windows 7 is already installed.

Note

Windows XP Mode is available as a free download at http.//www.microsoft.com/
windows/Vvirtual-pc/download.aspx.

Summary

The standard utilities in Windows 7 are the most useful of all the comparable utilities

that have ever shipped with Windows. As you become more confident troubleshooting
Windows 7, however, you might find them limiting. In later chapters, I'll describe much
more powerful features that are included with these utilities and how to get the full benefit
from using them.
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IcrosofT Windows, in its various guises, is used by approximately four billion peo-

ple worldwide. Currently, Microsoft Internet Explorer, the standard web browser

that's bundled with Windows, sits at 60 percent market share; that means almost
2.5 billion people worldwide use Internet Explorer.

Both of these facts make Windows and Internet Explorer tempting targets for criminals,
hackers, and virus writers. Frankly, security problems in Windows have nothing to do with
how secure or insecure it is and everything to do with criminals wanting to hit as many
computers as possible in a single attack. Why go for attacks on another web browser

or another operating system when you can hit a theoretical maximum of only 80 million
people? It's a simple return on investment calculation for the criminal gangs who target
computers.

All this isn't to say that there aren't problems with the security of Windows 7. Ironically,
what makes Microsoft so successful in the operating system market is also the source of
most Windows security problems: legacy code.

Legacy code is the substructure of Windows that allows you to continue to use hardware
and software from the earlier days of PC computing when you update your operating sys-
tem. If you run a DOS application, such as WordStar, from the heady days of the IBM PC, it
will run fine and very speedily on a modern, Windows-based computer. If you want to plug
in an old parallel printer and have the appropriate interface on your base unit, you can get
it all working fine.

The need for legacy support is to service Microsoft's biggest customer, business. Many
large corporations and businesses that collectively pay billions of dollars in subscription
royalties every year to Microsoft commonly use software packages that were written many
years ago.

The reasons businesses don't update software regularly are many and varied but stem from
two simple principles: 1) It's expensive to develop customized software, and 2) if it isn't bro-
ken, don't fix it.

35
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At one point in my career, | provided second and third-line information and communica-
tions technology (ICT) support for blue-chip corporate clients, including a major interna-
tional banking group. Every single client used custom-made software, even my employer,
who used it for call processing and audit tracking. Some clients, including one of the United
Kingdom'’s biggest supermarket chains, used hardware that was decades old to run their
checkout systems. All of this software and hardware needed technical support, and all of it
is most likely still in use today since it does the job the companies need it to do.

These examples of companies that are reluctant to update software regularly also demon-
strate the problems businesses face in developing updates for custom-made software.
During my time at the supermarket company, management tried to implement new soft-
ware across all of the checkouts. Despite extensive testing, unforeseen bugs caused exten-
sive downtime for the upgraded machines.

These types of problems can be unavoidable and can cost millions of dollars in reduced
productivity, lost sales, and extra support time.

The Reality of Virtualization

The new Windows 7 feature Windows XP Mode is able to push forward with new virtualiza-
tion technology because modern multi-core processors can now handle running two or
more operating systems side by side, usually with no noticeable loss in performance. | dis-
cuss this free add-in for Windows 7 briefly in Chapter 2, “The Basic Windows 7 Utilities.”

Windows XP Mode is a fully licensed copy of Windows XP, which allows you to run software,
installed in and fully compatible with Windows XP, on a Windows 7 desktop. You can run
Windows XP Mode from the Windows 7 Start menu, as shown in Figure 3-1.
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Figure 3-1 Outlook 2003 and Outlook 2010 running side by side in Windows XP Mode
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On the downside, this is very much an early version of the product and doesn't yet get
around the problems that come with having more than one full operating system installed
on your computer. For example, you must still download and install Windows XP updates.
Also, you must separately install anti-virus and anti-malware software.

INSIDE OUT  what s virustization?

Modern computers come with multi-core processors. Your PC might have an Intel Core
2 Duo chip with two cores or a quad-core processor with four cores. Server chips com-
monly now have six, eight, or even twelve cores.

Each core is its own processor, essentially the heart of its own PC, and is capable of run-
ning a full operating system and accompanying software on its own. Virtualization can
take advantage of this, running your “host” operating system on one core, while allowing
other operating systems to run on other cores. It is not necessary to have a multi-core
processor to run a virtual machine, however.

Windows vNext

Windows vNext is the code-name for the next version of Windows. While there are no
details at the time of this writing, strong rumors indicate the legacy code will finally be
dropped from Windows with all support for older software and hardware moving to Win-
dows XP Mode. Developers will have to make some serious changes to the Windows XP
Mode software to do this; specifically, they will need to address the issues related to updat-
ing and protecting Windows XP Mode separately from the “main” operating system. If the
legacy code is dropped and support for older versions is moved entirely to Windows XP
Mode, however, you can assume that these issues will be addressed.

Removing legacy support from Windows will cut the number of updates for the operating
system significantly and make the whole operating system considerably more secure in the
process.

While this is something we can all look forward to, we still have to deal with the security
problems that exist today. Fortunately, there are some useful features within Windows 7
that can help.
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Anti-Virus Software for Windows 7

The most basic security requirement for a modern PC, anti-virus software, doesn't come
bundled with Windows 7. But Action Center will alert you and help you choose a package
to run when you install the operating system, as shown in Figure 3-2. Choosing an anti-
virus package can be complicated, however, so | thought | would make my own personal
recommendations at this point.

2 important messages
\ 3 total messages

Find an antivirus program cnline (Important)

Set up Windows Update (Important]

'F_;' Set up backup

Open Acticn Center

. 2:52 PM
W= LU
T

Figure 3-2 The Action Center anti-virus alert

Microsoft Security Essentials

www.microsoft.com/security_essentials

Microsoft's free anti-virus and anti-malware package, Microsoft Security Essentials, has
several advantages beyond just being free. The first and major advantage is that it delays
computer-slowing virus scans while you are using your computer. The second advantage is
that the package is incredibly lightweight, using very little memory and hardly any system
resources, and it won't slow down your computer.
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Norton Internet Security/Norton 360

www.symantec.com

The scanning engine in Norton 360 has won as many awards as Microsoft's own Forefront,
a corporate anti-virus scanning engine. This is a more comprehensive suite, with more noti-
fications and warnings, so you'll notice it more when using your PC, which some people
might find annoying. It contains many useful features and additions, however, and comes
with a license that allows you to install it on several PCs.

Malwarebytes Anti-Malware

www.malwarebytes.org

| recommend several anti-malware products, including SpyBot Search & Destroy and Spy-
ware Terminator. Only Malwarebytes, however, has consistently dealt with hard-to-remove
malware from PCs I've encountered. There are also free and for-purchase versions of the
product.

Windows Defender

First introduced as an optional add-in for Windows XP, Windows Defender is Microsoft’s
free, anti-malware product, and it's integrated into Windows Vista and Windows 7.

Windows Defender offers only very basic protection and has some flaws. Most notably, it
receives its updates only through Windows Update. If you have Windows Update turned off
(which you shouldn't unless you're in a managed corporate environment), or if you do not
check Windows Update very often, you could compromise any minimal protection Win-
dows Defender offers.

| recommend always using a third-party, anti-malware package such as Malware-
bytes (see the previous section) or Spyware Terminator, which you can find at
www.spywareterminator.com.

Microsoft Windows Malicious Software Removal Tool

If you review the updates your computer receives through Windows Update, you might
notice something called the Microsoft Windows Malicious Software Removal Tool. This is an
extra tool in addition to Windows Defender that's updated monthly by Microsoft and runs
automatically on your PC. It can also be downloaded from the Microsoft website.
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As another anti-malware tool, it will check your computer for viruses and malware, try to
remove any it finds, and report this information to Microsoft. This is a useful tool but should
not be considered a replacement for separate anti-virus and anti-malware products.

User Account Control

ehas been much criticized since its introduction in Windows Vista. This is the security sys-
tem that prevents users from making critical changes to the operating system and installing
software or plug-ins that could be potentially harmful.

In Windows Vista, UAC notifications appear whenever users try to do just about anything
and are generally considered annoying. As a result, people simply turn off the feature, mak-
ing their PCs as vulnerable to attack as they were before the tool was introduced.

When UAC appears, as shown in Figure 3-3, all desktop items and running programs are
unavailable until you click Yes or No on the User Account Control dialog box.

With Windows 7, UAC is tamed so that it now appears only when a critical change is being
made, such as turning off UAC itself. Most of the time, you are alerted by a yellow shield
icon (see Figure 3-4), which can appear on screen anywhere next to a link or on a button.
The main UAC alert won't appear for these items. Instead, Windows simply warns you that
changing a setting here is something you might want to be careful about.

% User Account Cantral
? Do you want to allow the following program to make

" changes to this computer?

W Progremneme  UserdccountControlSettings
N Verified publisher. Micrasoft Windnws

™) Show details | Ves Ne:

Figure 3-3 A User Account Control alert



User Account Control

(=l ]

-
@uvl@ b Control Panel »

Adjust your computer's settings

- ‘ 5 | | |5=arch Controf Panst ol
Wiew by Category =

User Accounts and Family Safety

g Add or remove user accounts

iy  System and Security
A "" i r computer's status

Y computer
Find and fix problems

Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

~m_ Network and Internet
il View network status and tasks
-2 Choose homegroup and s
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E—% Programs

Ge ¢ &

g Uninstall
%% Uninstall a program

Figure 3-4 Yellow shields next to items to be wary of

By default, UAC is set to what is probably the most sensible level. It alerts you to critical
changes being made to your PC but doesn’t annoy you with pop-up alerts when you do
something like change the time or install software.

You can change the UAC setting to reduce or increase security by following these steps.
1. On the Start menu, click Control Panel.
2. Select System And Security on the window that appears.
3. Under Action Center, click Change User Account Control Settings.

4. Change the UAC level control to suit your needs.

Chapter 3



42

Chapter 3 Basic Windows 7 Security

‘¢ User Account Control Sattings =
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Mever notify
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There are four settings for UAC in Windows 7.

Never Notify UAC is turned off, so you are not alerted to any changes to your PC
or software or attempts to access critical operating system files.

Programs Only You are notified only when programs try to make changes to your
operating system settings. You are not notified about other settings changes.

Default With the standard and recommended setting, you are notified when pro-
grams and other features try to change system settings, but not when you make
changes yourself.

Always Notify You are notified when any system setting changes.

INSIDE OUT e benefitof uac

As | previously said, many people find UAC irritating. Many people using Windows
Vista disable UAC because the only setting is to always notify the user of all system
setting changes or nothing at all. However, in Windows 7 it’s easy to leave the system
turned on. | recommend this because UAC is an essential defense against viruses, mal-
ware, and other malicious software on your PC.
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BitLocker and BitLocker To Go

BitLocker, first introduced with Windows Vista, is available only in the Enterprise and Ulti-
mate editions of Windows 7. It is a full disk encryption system that uses the Advanced
Encryption Standard (AES) cryptography method.

BitLocker works several different ways in Windows 7, depending on what you are encrypt-
ing and what hardware you have in your PC.

Method 1: Encrypting a Hard Disk or Partition with
Hardware Support

If your computer’s motherboard has a Trusted Platform Module (TPM) chip, it stores the
cryptographic keys needed to encrypt and decrypt your hard disk or partition. This encryp-
tion key (cipher) is unique to this chip. This means that if an encrypted disk is removed, it
can never be decrypted on another computer because the encryption key has been left
behind on the old computer.

Method 2: Encrypting a Hard Disk or Partition Without
Hardware Support

If your PC does not have a TPM chip on the motherboard, then the cryptographic keys are
stored within Windows and are not locked to specific hardware. This method allows you to
use the password to access the hard disk if it is plugged into another Windows 7 computer.

Method 3: Encrypting a USB Flash Drive or External
Hard Disk

This method of encryption is similar to the non-TPM-based hard disk described in method 2.
Windows uses standard BitLocker cryptographic keys to make sure that an encrypted flash
drive or hard disk can be used on other Windows 7-based PCs. This method uses the new
Windows 7 BitLocker To Go feature.
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|N Sl DE OUT What is 128-bit AES encryption?

Advanced Encryption Standard (AES) is a method of encoding a disk drive, partition,
external disk, or files. It divides data into block sizes of 128 characters (bits of data) and
performs encryption on each block 10 times to secure it and scramble the data so it
cannot be read without unscrambling it.

The blocks of data can only be decrypted with a cipher and a password combination,
which is never openly displayed. When you type your password to decrypt data, it is
converted into a hash key, a random string of characters created by a set algorithm
(or formula) that can never be converted back into the password. The server or com-
puter that contains the AES encryption algorithm does the same with the password
it has stored in its password vault. If the two hash codes match, then the password is
accepted.

You can encrypt a disk using BitLocker only if you have a copy of Windows 7 Enterprise or
Ultimate, but the encrypted disk can be read and accessed on any version of Windows 7.

To encrypt a disk, on the Start menu, click Control Panel and then System And Security. Bit-
Locker Drive Encryption settings appear. Click Turn On BitLocker to encrypt a disk, as shown
in Figure 3-5.

In the main BitLocker Drive Encryption window you will see details about the hard disks
attached to your computer. You can select what drive to encrypt.

Note

If you have a lot of data on the hard disk, it will take longer to encrypt, possibly over-
night. Moving the data off the hard disk temporarily will speed up the process.
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Figure 3-5 Encrypting a disk with BitLocker

CAUTION

BitLocker provides an extremely high level of security and encryption. If you forget the
password or if your TPM-equipped motherboard fails and has to be replaced, you may
never be able to access that data again. Do not encrypt data using BitLocker if you do
not have a backup copy of the data elsewhere!

Using BitLocker with Non-Windows 7 Computers

One of the biggest advantages of using BitLocker is the ability to store sensitive files on

devices such as USB flash drives for transport to other machines. Unfortunately, older ver-
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sions of Windows, namely Windows XP and Windows Vista, do not support BitLocker To Go

natively and won't be able to read the files on an encrypted device unless you download

and install the BitLocker To Go Reader (see below).
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Note

Microsoft supplies a free plug-in for Windows XP and Windows Vista, which you can
download from http://www.microsoft.com/downloads/details.aspx?displaylang=en&Fa
milylD=64851943-78c9-4cd4-8e8d-f551f06f6b3d. You can also search the web for Bit-
Locker To Go Reader.

As its name suggests, you can use this plug-in to read files on a device encrypted with Bit-
Locker To Go, but you cannot write anything to the disk.

| N Sl DE OUT Alternatives to BitLocker To Go

Many people find the inability to write to a USB flash drive or external hard disk that
has been encrypted with BitLocker To Go annoying. So what are the alternatives?

TrueCrypt (www.truecrypt.org) is a free, third-party program for encrypting your files
and data. You can carry a copy of the TrueCrypt software on your flash drive or hard
disk for installation on a host PC. This software is compatible with all versions of Win-
dows and the Apple Mac, and it will allow you to read and write files on the disk.

The limitation of TrueCrypt is that you may not be allowed to install the software on
computers where user policies are set up to prevent users from installing software. If
you intend to use TrueCrypt in a business or educational environment, you should first
verify with the organization’s IT department that it is supported.

Cloud storage is another way to store files in one place and access them from different
locations. Microsoft’s SkyDrive service (www.skydrive.com) offers 25 GB of free storage
space.

The advantages of cloud storage are that you never need to carry a physical device
with you, your files will always be safe and encrypted, and you can access your data
anywhere you have an Internet connection.

The downside of cloud storage is that you must have a working Internet connection to
access the files. If you commonly work remotely with a laptop, or if your Internet con-
nection goes down, you will not have access to your cloud-based files.
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Why Use BitLocker?

BitLocker is something | recommend people use on laptop computers and sometimes for
USB flash drives and external hard disks. If you carry critical information, such as personal
data about other people, you will be subject to the data protection laws for your country.
Breaking these laws by not properly protecting the data could lead to heavy fines or even
imprisonment.

BitLocker is also useful for everyday PC users who not only carry a great deal of personal
information in their files, but also commonly store passwords for websites in Internet
browsers. If you have a laptop and Windows 7 Enterprise or Ultimate, it is well worth
encrypting your disk. If you are considering buying a laptop and can afford to do so, pur-
chase one with a TMP chip and Windows 7 Enterprise or Ultimate. | believe the peace of
mind is worth the extra expense incurred.

If you manage a business where employees carry sensitive business or customer-related
data on their laptops, these should all be encrypted using BitLocker or another system.
Failure to do so is inviting data loss, embarrassment, and possible criminal prosecution.

Beware the Weak Link at the Keyboard

If you have anti-virus software installed in Windows 7 and UAC enabled, your operating
system should be perfectly secure. However, the weakest link in all computer security will
always be the user. Here are my top tips for avoiding the user errors that can undermine
your computer’s security.

Keep Your Anti-Virus Software Up to Date

First things first: Make sure you are protected from external attacks by installing anti-virus
software.

Make Sure You Have a Good, Up-to-Date Firewall

Just as important as anti-virus software is a firewall. This is your first line of defense against
attack from outside. Again, you need to make sure it's kept up to date as well. If you're run-
ning Windows XP, don't rely solely on the built-in firewall; it's not enough.
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Get Anti-Spyware Software

Anti-spyware bsoftware isn't like a firewall or anti-virus software. There's no reason why you
couldn't install all three packages. The more protection you get, the better. But make sure
you keep them up to date. Also note that most of the free packages will require you to run
regular scans manually.

Keep Windows Up to Date

It's essential that you turn on Windows Update and leave it on. Updates are released by
Microsoft on a monthly basis and, although some might require you to reboot your PC, the
slight inconvenience is well worth it for the added security and peace of mind.

Keep Your Software Up to Date

Make sure you regularly check for general and security updates for the software you use
the most. You can find these on the manufacturers’ websites.

Always Check Email Attachments Before Opening Them

It's always a good idea to check all email attachments for viruses. Save them to your hard
disk first, then, in Windows Explorer, right-click the file and select Scan With [Your Anti-Virus
Software] before you open it.

If you receive a suspicious-looking email attachment from someone you know, you could
email that person to ask if she did intend to send it to you. It could be that a virus on her
computer has forwarded itself to people in her address book, in which case she would
probably like to be notified.

Use a Secure Internet Browser

Browsers like the latest versions of Firefox or Internet Explorer provide much of the protec-
tion you need. In Windows 7, the protected mode in Internet Explorer that denies any soft-
ware running in the browser access to the rest of the operating system is an extra bonus.

Get Spam and Phishing Filtering for Your Email Software

Everyone knows what spam is. Phishing emails, however, are the messages that purport to
be from a real bank or credit card company asking you to type your personal details into a
website. I've seen some of the most net-savvy people caught out like this.
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Never Click Anything You Don’t Explicitly Mean To

If you haven't gone to a website with the express intention of clicking items, maybe to
install a browser plug-in or get a specific download, for instance, never click anything unless
you know exactly what it is.

Beware of reputable websites, such as YouTube, where viruses are occasionally posted dis-
guised as a codec that is required to play a video. If you are ever in doubt, simply don't
click it!

Look for the Padlock or the Green Bar

When shopping online or when visiting any website that requires you to enter personal
information, look for the padlock, which is a visual method for your browser to tell you
that the website is encrypting any data sent back and forth using a valid security certificate.
What browser you use will determine where this is located. The latest security convention in
browsers is to color code the address bar. The address bar is displayed as green if the site is
okay and orange or red if you should use caution or avoid the site.

Note

Not all web browsers will use colored address bars, and they may display the padlock in
different ways and in different areas of the browser. You should refer to the Help menu
for your specific browser for more advice on this.

Never Give Private Details Online Unless You Have To

Shopping for a credit card or car insurance is one thing, but many websites will unneces-
sarily ask for personal details that too many people are all too willing to give away. At best,
these details are used to send you spam; at worst, they are used to steal your identity.

Keep Backups

Make sure you keep regular backups of your data somewhere away from your Windows
installation, maybe on an external USB hard drive, for instance. Windows has a built-in
backup utility (which is much improved in Windows 7), but third-party packages offer
backup solutions, too.
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Keep the Driver CDs and Manuals for Your PC

Always safeguard the discs and manuals that come with your PC. These will prove invalu-
able if Windows ever needs to be reinstalled. Make sure you keep them somewhere safe
and together.

Keep Windows Maintained

You will have much more fun on your PC if you keep it tidy and maintained. Make sure you
uninstall programs you don't need, use the built-in tools or third-party tools to remove
unnecessary files, and keep the registry clean.

Be Careful When You Throw Away Your PC

When your PC comes to the end of its useful life, make sure you download a utility that will
securely erase the hard disk by overwriting the data several times. If you can, also remove
the erased hard disk and dispose of it separately. Discarded PCs can contain a wealth of
sensitive information that makes them a bargain find for identity thieves.

Guest Mode

Guest Mode was an extremely promising feature in the Windows 7 beta that was sadly
removed from the final release. But it may appear in a future version of Windows, and cer-
tainly hardware and software vendors have products that fill the void until then.

Guest Mode was a special user account within Windows 7 that created a temporary envi-
ronment for users on your computer. When the user logged off, every change he made to
the operating system, every program he installed, and every file he created or downloaded
was rolled back so that everything was returned to the way it was before the user logged
on. In short, it was as if that user had never used the PC.

This would be an excellent way to protect a PC from the dangers posed by a guest user,
maybe someone visiting your home or office, over whom you have no control.

A similar feature in the Apple OS X operating system caused users to complain that a bug
was also wiping out all of the user files from their main accounts. Clearly, this type of fea-
ture is not without its problems, but there are some excellent third-party solutions.
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I have always liked Magic Card, a product by Rogev, which you can find at www.rogev.co.il.
This is a small expansion card that sits inside your PC and handles real-time encryption
and decryption of data on one or more hard disks, similar to a TPM chip and BitLocker but
handled entirely by the hardware. In addition, the product is capable of saving a snapshot
of your Windows installation and restoring any changes made in just a few seconds. It can
do this every time the computer is restarted or on a set schedule, such as once a month.

This type of product is especially useful for businesses, libraries, training companies, and
internet cafés where changes to an operating system are made rarely and where any down-
time for a PC can prove costly.

Gibson Research

The market for PC security is enormous and includes every type of product that you can
imagine. One website that I've found invaluable over the years is Gibson Research Corpora-
tion at www.grc.com.

Steve Gibson is a highly respected PC security expert, probably the best. His website
includes his ShieldsUP! tools, which he accurately describes as, “the Internet’s quickest, most
popular, reliable and trusted, free Internet security checkup and information service.”

There are also a host of other tools at the website for testing the security of your PC, Inter-
net connection, and firewall. | cannot recommend the tools on this website highly enough.

Summary

Once your security is set up in Windows 7, this is not the end of the story. You must always
be vigilant about what you click and careful about other people using your computer. It's
very easy for even the most ardent computer security expert to accidently or carelessly click
something he shouldn't.

Making certain you have your anti-virus and anti-malware protection up to date at all times
is also essential, but don't rely solely on the scheduled scans. If you have some time, run a
full scan manually. You never know when it might just save more than you might realize.
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eeping regular backups of your files and data is essential as more and many of us
keep irreplacable files such as photographs and corporate documentation. Windows 7
makes backing up your files and data easier than ever.

You should also make sure that Windows itself is backed up; this can be invaluable in help-
ing you get working again quickly in the event of a crisis.

In this chapter I'll talk about how to back up your files safely and securely, where you can and
should do this, and I'll also talk about how to make sure that Windows 7 itself is backed up.

Moving Your Files Away from Windows 7

In Chapter 1, "Prevention Is Better than Cure,” | wrote about how it's essential to move your
files and data to a different partition from the one on which Windows 7 is installed. If there
is a critical failure with Windows 7, and it needs to be restored from a backup or reinstalled,
you could lose all of your files if they are stored on the same partition.

In Chapter 1, | describe how to create a new partition when installing Windows. But what
if you want to move your data to a separate partition after you have already installed Win-
dows 7? To help you do this, Windows 7 includes a feature to grow and shrink the size of
partitions and then allows you to make extra partitions in the available disk space created.

The Disk Cleanup Wizard

In preparation for moving your data to a new partition, delete any temporary files that
consume space. Windows 7 can shrink the partition it’s installed on by only so much. The
more files and programs you have installed on the partition, the less Windows 7 will be able
to shrink the drive.

1. In the Start menu search box, type disk to find Disk Cleanup, and select Disk Cleanup
from the results that appear (as seen in the image on the next page). You can also
access this utility on the Start menu by clicking All Programs, clicking Accessories, and
then clicking System Tools.
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Run the wizard, indicating which drive you want to clean. This will usually be the
C drive. You will be able to select various options in the Disk Cleanup dialog box
for recovering wasted space on your hard disk or Windows 7 partition. It is safe to
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You may also want to use a third-party utility to help clean up your drives. | recommend
CCleaner from www.piriform.com/ccleaner and Glary Utilities from www.glarysoft.com.

Shrinking, Extending, and Creating Partitions

The next step in creating a new partition for your data is to shrink the size of the Windows 7
partition so you can create space for a separate partition. You can also extend a partition if
there is any available space that it can be expanded into, although you will not need to do

this in this instance.

If your files are already on the same partition or drive as Windows 7, you should move
them to a separate disk or partition if possible. Having a copy of your files on the same par-
tition you are trying to shrink will severely limit how much it can contract.

1. In the Start menu search box, type computer and select Computer Management
from the results that appear. You can also access Computer Management by right-
clicking Computer on the Start menu and clicking Manage.
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1% Allow Rerrote Assistance imvitations to be sent from this comp..
B Rerame this cormputer
1B S the name of this cormpuber

1B Show how much RAM is on this computar

2 ke more results

[computed . | Shut down | +
[ e

2. In the Computer Management window, click Disk Management in the left pane.

A list of the available hard disks and their partitions appears in the central panel of
the window. Refer to the image that follows step 3 for an example. The example
shows that | have two hard disks on this particular PC and two backup partitions on a
different hard disk than my main copies of Windows and my files. One backup parti-
tion is for files and one is for a copy of Windows. | also keep a second backup of my
files separate from my PC.
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3.

4.

Right-click the partition you want to shrink, and select Shrink Volume. Windows 7
determines the maximum amount it can shrink the partition. On a new installation
of Windows 7 with no additional files, this can be quite a lot. Choose a new partition
size that will meet your needs (see Chapter 1 for suggestions about partition size),
and then click OK.
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In the blank volume that you have created, right-click anywhere in the empty space
and select Create Volume from the context menu that appears. You will want to
format the new volume you create so that you can write files to it using the NTFS
option. This is the default disk formatting type in Windows 7.
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Moving the Shell User Folders

If you followed the procedure in the previous section, you now have a spare partition onto
which you can move your files. But first you need to move the shell user folders to the new
partition that you have created. Shell user folders are the pointers within Windows 7 that
open the correct folder on the correct disk or partition when you click My Documents, My
Pictures, and so on.

1. On the Start menu, click your name at the top right. Your user folders appear.

2. Select all the user folders, but don’t select Desktop because this folder might not
function properly if you move it. Right-click the selected user folders, and select Cut.
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3. Navigate to the hard disk, partition, and folder where you want to store your files,
right-click in a blank space in the folder, and select Paste. Your files and data are now
moved to the new location. If you moved any files to an external hard disk at the very
beginning of this process, you can now move them to the new location.

Using Backup and Restore

Windows has always included a utility for backing up your files and folders, and the good
news is that it's easier and simpler than ever to use in Windows 7.The bad news is that you
might not want to use it!

Backing Up Files and Data

Backup and Restore saves your files as a secure, compressed archive. Backup and Restore
can be very useful if you don't want other people looking through the files you've backed
up. However, if you will eventually want to access these files on another computer, for
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example if you want to save the backup to a network-attached storage drive on a home
or office network or to an external USB hard disk for working in different locations, you
won't be able to access them. If you want to save your backup to an external hard disk,
you should consider a third-party backup solution instead of Backup and Restore, and |
will cover some of these solutions later in this chapter.

1.

Access Backup and Restore on the Start menu by clicking All Programs and then
clicking Maintenance, or by typing backup into the Start menu search box and
selecting Backup and Restore from the results that appear.

In the Backup and Restore window, click Set Up Backup.

The Set Up Backup dialog box appears with a list of locations on which you can store
your backup. This list includes any hard disks and partitions on your computer. You
can also choose to save your backup to a network by clicking Save On A Network.
Indicate a location for your backup, and press Next.
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Next, decide what to back up. If you want to let Windows choose which files and
folders to back up, select Let Windows Choose. If you want more control over what
is backed up, select Let Me Choose. You should note that the default option will also
create a full backup of your Windows 7 installation. If you have already done this
separately, you should select Let Me Choose.
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g 1 Set up backup

‘What do you want to back up?

@ Let Windows choose (racommended)

Windews will back up data files saved in libraries, on the desktop, and in default Windows folders.
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You can select libraries and folders and whether to include a system image in the backup,
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|NS| DE OUT Be careful backing up Windows 7 over a network

You should only let Windows Backup and Restore make a backup copy of your Win-
dows 7 installation over a network if your PC is connected to the network by a physi-
cal cable. If you connect only via Wi-Fi, the restore software will be unable to see the
backup if it eventually must be restored. This is because the Windows 7 System Image
Restore tool doesn’t run on the Windows 7 desktop and, therefore, cannot load any
Wi-Fi hardware drivers. It can only rely on wired networking support provided by the

computer’s BIOS.

5. Next, choose what files and folders you want to back up. The item in bold (Mike's
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Libraries, for example, in the following figure) includes all of your standard shell user

folders for documents, music, photos and pictures, and videos. Select and clear the

check boxes, as appropriate, to indicate which items to back up.
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6. Finally, review the backup settings, including the scheduled time. You can change
the schedule to suit your own needs and preferences by clicking Change Schedule.
Also note whether Windows will perform a system image backup of your Windows 7
installation. When you are ready to perform the first backup, click Save Settings And

Run Backup.
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|NS| DE OUT Backing up to external hard disks, CDs, and DVDs using
Windows Backup and Restore
If you want to back up to an external hard disk on a regular basis, you will need to

make sure that the drive is connected to your computer when the regular backup is
scheduled.

Windows Backup and Restore cannot save regular backups to blank CDs, DVDs, or
Blu-Ray discs. You will need a third-party solution if you want to store your backups to
these media. You can manually copy any backups stored on an external hard disk to an

optical disc.

Restoring Files and Data from a Backup

You can restore your files and data from a backup by using the Backup and Restore tool
accessed in the same way detailed earlier in the chapter, by typing backup into the Start
menu search box and selecting Backup and Restore from the search results that appear, or
on the Start menu by clicking All Programs and then clicking Maintenance.

If you have performed any backups, they will appear in the Restore section of the Backup
and Restore window that appears. You can see in Figure 4-1 that there are currently no
backups to be restored because Windows Backup has not yet been set up and configured.

=)0
) '._{'“ All Control Panel lerns ¢ Backup and Restore v | ¥4 -
L7
Control Panel Heme 1
Back up or restore your files
# Create s system image Backup
) Create a system repair disc Windows Backup has not been set up, ¥pEct up backug
Restore
Windews could not find & Backup for this computer.

Action Center

¥ Windews Easy Transfer

Figure 4-1 Backup and Restore
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The Backup and Restore tool is automated and will give you the option of choosing to
restore all of your files and data or only selected items. The Restore tool will find your most
recent backup very quickly and will restore all of your files to their original locations.

Third-Party Backup Solutions

If Windows Backup and Restore isn’t the solution that best suits your needs, there are
plenty of others. If you have an advanced security suite installed, such as Norton 360, it
might include its own backup program. You might also get a backup tool with CD, DVD, or
Blu-Ray burning software, such as Nero.

You might find third-party software the best option if you regularly want to back up to CDs,
DVDs, or Blu-Ray discs, because the backup program in Windows 7 won't do this.

| use NTI Shadow, which you can purchase at www.newtechinfosystems.com. | find it offers
an excellent range of features, all of which are extremely customizable.

Backing Up to the Cloud

Cloud storage is becoming increasingly popular, and there are many benefits to keeping a
backup of your files online, not the least of which is that your files and data will always be
secure if you have a fire at home or at work. It is the ultimate offsite backup.

On the downside, many people are concerned about the privacy and security of files sitting
who knows where, accessible by who knows whom. However, for the most part, services
from providers such as Microsoft, Google, and Amazon are very trustworthy.

INSIDE OUT 510w backups to the cious

The rate at which you can back up your files and data to the cloud is dependent on the
speed of your Internet connection. If you have a large number of files, you could find it
takes many weeks to complete the initial backup, after which time the software should
back up only new or modified files.

Cloud-based backup services include Amazon S3, Mozy, and Microsoft SkyDrive. SkyDrive
offers a massive 25 GB of free storage space. Generally, though, you will need to pay a sub-
scription fee to maintain your online backup. The price will depend on the service you use
and how much data and the number of files you back up.
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Version Control

Some backup programs and cloud services offer version control. This means that if a file
changes, for instance, if you update a Word file, the backup program keeps a copy of the
older version of the file instead of replacing it at the next backup. This can be useful if a file
is changed accidentally or if you later want to undo a change you didn’t mean to make.

Another useful feature in versioning is the ability to temporarily recover a copy of a file that
you have deleted from your computer. This means that if you accidentally delete something
and then do another backup before you've noticed, you will still be able to recover the
deleted file from a versioning folder for a certain amount of time.

Backing Up the Operating System

In Chapter 1, | wrote about how you can back up Windows 7. This is essential because if
Windows 7 ever fails, you can be up and running with all of your programs installed and all
settings correctly configured quickly.

Restoring Windows from a Windows System Image

If you have used the Windows 7 imaging tool to create your backup copy of Windows 7,
you will need to either boot your PC from the Windows 7 installation DVD or from a sys-
tem rescue disc that you create.

To create a system rescue disc, you will need a blank CD or DVD (either will do). In the
Start menu search box, type repair, and then choose Create A System Repair Disc from the
search results that appear, or on the Start menu click All Programs, click Maintenance, and
then click Create A System Rescue Disc.

INSIDE OUT  rhe system repar isc

There are several ways to create a system repair disc. In addition to the two methods
detailed in this chapter, you can also use the main Backup and Restore window. You can
also create a system repair disc when you create a full system image of Windows 7.

The benefit of having a system repair disc is that if you ever need to recover Windows 7
from a backup, you won’t need to access your original Windows 7 install DVD. The
original media is valuable and should be kept somewhere it will be safe from scratches,
loss, and other damage.
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You can see in Figure 4-2 that creating a system repair disc is an extremely simple opera-
tion. You only need to indicate which CD/DVD burner you want to use on your PC to create
the disc and then click Create Disc.

lg Create a system repair disc = | B8
Select 8 CODVD drive and insert s blsnk dise into the drive

B system repair dise Gan be used 10 Book your Somputer. It 3150 fontsing
VARG TYITE TECOMETY TO01E TNAT CAN eI YU FECONET WIN@0WS from
SEALE £ITOF OF PESRAPE YOUF EAMEBULET TR 3 SystEm mhge,

Drive: e DD RV D -

cpgate dise | | cancet

Figure 4-2 The Create A System Repair Disc dialog box

You should keep your system repair disc safe. In some circumstances, you may even feel it's
appropriate to create more than one of these discs for future use.

Restoring Windows 7 from a System Repair or Install Disc

Before you boot your machine from a system repair or Windows 7 installation disc, you will
need to verify that your computer’s BIOS is set to boot from the CD/DVD drive before the
hard disk. You can access the BIOS by pressing F2 or Delete on your keyboard when you
turn on the computer. The setting to verify is called Boot Order or Boot Priority.

As shown in Figure 4-3, the system repair disc first determines if there is a copy of Windows
on the PC that won't start. Once this process is complete, you will have the option to repair
the faulty installed version of Windows 7 or restore it from a previously backed up copy.

zl

Your computer was unable to start
Startup Repair is checking your system for problems...

If problems are found, Startup Repair will fix them automatically. Your computer might restart
several times during this process.

Mo changes will be made to your personal files or information. This might take several minutes.

Attempting repairs. ..

= Back | [dext = " Cancal Y

Figure 4-3 Windows Startup Repair
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INSIDE QUT  Sifercsbesseen s repai s and  indous

A system repair disc and the Windows 7 install DVD present different options when
repairing Windows 7 or restoring it from a backup image. When you boot your PC
from the Windows 7 installation DVD, you need to click Repair Your Computer on the
initial screen.

What to know before installing Windows

Repair your computer

Copyright © 2009 Microsoft Corporation. All rights reserved.

Booting from the Windows 7 installation DVD also provides more options for repairing
your computer. For simple repair and reimaging, it can be much easier to restore from
a system repair disc.

Syslem Recovery Oplions E x|

Choose a recovery tool
Windgws 7 on (L | Dish
Startup Repair
iy fix problems that Windows from starting

Sustem Restore.
Restore Windows to an earker pomnt in time

System Image Recovery
Recover your computer using & system image you created earber

Windows Memory Disgnostic
Check your computer for memary hardware smors

Command Prompt
Open & command prompt vindow

E a®» ¥F o1

Corporate Image Backups

In the corporate workspace, it's uncommon to use Windows 7 imaging software for creat-
ing system backups. The common software packages used by large organizations for creat-
ing full system images of Windows are Norton Ghost (www.symantec.com/norton/ghost)
and Acronis True Image (www.dcronis.com/homecomputing/products/trueimage). Both of
these packages will do the same job and can also offer additional file and data backup soft-
ware as an extra.

Chapter 4
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Determining How Many Backups You Need and Where
to Store Them

The 19th century playwright and author Oscar Wilde famously said, “To expect the unex-
pected shows a thoroughly modern intellect,” and it's a good motto to live by when decid-
ing how many copies of files, data, and Windows to have backed up and where to keep
them.

| keep three backups of my files and data.
® Oneis on asecond hard disk inside my main PC for quick restore.
® Oneis on a network attached storage (NAS) box in my home office.
® Anincremental backup made to DVD is periodically mailed to a friend.

| don't currently keep a copy in the cloud because | have far too many files to upload effi-
ciently. This strategy covers all the basics for me, from getting back files in a hurry to guard-
ing against fire and theft.

| recommend that you always keep two backups of your files and data. You should keep
one with your PC, or close to it, in case you inadvertently lose files that you want back in a
hurry. You should store a second backup either with friends or relatives or in a cloud service
such as Carbonite, Amazon S3, or Microsoft SkyDrive.

Offsite backup is more important in business where the data a business owns is probably
the single most important asset it possesses.

It's not worth keeping backup images of your copy of Windows 7 remotely because, in the
case of a fire or theft, you would need a replacement computer, so your existing backup
wouldn't work unless all the hardware in the replacement machine was identical to the one
that had been lost.

CAUTION

If you keep critical copies of backups on removable optical discs, be aware that they
can degrade over time, eventually becoming unreadable. My advice is to periodically
verify that the discs are readable and replace them with other full backups at least once
every 12 months.
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Summary

As you will see in later chapters, recovering data from a corrupt copy of Windows or a dam-
aged computer can be extremely problematic and sometimes cost considerable amounts of
money.

Keeping safe and regular backups of your files and data is always the best policy and the
best way to ensure that, whatever problems you face, you can always be back up and run-
ning quickly and without hassle.
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t's not enough to just install Windows 7, load your programs, and configure all of the

settings and backups. Windows 7 is, as I've already mentioned, sadly not a consumer

electronics system where you can take your PC out of the box, plug it in, and have it work
happily for years. It will eventually be clogged and bogged down with temporary files, dis-
carded settings, and assorted debris that can slow down the operating system and cause
program and other instabilities. However, some tools built into Windows 7 can help prevent
a slowdown. The bulk of such programs are from third parties, and there are some excel-
lent free utilities available to clean and optimize your copy of Windows and its installed
software.

Defragmenting Your Hard Disks

There is some argument about whether defragmenting your hard disks actually makes a
difference these days.

As seen in Figure 5-1, some files on your hard disk can become fragmented after a period

of time.

Fragmented Files

IR
]

Defragmented (contiguous) Files

|:| File 1 . File 2

Figure 5-1 Fragmentation diagram
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Fragmentation occurs when files are deleted from your PC. To make the best use of the
available space, Windows can split new files into chunks. It will try to save all of these
chunks together as a single block of data, but sometimes Windows will scatter them to fill
the available space.

When the PC was new in the 1980s and early 1990s, disk fragmentation caused consider-
able slowdowns, but it's much less of an issue with modern hard disks. If you have a solid
state disk in your PC, fragmentation shouldn't affect you at all, because fragmented data
will still be read from a solid state disk at the same speed as contiguous data.

CAUTION

Defragmenting hard disks puts enormous stress on them. They're designed to easily
cope with these stresses, but | have had an older hard disk explode inside its metal case
because of the physical stresses that defragmentation put on it. It's wise not to defrag-
ment your disks too often.

The Windows utility Disk Defragmenter is set to automatically defragment your drives on

a schedule. You can access Disk Defragmenter on the Start menu by clicking All Programs,
then clicking Accessories, and then clicking System Tools or by typing defrag into the Start
menu search box. You can change what disks and partitions are defragmented and on what
schedule by using the settings in the Disk Defragmenter dialog box, as shown in Figure 5-2.

i Disk Defragraenter o) -o-
3> Disk Defragment
@ performance. Tel

Schedule

n your cornputer's hard disk to improve system

Sleduled defragmentation is lumed on B Confiqure schedule...
Run 3t 100 A every Wednesday
Next scheduled run: 5/26/2010 1:41 A0

Cyrrent status:

sk Last Run Pragress
&) S/2LANN 343 PM (% fragmiented)

e Systenn Reseneed SA21A200 343 PM (G fragented)

Onby digks that can be defragmented are shown.
To bert deverrine if wour disks need defragmenting right now, you need to first ansbyze your disks.

£l &nalyze disk o Defragment disk

Close

Figure 5-2 The Windows 7 Disk Defragmenter dialog box



Maintaining Windows 71

Which Hard Disks and Partitions Do You Defragment?

It's not always necessary to defragment all the disks and partitions in your PC. If, for instance,
you have a partition containing only a backup image of your copy of Windows 7, the data
on that partition is not going to change. This disk would not need defragmenting. You
need to defragment only the disks where you store files that change regularly, such as your
Windows 7 drive and the drive on which you store your files and data.

INSIDE OUT  when not to defragment

There are some circumstances when you should not defragment your hard disk. If
you have a solid state disk that contains memory chips instead of an actual spinning
disk, defragmenting will give you no performance benefit whatsoever, and so it isn't
worth it.

As mentioned earlier, there is some discussion about whether defragmenting offers
any real benefits on modern hard disks due to their speed and efficiency, so you may
decide that you don’t need to defragment your own PC at all.

Maintaining Windows

Over a period of time, Windows 7 folders get clogged up with all types of old and tempo-
rary files, assorted files left over from uninstalled programs, and dead files. These can slow
down the computer and certain software. Windows 7 contains a tool called Disk Cleanup
that you can use to delete some of these unnecessary files, but other third-party tools are
also excellent for keeping Windows 7 healthy.

Disk Cleanup

You can access Disk Cleanup on the Start menu by clicking All Programs, clicking Acces-
sories, and then clicking System Tools (see Figure 5-3). You can also find this tool by typing
clean into the Start menu search box. You may be prompted to indicate what drive you
want to clean; in most cases, you will choose the C drive. Disk Cleanup will delete some of
the temporary and other unwanted program files that can slow down Windows 7.
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Figure 5-3 Disk Cleanup

By default, Disk Cleanup recommends what items it can delete, but it also offers additional
options if you want to reclaim even more space.

Clicking Clean Up System Files will display additional options, including the choice to delete
operating system restore files. However, you should remove these only if you are very confi-
dent that Windows 7 is running completely fine.

Internet and Other Temporary Files

Many of the temporary files on your computer are from your web browser. The method

to clear these temporary files differs from browser to browser, but with Microsoft Internet
Explorer 8, which ships with Windows 7, you can easily locate them for removal and clean-
ing by clicking Safety on the browser toolbar and selecting Delete Browsing History. You
can also access the Delete Browsing History dialog box by pressing Ctrl+Shift+Delete on
your keyboard when in Internet Explorer.

In the Delete Browsing History dialog box, shown in Figure 5-4, you can delete temporary
Internet files and other items that are not deleted by Disk Cleanup while preserving the
data you want to keep.
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Figure 5-4 Deleting the browsing history in Internet Explorer 8

Third-Party Tools and Utilities

Almost all of the tools and utilities for keeping Windows 7 running efficiently are made by
third parties. Here is a selection of some of the best, both free and for purchase.

CCleaner

www.piriform.com/ccleaner

CCleaner is widely considered one of the best programs available for tidying up Windows
files. By default, it has very sensible settings, but there are some advanced options, too,
which should be used only by advanced users. These advanced features include the ability
to clean old and unwanted items from the Windows 7 registry.

Glary Utilities
www.glarysoft.com

There have been numerous all-in-one programs for fixing problems with Windows over the
years, including the famous PC Tools. Glary Utilities is a very small and lightweight utility
that does one job and does it very well, providing simple, one-click cleanups of unneces-
sary files in Windows.
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Ashampoo WinOptimizer

www.ashampoo.com

Another all-in-one program is the excellent Ashampoo WinOptimizer. Their marketing
emails can be a bit of a nuisance, but the software itself is extremely well featured with
many more controls than Glary Utilities and many advanced controls, too.

PC Tune-Up

www.largesoftware.com

One of the finest PC maintenance packages I've ever had the pleasure to use is PC Tune-Up.
This software is simple to use with a series of Next buttons that take you through simple
steps to clean up and repair issues with your PC. It's also very powerful, frequently catching
problems and rogue files that other optimizers miss.

| N Sl DE OUT Do registry optimizers work?

The registry is a database that stores all Windows settings (user profiles, permissions,
and so on) and all the settings for the software you have installed. As settings change
and programs are uninstalled, the registry can become fragmented in the same way a
hard disk can.

There is some debate, however, about whether optimizing (defragmenting) this data-
base actually provides any speed improvements. The answer is twofold and can depend
on how old your computer is and how much memory it has.

When Windows starts, it loads many of its files, including the registry, into your PC’s
memory. The more memory your PC has, the more files it can accommodate. Files
loaded into memory can be read much faster than those on the hard disk.

There’s also the issue of stability. It's a known fact that a database that gets very frag-
mented can eventually become corrupt. This could happen to the registry, too, and
defragmenting it could be a good option.

However, the simple fact is that nobody really knows for sure what effect, if any, opti-
mizing your registry has. It's something that some software packages do, and you
might find it works for you. However, | wouldn’t be too worried if your clean-up tool is
unable to do it.
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Don’t Install Too Much Software

People used to say that Windows had a ceiling of 30 programs that could be installed
before the operating system became unstable. Whether there is any truth to this is a great
computing mystery. There is no doubt, however, that the more software you install in Win-
dows 7, the more unstable it becomes. The point at which this happens will depend entirely
on the software you install. For instance, if you install no software on a PC, which isn't very
likely, it will run for an extremely long time. This is because there's nothing installed that
can be incompatible with anything else.

Windows often fails or crashes because of incompatibilities with a software component

or a hardware driver. This happens because there are so many hundreds of thousands of
software packages, and hundreds of thousands of hardware devices, that no manufacturer
or Microsoft could ever test every possible combination for stability. Microsoft offers certi-
fication programs for software and hardware in Windows 7, but this still won't test against
how a specific piece of hardware or software will interact with other hardware and software,
especially packages that haven't been through the optional certification.

Windows is built on an open platform and anyone, including enthusiastic amateurs, can
write applications for it. This is why Windows is now the most flexible and extensible com-
puting platform in the world.

The other reason is that custom-made software written for organizations also does not
always go through the sometimes very expensive Microsoft certification program. Why
send your software to Microsoft to certify when you'll only be using it yourself?

So, a limitless number of combinations of hardware and software can be installed on a PC.
This makes the whole system unpredictable, and, although Microsoft has made great strides
to make Windows 7 as stable as it can possibly be, problems can still occur.

My tips for avoiding problems with installed software and hardware are as follows.

® Don't buy any hardware that has not passed Windows 7 certification and does not
carry the Certified for Windows 7 logo.

® Avoid shareware and freeware that's written by small software houses and individu-
als if you can.

® Avoid installing trialware that will sit unused on your PC and expire after a while.

® Install only software that you'll actually use!
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Keeping Windows 7 Updated

One of the most important ways to avoid instabilities with Windows 7 is to turn on Win-
dows Update and have it download updates on a regular schedule. Periodically, incompat-
ibilities are reported and fixed by Microsoft and then distributed through Windows Update
on what is frequently referred to as Patch Tuesday, the second Tuesday of every month.
These updates can fix all types of issues that can cause Windows to become unstable or
unresponsive. It is important to leave Windows Update turned on.

Keeping Auto-Running Software to a Minimum

By default, a great many programs you install run automatically every time you start your
PC. This includes common favorites such as Adobe Acrobat Reader and Apple iTunes
software.

Some of these software packages are updaters. People have been asking Microsoft to allow
third-party vendors to distribute their updates via Windows Update for years now, but it
has not happened yet. For some software, it is worth keeping the updater running. Adobe
Acrobat PDF files, for instance, are a frequent source of virus infection, so, although you
may not want the Adobe Updater software running every time Windows starts, you should
run it manually at least every month. However, there's a strong argument to run other
updaters, such as iTunes, only when you actually want to run the software.

The problems caused by auto-running software aren't just that they can slow down your
computer and even push up your carbon footprint. (You'd be surprised how much extra
money you're paying on your electricity bill by running these things!). They can cause
other issues, such as file fragmentation and temporary file clutter, just by being in the
background. With the Windows 7 MSConfig tool you can disable some of these unwanted
programs.

To access the MSConfig tool, type msconfig in the Start menu search box. After MSConfig
loads, click the Startup tab. Here you will see a list of all the programs that run every time
you turn on your PC. There may be programs you want to keep. As shown in Figure 5-5,

| leave Spyware Terminator (an anti-malware package) and NTI Shadow (my automatic
backup software) running on my computer for obvious reasons. You will also need to run
other software packages at startup. You may want to deselect some packages, however, to
save file clutter, processor cycles, and money on your electricity bill.
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Figure 5-5 Preventing programs from running at startup by using MSConfig

The One Year Reinstall Rule

With earlier versions of Windows, you needed to format your hard disk and reinstall the
operating system regularly as it became unstable. Since the introduction of Windows XP
this has become less of an issue, but for PCs that are used frequently, amassed temporary
files and incompatibilities can cause problems over time. For this reason | recommend that,
if possible, you restore Windows 7 from a backup every twelve months or so.

In Chapter 1, “Prevention Is Better Than Cure,” | talked about how to back up a working
copy of the operating system, complete with all of your programs and hardware installed.
You know that the copy you have backed up will be fresh and working fine, so | advise that
you restore this backup, update it by using Windows Update, update any programs as nec-
essary, and then back up this new system.

CAUTION

Remember, don't use the computer too much while preparing it to be backed up. This
will help prevent buildups of temporary files or incompatibilities that would then be
locked into your backup.

You should set aside one half day or so to reinstall Windows and take your time updating
your system thoroughly before locking it down again in a fresh operating system image
backup.
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Summary

Windows 7 is not quite yet a system that can maintain itself. It still needs you to provide
some input now and again. However, Windows 7 is not very good at reminding you to
provide maintenance, and you will probably only notice that the operating system needs
attention when it or your other software begins to slow down. It's not difficult to perform
simple maintenance on your copy of Windows 7, though, and the benefits to performance,
stability, and security can be enormous. This is definitely time well spent.
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n IT support circles, a great many issues are blamed on a PEBCAK, an acronym for the

phrase “Problem Exists Between Chair And Keyboard.” It's impossible to have a computer

problem without a user being involved in some way and usually as the cause, inadver-
tently or otherwise. This is why IT support departments have such strict rules about how
users operate their computers. It's also why the people who manage and work in IT depart-
ments are often regarded as aggressive and authoritarian. But if a system goes down, it
could cost an organization hundreds, maybe thousands, of dollars in lost revenue or pro-
ductivity, and the IT department is ultimately responsible for mitigating such losses.

This is why the first part of this book has been devoted to helping prevent problems before
they occur. It doesn’t matter if you're reading this book to help fix problems with your PC at
home or if you manage a corporate network with thousands of terminals, downtime costs
in one way, shape, or form, be it in money or in frustration.

This brings us back to the user, the weakest part of any computer system's integrity. | say
this because computers can only do things the way they are programmed to. A piece of
software or hardware will do things the same way every time. Human beings, on the other
hand, are unpredictable, driven by emotion, mood, and circumstance. To prevent issues,
you have to be able to control the user, even if it's yourself!

How Windows 7 Controls Users

With every version of Windows up to and including Windows XP, users are, by default,
administrators. This means they have complete control over everything in the operating
system and can install programs and delete or move files without restriction. This is still
the case with Windows 7, but User Account Control (UAC) adds a layer of protection.

Because of problems running legacy software in Windows, the full security afforded to
other operating systems, such as Apple OS X and Linux, isn't possible. But Windows devel-
opers recognize that users may occasionally make changes to the operating system either
unintentionally or without understanding the true repercussions. More importantly, Windows
developers know that malicious software and viruses will want to do this too!
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UAC helps prevent inadvertent or malicious changes to critical system processes by putting
a security layer between the user and any action that Windows determines could cause
harm to or destabilize the operating system. In Figure 6-1 you can see that when UAC is
activated by a questionable action, Windows 7 drops into a secure desktop where only the
UAC dialog box is active and where only a user, not software, can make a selection.

@ User Account Caontral @

Do you want to allow the following program to make

changes to this computer?

[ .-._‘ Program name:  UserAccountControlSettings
-\.’ Verified publisher: Microsoft Windows

V Show details No

Change when these notifications appear

Figure 6-1 The User Account Control dialog box

UAC is a useful but not a foolproof way to protect Windows 7 from attack. As comedy sci-
ence fiction author Douglas Adams once famously said, “A common mistake people make
when trying to design something completely foolproof is to underestimate the ingenuity
of complete fools.” While this observation fails to take into account the simple fact that
many people are often bemused or confused by technology, it does apply to some degree
to UAC. It's still too easy for a user to click Yes without reading or properly understanding
the implications of making such a decision. What isn't helpful is that UAC messages are fre-
quently unclear, and it can be difficult to determine what is trying to change what. Hope-
fully, this will change in the next edition of Windows due in 2012, but for now there is a
potential weak link in Windows security that you should be aware of.

Managing User Accounts

There are a great many ways to manage users on a PC and to prevent anyone from install-
ing unauthorized software, making unnecessary changes, and downloading and opening
harmful files from the Internet. But managing user accounts can be a complex process. This
section covers some ways to manage user accounts.
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Setting an Administrator Password

With UAC, a user can bypass security warnings by simply clicking through a dialog box. For

better security on a multiuser desktop, you can set the main user as an administrator and all
other users as standard users. Standard users have far fewer privileges to change Windows.

They are even further restricted if you establish a password for the administrator account

so nobody can click through a UAC dialog box without entering the password, as shown in

Figure 6-2.

%) User Account Control @

Do you want to allow the following program to make

changes to this computer?

g} Program name:  User Accounts Contrel Panel
S Verified publisher: Microsoft Windows
File crigin: Hard drive on this computer

Te centinue, type an administrator passwerd, and then click Yes,

[ || Mike Halsey
|| } |Paz;-»-c|‘cl |

(%) Show details Do

Figure 6-2 UAC controls with an administrator password set

|NS| DE OUT The pros and cons of setting an administrator password

On a multiuser PC, protecting the main administrator account with a password prevents
other users from logging in as the administrator and upgrading their own accounts
from standard users to administrators. But be aware that setting an administrator pass-
word can have a downside. Password protection for the administrator account prevents
users from making even legitimate changes to Windows or other software that may be
required.

To set up additional user accounts on your PC, follow these simple instructions.

1. On the Start menu, click Control Panel, click Add Or Remove User Accounts in the
User Accounts And Family Safety section, and then click Manage Another Account.
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CHEY =[5 » ControlPanel » Al Control Panel lterns + User Accaunts
o ] e el

« [ 2 | Search Controt Panet

Cantral Panel Home
Make changes to your user account
Manage your credentials
n Change your password
Create a password reset disk
Remove your password
Link enline IDs
Change your picture
:"”’iﬁm”'mm'\‘ﬁ” ) Change your account name
o il the advanced iner & Chenge your sccount type
profile properties
Change my emaronment
pels i W Manage ancther account
) Change User Account Control settings
See alio

& Perentel Contrcls

Mike Halsey

2. Click Create A New Account near the bottom of the window that appears.

3.

+¢ Al Control Parvel Rerns » User Accounts » Manage Accounts

Search Contred Panel

=y |

Choose the account you would like to change

Mike Halsey
Administrater
Passwerd pratected

Create a new account

What s & user scoount?

Additlonal things you can do
& Set up Parental Cantrals
Go to the mam User Accounts page

Guest
Guest account is off

Enter a name for the new user, select Standard User or Administrator, and then click

Create Account.
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@k )v!"ﬂ‘  Lserfecounts ¥ Manage Accounts b Create New Account v | #g || Search Controi Panei o

Mame the account and choose an account type

This name will appear on the Welcome sereen and en the Start menu,
Jed

& Standard user

Standard account wsers can use mast software and change system cettings that do not affect cther users or
the cecurity of the computer,

Administrator

trators have complete access to the computer and can make any desited changes. Based on
on settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password

[ Create Account | [ Cancel

What Is the Guest Account?

In Chapter 3, “Basic Windows 7 Security,” | wrote about Guest Mode, a potentially very use-
ful feature that was dropped from the Windows 7 beta which rolls back changes made to
Windows and your PC when a guest user logs off or shuts down the PC. The guest account
setting in Windows 7 is not as useful, but it can prevent occasional visitors from making
changes on your PC.

Note

A guest account is simply an existing standard user account that can be switched on
and off as needed. It should be noted that unless you have a password on your admin-
istrator account, anyone logged in as the guest user will be able to click Yes on UAC
security prompts.
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| N Sl DE OUT Can other users see your files?

By default, Windows 7 stores your files and data on the same hard disk or partition as
your Windows 7 installation. In Chapter 1, “Prevention Is Better Than Cure” and Chap-
ter 4, “Backup and Restore,” | talked about how to move your files away from your
Windows installation to secure them in the event of a catastrophe with Windows 7
itself.

Unfortunately, there’s a downside to this when it comes to multiuser systems. When
user files are located on the Windows drive, the operating system will hide them from
other users. When you move those files to another disk or partition, they become vis-
ible to everyone.

Windows 7 does not come with a tool for hiding disks or partitions from specific users,
but you can set individual user permissions on folders to deny access to other users.
Also, there are many third-party tools and tips, most of them free, for hiding disks or
partitions and user files.

Parental Controls

Parental Controls has many more uses than simply stopping your children from playing
games late at night. It can also be used to limit access to certain software packages. You
might, for instance, have some work-related software on your home PC that you don't want
other users to access. Follow these steps to configure Parental Controls.

1. To access Parental Controls from the Start menu, click Control Panel, and then click
Set Up Parental Controls For Any User. You can also access the feature by typing
parental in the Start menu search box and selecting Parental Controls from the
results that appear, as shown in the following figure.



2.

3.

Managing User Accounts

Control Panel (2}

[ Parental Contruts
4 Serup parental contrals for arry user

9 See more results

[parenal x| | Shutdown | » |

In the window that appears, select the user account you want to apply Parental
Controls to.

e e )

WOG v Control Panel » Al Control Panel lterns » Parental Controls = [ %2 | Search Controd Panet Al

trol P
Control Panel Home Choose a user and set up Parental Controls

Game Rating Systems What can | do with Parental Contrals?
Users

Jed
Standard uger
Mo Password

. |} Mike Halsey
| = Computer administrater
| Passwerd protected

I you want b apply Parental Controls to sormesme whe isn'tin this list
create & new user account for them to use,

Wity do 1 need an account for this?
HRCrente a new uzer account
Addional cantrals
If you want te use additional features like Web Filtering and Activity
Reperting on this computer, yeu need to install additicnal centrals,

How do linstall additional contrels?
Seealso

User Accounts

Select On, Enforce Current Settings to turn on Parental Controls for this user, and
adjust the settings as necessary.

85

Chapter 6



86  Chapter 6 Users

@O.l*« Bl Contaol Panel hems » Parents] Contrals » User Controls v [ o3| [ Search Contret Panel

Set up how Jed will use the computer
Parental Contrals: Current Sethngs:

i) On, enforce cument settings

™ Off Jed
' Standard user
Wndaws Sethngs Mo Password
Tirne limits :
= Tinne Linits: o
“3’ Contrel when Jed uses the computer N LT
- Game Ratings: ot
¥ Games
@ Contrcl games by rating, content, er title Pragram Limits: Off

3 Allew and Black specific programs
B ilow and Black any pragrams en yeur computer

4. To control what a user can do on the PC, click Allow And Block Specific Programs and
select the programs you want to block (see Figure 6-3).

9 Ja1deyd

—
@U [ < Parental Controls » User Controls » Application Restrictions

Which programs can Jed use?

i0) Jed can use all pregrams

@ Jed can only use the programs [ allow

Check the programs that can be used

= | 49 || Sewrch Controd Panet p

File

B ConvertinkStore exe
S FlickLearningWizard,ene

Drascription

C/\Program Files'Cammen Files\ Microsoft Sharediink

Micrasoft Tablet PC Compaonent
Flicks Training

= ShapeCollectarexe
1 TebTipeexe

W msinfold.en
CA\Program Files\DVD Maker
168 DvDMaker.eve

e Handwriting R ition Error Re...
7 #ce Input Seruer
# migene Math Input Panel Accessory
" pipanel.e Microsoft Tablet PC Component

Perianalize Handwnting Recaqad...

Tablet PC Input Panel Accessory

€\ Program Files\ Cammen Files'microsoft chared\ MSInfo

Systern Information

Windows DVD Maker

Product Name

Micrasabtl Windews Opersting Sy...
MicrosoRt® Windows® Operating Sye.
Microsaft® Windows® Operating .
Micrasaftl Windews® Opersting Sy...
MicrosoRt® Windows® Operating Syo.
Microsaft® Windows® Operating .
Micrasabtl Windews Opersting Sy...
MicrosoRt® Windows® Operating Sye.

Microsaft Windows® Opersting Sy..

Miceasaftd Windows® Cperating Sy

ok || Concel

Figure 6-3 Using Parental Controls to stop standard users from accessing certain software
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What's Missing from Parental Controls?

Unfortunately, one of the most useful features you could add to Parental Controls, web fil-
tering, is not included with Windows 7. This feature allows you to completely or temporarily
block access to certain websites or groups of websites (for example, social networking or
adult content sites). The software usually works from blacklists and whitelists maintained by
third-party companies, with the PC administrator simply selecting which categories to block
and when. There are plenty of web filtering packages available for Windows, including
some free packages. Microsoft Live Essentials includes free, basic web filtering software.

Group Policies

The Windows tool called Group Policy Editor is used almost exclusively in business and cor-
porate IT environments. It is accessed by typing gpedit.msc in the Start menu search box,
as shown in Figure 6-4.

Programs (1}

| gpedit

b/ Gee more results

apeditric < Shut down |+

Figure 6-4 Accessing Group Policy Editor from the Start menu search box

The Group Policy Editor interface is split into two main sections: Computer Configuration
and User Configuration (see Figure 6-5). Each of these sections is subdivided further into
Software Settings, Windows Settings, and Administrative Templates.

® Computer Configuration covers settings for the entire PC. You will probably not want
to change these unless, for example, you are turning off Windows Firewall or Win-
dows Update in a corporate IT environment.
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e User Configuration covers the settings that apply to specific users. These will normally
be specified remotely by a Windows Server configuration, but if you are changing
these settings within Windows 7, you must do so on a per-user basis while logged
in to that specific user account.

[ Local Group Pahcy Edites o [e=

File Action View Help

ke Al 7}

! Local Computer Policy Hame

+ @ Computer Canfigqurtion
Software Settings
Windows Sestings
Adrinistrative Templates

# Computer Configuration
&, User Configuration

# & User Configurstion
Seftware Settings
4 7 Windows Settings
Suripls [LoganiLogalf)
B Security Settngs
iy Policy-based Gaos
1 Deplayed Printers
) Intemet Faplarer Maintenas
4 7] Administrative Templates
Centrol Panel
Desktep
HNetwork
Shared Folders
Start Menu and Taskbas
System
Windows Camponents
Al Settings

* | Estended  Standaid

Figure 6-5 Group Policy Editor

It is unlikely that you will ever want to change settings in Group Policy Editor unless you

are a system administrator on a company network. However, there might be circumstances
where, to enhance security, you want to block user access to the Run command on the Start
menu, deny user access to common Windows features such as Windows Media Player, or
change the default Windows security level for opening email attachments.

Fortunately, all of the available options in Group Policy Editor are clearly labeled, and all
include detailed descriptions of what happens when you edit them. This can help you
understand how each selection will affect you and other users on your PC so you can make
informed choices.

Local Security Policies

Another tool used almost exclusively in business and corporate IT environments is the Local
Security Policy window, shown in Figure 6-6. You can access this tool by typing security in
the Start menu search box and selecting Local Security Policy from the search results.
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T Local Securty Policy o @)=

File Action View Help
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T Security Settings Mame Description
4 Account P_OIK'“ & Account Policies Paszword and account leckeut policies
& Local Policies . e A . " i
7 2 Local Palicies Auditing, user rights and security options pelici..
Windows Firewall with Advanced Sec & . M o
. ik Windows Firewall with Advanced Secunity  Windows Firewall with Advanced Security
Network List Manager Policies 4 g :
Metwork Lict Manager Policies Metwork name, icon and location group palicies.

Public Key Policies
Software Restriction Policies
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Public Key Policies
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B, 1P secunty Palicies on Lacal Compute Application Contral Policies Application Contral Pelicies
Advanced Audit Palicy Configuration B, 1 Security Policies en Local Computer Internet Protecol Security (IPsec) Administratio...
Advanced Audit Palicy Configuration Advanced Audit Policy Configuratian

Figure 6-6 Local Security Policy Editor

There is very little that you would want to change in the Local Security Policy window. How-
ever, you can access two useful features.

® Windows Firewall with Advanced Security This is where you can set and config-
ure specific rules to allow hardware or software through the Windows 7 firewall. This
might include games or access to network storage.

® Application Control Policies If you have the Enterprise or Ultimate version of
Windows 7, you have access to a feature called AppLocker. This feature lets you con-
trol what specific software can be installed on your PC, right down to the version
number. This can prove useful for features like graphics card drivers for games and
for some plug-ins, such as Adobe’s Flash, that will work only with specific software
versions. This feature allows you to block the installation of other versions of those
pieces of software.

As with Group Policy Editor, all of the available options in the Local Security Policy Editor
are clear and display detailed descriptions when you click their properties. This makes it

easy to understand how each option will affect you and other users on the PC and helps
you make informed choices.

Computer Management

More widely used in Windows is the Computer Management console, shown in Figure
6-7. This is a centralized location for a wide range of useful Windows 7 settings.
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Figure 6-7 The Computer Management console

® Task Scheduler

Groups

Maore Actions

You might find that you want Windows 7 to run certain tasks,

such as disk cleanup, on a set schedule. You can set any task or program to run on

a schedule you define by clicking Task Scheduler in the Computer Management

console.

e Event Viewer

operating system.

® Shared Folders You can use Shared Folders to allow and deny access to folders that

This is a useful tool for viewing error and other reports from the

are shared between users on the same or across different PCs in a home network.

These and the other features in the Computer Management console will be discussed later

in this book.

Blocking CDs, DVDs, Flash Drives, and External Hard Disks

One of the biggest security problems, certainly in the corporate space, is the use of exter-
nal flash drives, CDs, DVDs, and external hard disks. If not carefully vetted, these media

can transfer viruses and other malware onto a computer or be used to steal information.
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This is because, although computer equipment within an organization can be controlled
using group and security policies, external hardware, especially personal flash drives, is not
subject to the same rules and could also be used on a third-party or home PC with little or
no virus and malware protection. You can use Group Policy Editor to deny access to these
devices for specific users or for everyone (see Figure 6-8).

[ Local Group Policy Editor o ||= ] s
File Action View Help
L 1] o REN 7 ol 4
| Software Settings * || Setting State
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i Adminictzabre Temnpita &= €D and DVD: Deny read access ot configured
Control Panel . "
Desktop i, €D and DVD: Deny write access Mot configured
| Netwark |, Custom Classes: Deny read access Nat configured
Shared Foldere (2] Custom Classes: Deny write access MNat configured
Start Menu and Taskbar iZ, Floppy Drives: Deny read access Mat configured
= System iZ, Floppy Drives: Dierry write access Nat configured
Cirbe i+ Dl Options i) Removable Disks: Deny read access Mat configured
Driver Installation ) Removable Disks: Deny write access Nat confiqured
Folder Redirection 1) All Removable Starage classes: Deny all access Nat configured
Group Policy 21| 1) Tape Drves: Deny read access Mot confiqured
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Figure 6-8 Blocking access to removable storage in Group Policy Editor

To access Group Policy Editor, type gpedit.msc in the Start menu search box. Find the
relevant settings by clicking Administrative Templates, clicking System, and then clicking
Removable Storage Access.

Note

USB flash drives and external hard disks are classified as removable disks. To allow or
deny access to a wide range of plug-in drives, right-click any of the settings, click Edit,
and then click Disable to block access to the selected group of drives.

Summary

The complex set of tools in Windows required to manage users, policies, and security is a
good example of how a PC running Windows 7 is not a consumer electronics device. Win-
dows 7 contains tens of millions of lines of code and is extremely complex.
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The weakest point in keeping Windows 7 running smoothly is clearly the user. It's unreason-
able to assume that users will know what is good practice and what they should do. You
only have to look at the rates of botnet and virus infections worldwide and the volumes of
people who buy bogus products from spam emails to see that lack of education is at fault.

Users should be properly educated in good PC practice and in what is and isn't safe to do
both online and offline. If you are an IT professional, you should always be patient with
users you support, because any problems they cause are hardly ever intentional.
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oMETIMES, When you ask someone to point at his PC, he'll point at the monitor. Some

people need a visual interface, and, for these people, unless they have all-in-one

devices, the screen is the computer. They often forget that the base unit is actually the
brains and brawn of the computer, be it a big black box under a desk or components under
a laptop keyboard.

Whatever the size or shape of your computer’s components, there are many of them, and
they all need care to ensure that they don't fail and leave you with a dead machine, unable
to work or play. In this chapter, I'll talk about the hardware in your PC, what it does, what
can go wrong with it, and how you can help prevent problems from occurring.

CAUTION

You should always make sure you are grounded before working inside a PC to avoid
static electricity from your hands shorting out sensitive components. You can do this
by wearing an antistatic wristband, but | recommend leaving the PC plugged into the
electric source while you remove the case (make sure the power is turned off) and
touching your fingers to the power supply inside the case before unplugging the main
power lead. This will ensure that the computer is properly grounded to prevent static
electricity from damaging components.

What's in a PC?

Your PC is a mass of different components, and it's very rare to find any machine, be it a
laptop or desktop, that has every component integrated onto a single board. What are
these components, and what are the potential problems that can occur with them?
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Motherboard

The motherboard is where everything connects in your PC. All the other components plug
into the motherboard, and chips and circuits on the board regulate all processes. There are
generally no problems associated with motherboards, but some components (listed below)
can cause problems.

Sockets

Sometimes it can be very difficult to push plugs into the sockets on a motherboard. Take
care that the motherboard is properly supported when plugging cables and devices into it
to avoid cracking the board.

One good thing about the sockets on motherboards is that each component has its own
unique plug shape. This prevents users from inadvertently plugging a cable or device into
the wrong socket and damaging the system.

BIOS

The Basic Input Output System (BIOS) is software on a chip that regulates the computer
and gets it started. It initializes all the hardware and allows the software to communicate
with it. BIOS checks the components for errors at startup, a process referred to as the POST
(Power On Self-Test), and reports any issues either through warning lights or, more com-
monly, through a series of warning beeps. BIOS software is made by several companies,
including AMI, Phoenix, and Award. The name and possibly the logo of the BIOS manufac-
turer appears when you start your PC.

Warning Beeps

There are many different beep codes, and the warning sounds they make will vary depend-
ing on your BIOS manufacturer and the manufacturer of your motherboard.

When you start your PC, it will sound one short beep to indicate that the POST has com-
pleted and all is well. If you hear combinations of short and long beeps, you should check
the manual for your motherboard or the manufacturer’s website for the cause.

Note

A full list of BIOS beep codes is included in Appendix D, “BIOS Beep Codes.” This list
should not be considered definitive due to variations by manufacturer.




What's in a PC? 95

The BIOS beeps can give you clear information about where a fault or potential fault lies
with your hardware.

Resetting the BIOS

The BIOS is a program stored on a chip (commonly referred to as firmware) on the moth-
erboard, and sometimes it can become corrupt. The BIOS can be reset to its factory default
settings easily. You might need to do this if your PC cannot detect a specific piece of hard-
ware, will not start, or sometimes when you install new hardware.

1. Make sure the PC is turned off and disconnected from the main power source.
Ground yourself by touching an unpainted area on the PC case with your fingertips,
using an anti-static wristband, if possible, and open the side of the PC to expose the
motherboard, placing the PC on a level, firm surface.

2. Find the battery on the motherboard. It looks like (and, indeed, is) a large watch
battery. Unclip the battery to remove it from the motherboard.

3. There will be a Clear CMOS jumper somewhere on the motherboard, close to the
battery; check the motherboard manual for the exact location. The Clear CMOS
jumper is a three pin socket with a small connector covering two of the pins (shown
in the image following step 2). Remove the connector on the jumper and move it
to cover the center pin and the uncovered pin. A small pair of tweezers is useful for
doing this.

Chapter 7
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4. Leave the jumper as described in step 3 for 10 seconds, and then move it back to its
original position.

5. Replace the motherboard battery.

6. Reassemble the PC case, and reconnect it to the main power supply.

Northbridge and Southbridge

Two of the hottest components on the motherboard, and those that have their own heat
sinks or fans, are the Northbridge and Southbridge chipsets. These regulate all the commu-
nications between components in the PC and, therefore, have a lot of work to do.

You should occasionally check that the heat sink or fan is free from dust and obstructions
like stray wires or cables and that there is good airflow inside the computer.

As one of the hottest components, this chipset is also the most prone to failure. This is
because the chip and all of its circuitry expand and contract as it heats and cools. Over

a long period of time, this will cause physical wear and tear on the chip and will eventu-
ally be the cause of its demise. Fortunately, these chipsets are designed to operate under
extremely hot conditions over a very long period of time and are extensively stress tested
by the manufacturers.

Processor

The brain of your PC is the processor. The processor is the hottest component in the PC. It
has its own heat sink and fan and might also be water cooled, although this is reserved for
high-specification, gaming PCs and certain servers.
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You should check that the processor fan and heat sink are free from dust and obstructions
such as wires and cables. You should also check that the PC has ample airflow inside the
case.

Memory

Memory cards are thin cards approximately six inches long that protrude from the mother-
board. They can be difficult to fit, so you should always make certain that the PC and
motherboard are properly supported when placing or removing memory cards.

Memory cards are also very prone to damage from static electricity. When you touch them
(or any component in your PC, for that matter), make sure you are grounded by touching
an unpainted area on the PC (preferably by using an anti-static wristband) to avoid damag-
ing the components with an electric shock.

Expansion Cards and Riser Cards

As with other components, it can be difficult to correctly place expansion cards and riser
cards (mini expansion cards). Make sure that the PC is level and well supported, because the
motherboard can snap under extreme pressure.

You should also make sure that expansion cards are correctly screwed in or otherwise
secured to the inside of the PC case.

Graphics Cards

Graphics cards are another component that might have their own heat sink and/or fan.
Make sure that these are free from dust and that there are no wires or cables causing an
obstruction.

Graphics cards may also require their own power supply and will have a socket on the top
of the card if this is the case. You should also check that there is a power cable connected
to this socket and that the lead is not obstructing any fans.

Optical Drives and Hard Disks

Optical drives and hard disks are the only components, other than fans, that contain mov-
ing parts and, therefore, can suffer from wear and tear after extensive use.
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Power Supply

Although fans are the only moving parts of the power supply, they are some of the most
common PC components to fail. It may be that the power supply fans work, but the power
supply itself is no longer capable of providing enough electricity to power the computer.
Fortunately, the power supply is one of the cheapest and easiest components to replace.

The PC Case

The case for your PC can contain several fans that can be blocked by dust and carpet fibers.
Other moving parts in the case might fail, including the power button, which can stick or
break.

How Can You Clean the Inside of Your PC?

The best way to clean the inside of a PC case is with a good, strong puff of breath, but you
can also use a vacuum cleaner to clean dust from inside. Another good tool for cleaning
dust inside your computer is a small, unused paintbrush.

You should always be very careful when using a vacuum inside your PC. The computer
should be turned off and disconnected from the main power supply. The PC should be on a
firm and level surface. You should use a small attachment on the end of the vacuum with a
soft brush, and the suction power on the vacuum should be turned to the lowest level.

Carefully vacuuming the inside of your PC, including all fans and heat sinks, can extend its
life and reduce heat buildup and power consumption.

When performing these actions, always be careful to avoid touching components inside the
PC case or knocking cables from their housings. If you can use a small, battery-powered
vacuum, you are less likely to cause any damage.

|NS| DE OUT Where should you keep your PC?

Keeping your computer on or near a carpet can attract dust and carpet fibers. Your
computer can also attract dust if you keep it on a laminate or tiled floor.

A good location for a main PC case is on a raised platform at least six inches off the
floor or on a desk. These locations will help minimize the buildup of dust and other
particles that may be drawn in by the fans and reduce the risk of static electricity
buildup.
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Hardware Health

Different types of computers can require different care. This section covers the three main
types of hardware, although these types also vary by manufacturer.

INSl DE OUT Turn off your PC when cleaning your room

If you are dusting or vacuuming the room where your computer is set up, it is a good
idea to turn off the computer because the case fans can draw in any dust that is thrown
up by the vacuum.

Desktops

For PCs where the monitor is separate from the base unit, you can usually open the side of
the PC via an access panel (although for very small form factor computers this may not be

possible). The components are usually accessible for a good blast of air to remove dust and
other debris that can find its way inside, and you can carefully open the computer without

causing any damage.

Laptops

Laptop and notebook computers use many different components than desktop PCs do, and
they are often fixed permanently to the motherboard. There is usually an access port or two
on the underside of the laptop you can open to upgrade and change components like the
memory and hard disk, but otherwise you should not attempt to open a laptop case for
cleaning or maintenance. If you need to clean dust from the computer, you can carefully
place a vacuum against the heat vents on the sides of the laptop and use low to medium
suction.

All-in-Ones

All-in-one PCs, a desktop machine where the computer and monitor are built into the same
housing unit, share many similarities with laptops and, accordingly, you should not attempt
to open them for cleaning or maintenance. You can clean dust from the vents in the same
way as described for laptops in the previous section.
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SMART Monitoring of Hard Disks

Most motherboard BIOS software (shown in Figure 7-1) supports a feature called Self-Mon-
itoring, Analysis, and Reporting Technology, or SMART, monitoring of hard disks. SMART
monitoring reports hard disk reliability indicators to the BIOS with the aim of anticipating
any disk failure before it occurs. The benefit of SMART monitoring is that it allows a user to
move any data and files off the disk before it fails.

Selup ULilily
» Standard CMOS Features Frequency,/vVoltage Control
> Advanced BIOS Features Load Fail safe Defaults
> Advanced Chipsel Fealures Load Optimized Defaults

> Integrated Peripherals 5 upervisor Password

= Power Management Setup Set User Password

> PRP/PCT Configurations Save & Fxit Sclup

> PC Health Status Exit Without Saving

Figure 7-1 An example BIOS screen on a PC

The SMART monitoring feature may be turned off for your hard disks in your computer’s
BIOS. You can normally access the BIOS when starting the machine by pressing F2 or Delete
on your keyboard. The exact location of the SMART monitoring utility varies depending on
your BIOS. You should consult your motherboard manual to determine if this feature is sup-
ported and where you can find it.

Peripherals

Without peripherals, keyboards, mice, and so on, your computer would simply sit in a cor-
ner, whirring all day. These important devices also need care and attention to prevent them
from causing trouble.

Keyboards and Mice

A commonly reported Windows problem is "“my keyboard and/or mouse won't work.” Is this
problem due to a fault with the hardware driver for the device, or with the hardware itself,
or is it just because the hardware is dirty?

It's good practice to keep your keyboard clean by using a small brush to sweep between
the keys. Keep your mouse clean by occasional wiping it with a dry cloth or cotton ball. If
your mouse contains a ball, pop out the ball, and clean the rollers it runs against.
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CAUTION

While | was providing second-line IT support a few years ago, a client from a major
British bank was talking on the phone with a colleague of mine about his keyboard.
He'd decided it was dirty and needed to be cleaned.

The night before, he'd filled his sink with hot, soapy water and given the keyboard a
good scrub. Realizing it was an electrical device, he hung it up to dry overnight, but
was concerned when his computer didn’t work the following morning.

My colleague had to break the bad news that the reason his keyboard didn’t work was
because it was built into the rest of his laptop!

Monitors

Probably the least problematic piece of hardware on your PC is the monitor. If a problem
does occur, such as there is no display, the source of the issue is often caused by something
easy to fix such as one of the following.

® The power cable has fallen out of the monitor.
® The video cable is not properly attached to the monitor.

® The monitor has accidentally been switched to a different video input.

Other Devices

You may need to troubleshoot other device problems when a specific device refuses to
function or because Windows can't see that device. A useful method for troubleshooting
such devices is to test the device by plugging it into another port on your PC, into a USB,
for example. If that doesn't work, try the device with a different connecting cable.

|NS| DE OUT The Wi-Fi USB dongle won't work

After moving a computer, some people find that their Wi-Fi USB dongle won’t con-
nect them to the Internet. Because of the way Windows loads drivers for hardware, you
might find that it's just because the dongle is plugged into a different USB port than it
was before. Usually, changing to a different USB port on the PC solves the problem.
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Surge Protectors, UPS, and Power Supply

Your PC should always be plugged into a spike or surge protector. This will stop any sudden
spikes in the power supply from passing through your computer and damaging sensitive
components. Some surge protectors also protect computer components such as network
and telephone cabling. Most uninterruptable power supplies (UPS) have this feature built
in. These devices can maintain your electricity supply in the event of a power drop or
brownout.

| also recommend that you do not plug your PC into the same outlet as any appliance.
Some large appliances, such as refrigerators, can cause spikes in the power supply, which
can disrupt other electrical devices. For instance, in an older house, sometimes the lights
flicker when the cooling element in a refrigerator or freezer comes on.

Summary

A PC is a complex set of assorted components, some of which include components that are
incredibly tiny and are measured in nanometers. Consequently, these components are very
susceptible to electrical fluctuations and heat.

It's important to keep your PC clean and protected from electrical and heat damage.
Performing a few simple actions now and again can greatly increase the lifespan of a
computer.
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s computers and processors become more powerful, they're able to do more tasks
simultaneously. The advent of multi-core processors made this even easier, and now
virtualization is everywhere.

But what is it? Virtualization is an operating system running on software-based, emulated
hardware and sharing the same hardware. To do this, the host operating system shares the
computer’s resources between the different virtual machines (VMs). This includes isolat-
ing areas of memory for each VM and, in the case of a multi-core processor, sometimes
even assigning a specific processor core to each VM. Each VM then has its own hardware
resources and can operate at near the full speed of the computer.

Where does each VM sit? Each VM exists within a file on your hard drive, a bit like a com-
pressed zip folder. The operating system sees this file as a hard disk and runs perfectly from
within it.

Using VMs at home or at work affords many advantages. For example, if your copy of
Windows 7 fails, the downtime can be long and frustrating. Even if you have a backup
image of that copy of Windows, you'll be completely offline for a while until you restore
it. If you are running Windows on a VM, however, you simply log into the master operat-
ing system and replace the VM file with a clean backup copy. Essentially, all you do is copy
or rename a single file, and you're still able to get things done on your PC while the VM is
being restored.

Another advantage of using VMs is that you only need a single PC or server to run differ-
ent operating systems and tasks simultaneously. This can reduce a whole bank of servers to
just a single computer. The effect this has on your electricity consumption and your carbon
footprint can be enormous, not to mention the impact it has on your IT costs.

All of this is made possible because modern processors and computers are almost never
used to their full potential by everyday computing and server tasks. Why have five com-
puters using only 20 percent of their computing power but consuming 80 percent of their
maximum electricity consumption when you can have a single machine running full out?

103
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Virtualization vs. Dual Booting

To dual boot a computer, you must have different operating systems installed on different
hard disks or partitions. This is how Boot Camp manages Windows and OS X on an Apple
Mac. The disadvantages of dual booting are twofold. First, if the boot sector or boot menu
of the computer changes, you might lose access to one of the operating systems, because
Startup Repair might not rebuild entries correctly for non-Windows operating systems,
and those operating systems might not be able to write to the Windows boot loader.

Second, if you want to switch from one operating system to another, you have to close all
of your programs, shut down the machine, and then restart it.

Virtualization allows you to run different operating systems side by side on your Windows
desktop or full screen and makes it easy to switch between them. Furthermore, you still
have only one operating system in your Windows boot loader (unless you choose to boot
from a virtual hard disk, but more on this later in the chapter).

Also, VMs are very easy to back up. They are just files (think of a really large zip file) that
can be copied from one place to another when the VM isn't running. This makes them
considerably simpler to back up and restore than operating systems installed on a separate
hard disk or partition.

While you can dual boot between Windows and other operating systems, such as Linux,
there are limitations on the order in which you can install these operating systems. This

is because Microsoft changed the boot loader with Windows Vista to make it much more
secure. Many other operating systems use a different, older style of boot loader. This means
Windows 7 should always be the last operating system you install because, although it can
incorporate the other operating boot loaders into itself, not all operating systems can incor-
porate the Windows 7 boot loader into themselves. Windows 7 wouldn't be able to start if
a non-Windows 7 boot loader has overwritten the Windows 7 boot loader.

Virtualization gets around this problem by running all of the operating systems from within
Windows 7. You can install any other version of Windows or Linux using Windows Virtual
PC. Apple Mac OS X isn't supported, but you can get third-party virtualization packages
such as VirtualBox and VMWare, which may support a wider range of operating systems.
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Are There Any Benefits to Virtualization?

Virtualization offers significant benefits, one of which is booting into a virtual copy of
Windows 7 to keep your main copy clean, protected, and running smoothly. | will detail
this later in this section.

Two other benefits of virtualization are software and hardware compatibility. You may, for
instance, like to use an older printer or scanner that isn't supported with Windows 7 driv-
ers. If there's nothing wrong with the hardware, you could use virtualization to install an
earlier operating system with drivers that support the hardware and install the hardware
into that virtualized operating system instead.

Similarly, you might require the use of software that won't run in Windows 7, maybe a Linux
application that won't run even in Windows XP Mode. You can use virtualization to create
safe test computers into which you can install and test new software, updates, security
updates, and hardware. This is becoming common practice in environments where system
administrators want to know what impact an update or new software package will have on
the organization’s PCs.

Virtual Hard Disks and Windows 7

With Windows 7, support for virtual hard disks (VHD) is built into the operating system
for the first time. A VHD is different from a VM but can be used like a VM. Let me explain.

In its basic form, a VHD is simply a file that you can "attach” to a copy of Windows 7 so that
it appears in Windows Explorer as another hard disk. You can store any type of file or data
on a VHD just as you can a regular hard disk.

Creating a VHD in Windows 7

To create a VHD in Windows 7, follow these steps.

1. Open Computer Management by typing computer in the Start menu search box and
selecting Computer Management from the results that appear.

2. In Computer Management, select Disk Management from the panel on the left.
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3. On the Action menu, select Create VHD.
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4. You will need to select where on your hard disk(s) the VHD file will go, what it will
be called, and how big it will be. You can choose whether the file is dynamically
expanding or of a fixed size. The first option doesn’t create the full size file but
expands it as files are added to it until it reaches its maximum size. This can be useful
if hard disk space is short. The recommended option is to create the full size file to

begin with.

Create and Attach Virtual Hard Disk ==

Specify the virtual hard disk location on the machine.

Location:
GiATestyHD. vhd
Wirtual hard disk size: 20 GE

Yirtwal hard disk forreat
@ Dynamically expanding
The size of this virtual hard dizk expands to a fixed maximum size az

data is zaved toit. The disk size does not compact automatically
when data is deleted.

(7 Fived size [Recommended)

The wirtual hard disk uzes a fixed amount of space regardless of the
amourt of the data stored on it. It default size is the mawsimum
amount of space available on wour phyzical hard disk.

ok ] [ Cancel
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5. The new VHD appears in the list of available disks in the Disk Management console.
You need to initialize this disk, which you can do by right-clicking its information
panel (to the left of the black, disk size block) and selecting Initialize Disk.

r
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6. Select a partition style for the disk (I recommend MBR), and click OK.

-

Initialize Disk

Select disks:

“f'ou must initialize a disk before Logical Disk Manager can access it

(=]

] Disk 7

@ MER [Master Boot Record)
() GPT [GUID Partition T able)

Itanium-bazed computers.
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Mote: The GPT partition style iz not recognized by all previous versions of
“windows. |tis recommended for disks larger than 2TB. or disks used on

Ok ] [ Cancel
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7. You next need to place a partition on the VHD so you can write files to it. To do this,
right-click the VHD in the Disk Management Console, and select New Simple Volume.
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8. You will be asked to select a size for the volume. For a VHD, you should use the
default (maximum) size available.
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9. You can either assign a drive letter for the VHD or have it mounted automatically
as a subfolder onto another drive. You can also choose not to associate a drive letter
with a disk or partition, although this will prevent it from appearing in Windows
Explorer views.

New Simple Volume Wirard 0

Aszign Drive Letter or Path
Fou masier sccess, pou can astign a diive letter of dive path to your pastition.

@ Adstign the fallowing ditve ket [u =z
Mouri in the folowing emply NTFS fokder

Do ot assign a diive betier or diive path

[ «<Bock [ Ned> | [ Comcel |

10. Finally, give the VHD a name (Volume Label), and format it using either a quick or
standard format. | recommend the NTFS file structure.

Note

NTFS (New Technology File System) is a disk file system that Microsoft first introduced
with Windows NT and has since refined. It is more stable and reliable than other for-
mats, including FAT (File Allocation Table), and it supports larger drives than FAT or
FAT32 drives as well. It also supports, and is required for, the folder and disk encryption
technologies in Windows 7.
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Reattaching the VHD

You will probably need to reattach the VHD you created in the previous section the next
time you start Windows. This is normal behavior for Windows 7. If you want to automati-
cally reattach a VHD whenever Windows 7 starts, you can set this up as a task in the Task
Scheduler. See Chapter 25, "Advanced Windows Diagnostic Tools in Depth,” for details
about how to use this feature.

To attach a VHD, follow these steps.

1. Access the Computer Management console by typing computer in the Start menu
search box and selecting Computer Management from the results that appear. Select
Disk Management from the left pane of the Computer Management console.

2. On the Action menu, select Attach VHD.

& Computer Management
File | Action | View Help
fa = Refresh

¥ L Disks
&l excan Dig

= §i Create VHD

Attach VHD

All Tasks

CInstallers (F:)
 Serateh (G:)
Help o Windees 7 {C:)

i Device Manager
+ {2 Starage

& Disk Management

Services and Applications

3. Select the VHD file from the location where it is stored on your PC. It appears as a
drive in Windows Explorer.

Attach Virtual Hard Disk E3

Specify the virtual hard digk location on the computer.

Location:
GisTestyHD. vhd Browse...
Read-only.

ak Cancel

Booting From a Virtual Copy of Windows 7

With the Enterprise and Ultimate editions of Windows 7, it's possible to install another copy
of Windows 7 inside a VHD and boot from it. You can find an official guide to creating a
bootable VHD by searching for Demonstration: Windows 7 VHD Boot at www.microsoft.
com, but this method is very complex. There is actually a much simpler way to do it.
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Creating a bootable VHD is an excellent way to keep your main copy of Windows 7 clean
and problem free. Quite simply, in this scenario, you'll never use it except for making back-
ups of the VHD and restoring it if you need to. This also allows you to have a multi-boot
environment on your PC that's easier to manage than a traditional dual-boot system.

|NS| DE OUT Licensing and booting Windows 7 from a VHD

Note that if you want to install a copy of Windows 7 on a VHD, you will need an addi-
tional valid product key for that extra copy of Windows 7.

Also, you can use only the Enterprise and Ultimate editions of Windows 7 to boot from
a VHD. You cannot use this feature to install another, earlier version of Windows (such
as Windows XP or Windows Vista) or another edition of Windows 7 (such as Starter,
Home Premium, and so on) on the VHD.

|NS| DE OUT Breaking the 32-bit barrier with bootable VHDs

Windows Virtual PC and Windows XP Mode support only the 32-bit (x86) editions of
Windows and other operating systems. Creating a bootable VHD allows you to install
a 64-bit (x64) version of Windows 7. This is something you would want to consider
if your PC has more than 4 GB of RAM so that Windows will be able to see all of your
installed memory.

To install Windows 7 on a VHD, follow these steps.

1. Boot your PC from your Windows 7 installation DVD.

Note

You cannot install Windows 7 this way from within a currently loaded copy of
Windows 7. You have to start your PC from the installation disc.

2. Select your installation language.
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3. Atthe install screen, press Shift+F10 to open the DOS command window.

4. Type diskpart and press Enter.

Using an Existing VHD
To use an existing VHD, follow these steps.

1. Type Select vdisk file=C:\path1\path2\disk.vhd, substituting the drive letter and
paths where the VHD is stored on your computer as necessary.

2. Type attach vdisk.

Creating a New VHD

To create a new VHD, follow these steps.

1. Type Create vdisk file=C:\path1\path2\disk.vhd maximum=20000 type=fixed,
substituting the drive letter and the paths indicating where you want the VHD stored
on your hard disk. The 20000 in the example here would create a VHD of 20 GB, so
for a 15-GB VHD, type 15000. Note that these numbers are not precise calculations
of 15 GB and 20 GB but are rounded here for clarity.

2. Type select vdisk file=C:\path1\path2\disk.vhd.

3. Type attach vdisk.

| N Sl DE OUT Fixed vs. expandable VHD files

When you create a VHD file, you can make it a fixed size or expandable. This latter
option will create a small file that the copy of Windows 7 on the VHD can expand as
needed up to its maximum size.

The downside is that if you run short of available disk space on the drive where the
VHD file is located, the copy of Windows 7 in the VHD may report errors when it can-
not access disk space that it sees as being available to it.

4. Type exit and press Enter.
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Type exit again and press Enter.
Click Install and then select a Custom (Advanced) install.

In the panel where you indicate which hard disk to install Windows 7 on, the hard
disks in your computer are normally referred to as Disk 0 or Disk 1. The VHD will have
a different disk number and will stand out. You will probably find it at the bottom of
the list of available drives. Click the VHD and select Drive Options (Advanced).

Create a new partition in the space available for the partition by clicking New and
selecting its size, then format this new drive.

Make sure the VHD drive is highlighted, and then click Next to install Windows 7
on it.

Windows 7 will install and automatically configure the boot loader; however, you will now
have two copies of Windows 7 to choose from when you start your PC. Follow these steps
to change the names of the programs after either copy of Windows starts.

1.

Type command in the Start menu search box, and when Command Prompt appears
in the results, right-click it and select Run As Administrator. Click Yes through the UAC
security alert.

Programs (2)
=7 commiand
B Command Bo-=-t
Control Panel { A
ontrol Panel (g fie location
b Contral the ¢ @ fun a5 administrator I
# Setup 2 mic Pin to Tatkbar
¥ Rt speech Pin to Start Menu
Open with..,
Share with ]
Restore previous versions
Send to 3
Cut
Copy
Dielete
Properties
£ See more result
command ® Shut down | »

B2 - C

In the command window that appears, type bededit/v, and then click Enter.
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3.

Locate the VHD copy of Windows 7 in the list. It will be associated with a Globally
Unique Identifier (GUID), a long string of numbers and letters.

A1l rights r

444795 iR

AdFd0a?f0
TL12

B2 -ddea

11load.exe

P 11de B -ddea’?11299Ha)

In the example above, there are two entries listed in the Windows Boot Manager sec-
tion: one for the main copy of Windows 7 and one for the VHD copy. The GUID of
the VHD in this example is 8e71e219-a3f7-11de-879f-d4ea7112998a, and it is identi-
fied as VHD=[G:]\vdisk.vhd.

4. Type bcdedit /set {GUID} description "Windows 7 VHD".

|NS| DE OUT Cutting and pasting in a Command Prompt window

You can select text in a Command Prompt window by right-clicking anywhere in the
window and selecting Mark. Move the insertion point to the beginning of the text you
want to select, and press and hold the Shift key while you select the text. Now press
CTRL+C to copy the text.

To paste this text, right-click in the window and select Paste. This can be very helpful
when writing long GUIDs.
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5. Optionally, you may want your VHD copy of Windows 7 to be the operating system
that loads by default when you start your PC. To do this with any of the entries listed,
type bededit /default {GUID}.

INSlDE OUT Why boot your PC from a VHD?

The primary reason to boot your PC from a VHD is to protect your main copy of Win-
dows 7. When you boot from a VHD, you can use the full features of your PC and still
be able to restore it if something goes wrong simply by booting into your original copy
of Windows 7 and restoring the VHD file from a backup. Restoring your operating sys-
tem takes no longer than the time required to reboot Windows 7 a couple of times and
rename a file.

Your VHD copy of Windows 7 will be able to see all of your hard disks and all of your
hardware. There will be no way of knowing that you are actually running a VM. This can
be very useful in organizations where getting up and running quickly after a crash and
preventing people from damaging a copy of Windows 7 is paramount.

Windows Virtual PC and Windows XP Mode

The ability to boot from a VHD is useful in some situations, but it won't let you run several
operating systems side by side on your Windows 7 desktop. For this purpose, there's Win-
dows Virtual PC and Windows XP Mode. They are not shipped with or integrated into
Windows 7, but both tools can be downloaded for free from Microsoft at www.microsoft.
com/windows/Vvirtual-pc.

| covered Windows XP Mode at some length in Chapter 2, “The Basic Windows 7 Utilities,”
and Chapter 3, "Basic Windows 7 Security,” so | won't repeat all of that information here.
Windows Virtual PC is a component that comes with Windows XP Mode and allows you to
install other versions of Windows and other operating systems, such as Linux, that can run
in a window on your Windows 7 desktop or full screen. This is helpful when you want to run
software separately to protect your main operating system, perhaps for testing purposes.

For software that is incompatible with Windows 7, you can install it in Windows XP Mode.
With this feature, you can see all of your computer’s files and hard disks and have access to
all of your hardware, including USB devices. Windows Virtual PC is more limited and can-
not, by default, see these.
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Installing Another Operating System in Windows Virtual PC

You can also install other operating systems in Windows Virtual PC. These include earlier
versions of Windows and different versions of Linux. This can be useful for running different
operating systems side by side if, as | mentioned at the beginning of the chapter, you have
older hardware for which there is no compatible Windows driver or if you like using soft-
ware in another operating system.

The first step in installing another operating system in Windows Virtual PC is creating a
container into which you can install the guest operating system and telling Windows 7 what
hardware resources (such as memory) it should be allowed.

To install another operating system in Windows Virtual PC from the Start menu, follow
these steps.

1. Click Windows Virtual PC, and then click Windows Virtual PC again.

@ Default Programs
[ Desktop Gadget Gallery
& Internet Explorer
‘;] Windows DWD Maker
) Windowws Fax and Scan
 Windows Media Center
@ Windows Media Player
1 Windows Update
o ¥PS Viewer
. Accessories
J Bcon AS
. Gammes
. Maintenance
. Startup Cornputer
. Windews Virtual PC
[ Windows Virtual PC Contral Panel
[ Windows XP Mode
. Windows XP Mode Applizations and Printers

4 Back

| Search programs and files

2. In the window that appears, you have some options along the blue toolbar near the
top of the window. Click Create Virtual Machine. Installing an operating system into
a VM here is very similar to creating a VHD in Windows 7 as detailed earlier in the
chapter.
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() [0 Mike s Vitusl Machines =
Organize . Inchke inibray = Share with = Burns Creste virtusl maching . New foldes
Favarites achmne status Mema
7 MsP-Win?
j Libraries 3 Windows XP Mode
# Homegroup
& Computer
€ Network

To launch the operating system after it is installed, you will need to launch it from within

the Virtual PC Management console. Note that any programs you install in Windows Vir-
tual PC will not appear in your Windows 7 Start menu as they do when you use Windows
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XP Mode. You will also need a valid product key and license for any operating system you

install.

Once this window loads, you will see that it has its own BIOS and will appear, for all intents

and purposes, to be a full PC running inside Windows on your computer. In the Settings

options, accessed on the Tools menu at the top of the window, you can give the VM control
of your optical drive or attach an ISO (disc image) file as a disk. You can install your guest

operating system from this ISO file. You do this in the DVD Drive section of the Settings
options.

Other options on the Settings panel control permissions and resources for the VM.

CAUTION

It's important to remember that the version of Windows XP in Windows XP Mode and
any operating system you install in Windows Virtual PC will need to have its own anti-
virus and anti-malware software installed. You will need to make sure it is updated
using its own Windows Update rather than relying on Windows Update for your copy
of Windows 7. Failure to do this could result in your files, data, and your copy of Win-
dows 7 being vulnerable to attack and virus infection.
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Summary

In the right circumstances, there are great benefits to be gained from using virtual
machines, perhaps even as your main operating environment. There's a great deal they
can offer you, from maintaining hardware and software compatibility to providing safe test
environments. They can also have a significant role in reducing the number and types of
problems that you might experience with your PC.

The good news is even the least expensive modern PC is capable of running at least two
operating systems side by side. Plus, using virtualization can significantly cut your electricity
consumption. Virtualization is definitely the way forward in more ways than one.
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INbows 7 and your PC can be annoying! As much as we'd all like them to be,
and for as much effort as Microsoft puts into it, your PC is still not a consumer
electronics device. Despite the best efforts of enthusiastic sales staff in your local

computer store, reassuring you that you can simply take home a PC loaded with Windows 7,
plug it in, and use it happily for years, you can't.

The problem is that Windows 7 has to be everything to everybody. It has to support older
legacy software and hardware as well as incorporate the very latest software and hardware
standards. It has to be easy to use for novices but powerful enough for system administra-
tors. And it must bring all of this together in a way that's stable, solid, and dependable.

Despite all of the challenges, Microsoft has done an admirable job developing Windows 7,
but annoyances still occur. Most of the problems people encounter with Windows are rela-
tively minor. In this chapter, you'll learn to deal with the issues that you may come across.

Common Windows 7 Problems

As I've already said, Windows 7 has to be all things to all people, which makes the system
extremely complex and creates, inevitably, a huge ecosystem of help, support, and training
businesses and resources, including this book. This chapter focuses on annoyances that you
can troubleshoot to fix or repair. These annoyances appear in no particular order.

You Don’t Have Permission to Write Files to a Disk

One of the things | recommend most often is keeping your files and data on a separate
hard disk or partition from Windows 7 (see Chapters 1 through 4). Keeping Windows 7 and
your files on separate disks or partitions means that if something catastrophic happens with
Windows 7 and it needs to be reinstalled from scratch, you don't lose any data.

However, sometimes doing this leaves you in a position where you suddenly can’t write files
to the disk where you have moved your items. Although the files probably transferred with
no problem, you suddenly start receiving Windows messages indicating that you don’t have
permission to write to the disk when you try to save a new file.

121
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This commonly happens after upgrading to Windows 7 from a previous version such as
Windows XP or Windows Vista. If this is the case, the previous operating system has set
permissions for the disk and files. To correct the problem, you must reset those permissions

for your copy of Windows 7.

1. Right-click the folder or drive you want to set new permissions for, and select

Properties.

@"Q.Iﬂ » Computer ¢ Local Disk (C) » = [4|[ 5ec C P
Ougenize » 5 Open  Includeinlibrary »  Sharewith »  New folder ~ [l @
Y — Name & Date madiied Type Sire

B Desktop . Perflogs File folder
# Downlosds |, Program Files File folder
% Recent Places | Uses 14072010 14:21 File folder
b Windows Open 01507 File folder
4 Libraries Open in new window
# Documents S, T
e
ot Mite Reshore previous versions
b Pictures s .
ude in libea
B videos i
Send to L3
4 Hemegroup i
Copy
& Computer
Create shorteut
€l Metwork % Delete
Properties

jl Users  Date modified: 14/07/2010 14:21
! File folder

2. On the Security tab, click Advanced.

| | Users Properties @
| Genesal [ Shanng | Secuty | Previous Vessons | Customae |

Object name:  C:\Users

Giron o1 e rianmes.
B2 5vSTEM
52, Avdimini LA
B2, Urrers [MikeHatrep F0W rers]

T change pemizsions, cick Fdit HEdL.

Peemissions for Everpors Al Dery
Full conliel
Mty
Read & enecute
List foldes corkerts
Resd
Wite

For spacial perressions of advanced salfings,
ek Adbared.

LSS

Achvenced

Leam shout secees coriol and permissions

Cancel frees
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4.
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In the dialog box that appears, on the Owner tab, click Edit.

. B or Users
Pemmissions | Audhing] 0wt | Efoclive Poimiss
2 ke o avsign Fip of this obiect # you have I ired pererirsions o privileges.

Object name:  C\Users

& Mice Halsey [MieHsliey-PO\Mke Haliey)

Edit...

2

Next, select the user whom you want to take ownership of the folder or drive. Select
the Replace Owner On Subcontainers And Objects check box, click Apply, and then
click OK twice.

n.

Elwnul

“Vow can take of stk hip of this object if you have th wed peemissi pivieges.

Object name:  C:\Uesiz

Cuureant ovnes:

Charge o o

Narees

82, Aderi oo P
L Mike Halssy [MikeHalssp PC\Mice Halsey)

DOt e o8 groups...

[on J[ comel [ Aok |
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5. In the User Properties dialog box, make sure the Security tab is active, and click Edit.

|+ Users Properties @
[ Genesal | Sharing | Secuaity | Previous Vessions | Customize |
Objectneme.  CWrers

Group on uer nomes:
2 Everyone
82 5vsTEm
H, Admiristiators (MikeH aksey-PC\Administ stors)

Lsers [MieH slsey-PC sers]

Tis changs pamizsions, chek Fdt [ ®ER,
Pemizsions for Uzers Ao Derte
Full cortid
Moy
FAead b sxacite v
List folder contents J
Fead s
Wile

o specisl permusaons o sdvanced iingt, [ pguanced |

chck Advanced.

Lean about access control and paimisson:

[ on ][ cows

In the Permissions For Users dialog box, select the user you want to have control of

6.
the disk or folder. Under Allow, select the check box next to Full Control, and then

click Apply.

. Permissions for Users
Security

Object name:  C:A\Uzers

Group or user names:
2 Everyone

82, 5vSTEM

RAdministrators [MikeH alzey-PChAdministrators]
,C,g‘ Users [MikeHalzey-PC\Users)

Permissions for Users

Full contral

Modify

Read & execute
Lizt folder contents
Read

Leam about sccess control and permizsions

[ QK ][ Cancel ][ Apply ]

It could take some time to set permissions for all your files; don't click Cancel in the prog-

ress window that appears.
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INSl DE OUT Setting permissions on single user PCs

If you are the only user on your PC, you may only have to follow steps 5 and 6 to reas-
sign full control of a disk to your account.

You will now have full read and write control of the disk or folder in which your files are
located.

You Can’t See Your New Wi-Fi Network

If you have a new broadband router that's already been configured using another PC, or if
you are connecting to a router for the first time via Wi-Fi, you may find that your computer
can't see it. This problem is caused by one or two firewalls that are blocking the connection.
The simple way to fix this is to temporarily shut down Windows Firewall and, if necessary,
the router firewall.

1.

Access Windows Firewall settings from Control Panel by clicking System And Security
and then clicking Windows Firewall or by typing firewall into the Start menu search
box and selecting Windows Firewall from the results that appear.

Turn off Windows Firewall, and then try again to connect to the router.

If you still can't see your router, you should plug your computer into the router via a
physical network cable so you can log on to its configuration panel. You normally do
this by typing 192.168.1.1 or 192.168.2.1 into your web browser. Once connected,

turn off the router firewall too.

Next, connect your PC to the router via Wi-Fi. The two devices will see each other
fine.

Finally, turn both firewalls back on. Your PC will continue to connect to your router
each time you access it via Wi-Fi once you follow this procedure.

Incorrect File Associations

One of the most annoying things when using Windows is clicking on a file only to see a
message that there is no program associated with this type of file. This is easy to fix.

1.

On the Start menu, click Control Panel, click Programs, and then click Default
Programs.
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2. For simple file association problems, for instance if Microsoft Office Word has lost its
association to *.docx files, click the Set Your Default Programs link. In the dialog box
that appears, select an installed program, and then click Set This Program As Default.

For more difficult file association problems, click the Associate A File Type Or Protocol
With A Specific Program link. Now you will be presented with a list of all the file types
Windows recognizes. Select the appropriate file type from the list, and then click
Change Program. Next, select the program from the list that appears, or browse the
Programs Files (or Programs Files x86) folders to find the correct one. Click OK when
you're done.

@\v’. o[~ & Programs » Detault Programs & Set Associnhons v | 43 | [ Search Controt Panel

Associate a file type or protocol with a specific program
Click on an extension to view the program that currently open it by default. Te change the default program, click Change program,

£ Intemet Explores . .
Microsolt Corporatson Change program...

| Name Description Current Default

LJhdv Microsoft Help Virtual Topic Definition File Unknaown application

L hiw Micrasaft Help Merged Keyword Indes Unknawn application

8 Help file Windows Winhlp32 Stub

B.hta HTML Applicaticn Microcaft (R) HTML Applicaticn host

) bt HTML Document Intermet Explorer

B i HTML Docuwrment Intesmet Explorer =
] dce 1CC Profile Microsaft Color Control Panel

Qe Tean library Unknawn application

& dem 1CC Profile Micreseft Color Control Panel

L] dca leon Windows Phato Viewer

[timg Dise Image File Windaws Disc Image Bumer

&) nf Setup Information Motepad

@ ini Configuration cettings Maotepad

e Dise Image File Windaws Disc Image Bumner

i T JPEG image Windeows Phote Viewes

] gt Journal Document Windows Journal =

| Close

Problematic Graphics, Sound, Keyboard, or Mouse Drivers

Sometimes, graphics or sound drivers can cause problems with Windows. DirectX Diag-
nostic Tool can identify problems with them.

1. Type dxdiag in the Start menu search box, and click Dxdiag under Programs in the
search results.



Programs (1)
€ drding

Files ()
|| dedliag.exe.mnui
|| dediag. e
€ drding
|7 dediagn.diLmui
| dediagn.dilrnui
8] drdiagnidit
(] dediagr.dil
=] Microsoft.Direct.Diagnostics

= Filters

J7 See mare results

[ aniag x| [iStrtcom o)
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Click Yes if you are asked if you want to check if your hardware drivers are
digitally signed. This verifies that the drivers have been approved by Microsoft for

compatibility with Windows 7.

Now the DirectX Diagnostic Tool launches. This checks your display, sound, and input

devices for problems.

| € Directx Diagnostic Taol =& e
Systen | Displny | Soumd [ Ingut

s Sabased kiformation sbut Lre leactt J dhivers instaleed on your system,

IFy blem, chok the: b above. Otherwise, the “Next Page” b below to
vigk each page in sequence.

System Inbormaticn
Current DatefTime: 14 July 2010, 11:35:42
Computer Nama: MIKEHALSEY-PC
0y Windoves 7 T2tk (6.1, Duid 7600)
Larnguage: English {Regional Selling: Erglh}
Stystem Manuf acturer: Microsaft Corporation
Systam Modsi: virtusl Machine
BICS: BIOS Dabe: Imlliﬂ" 1146259 Wer: (H00.02
Processor: Inbel(R) Core{ TMIE CPLU G0 6 2_GEGHT, ~OMHE
Memory: 1024MB RAM
Page flile: 46908 used, 157808 avalsble
Direct, Yergion: CirectX 11
[T check for wHce digeal signatures
(DD 6,01, 00, 16385 52-bet Unicode Copyright @) 1998-2006 Microsaft Corporation.  All fights reserved.
Help J _ MesPage || SaveAliriomstion.. | | £l
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4. |If DirectX Diagnostic Tool identifies any problems, they are displayed and you can
click the tabs along the top of the screen to review the reports. If problems are found,
you will be alerted so that you can use an appropriate diagnostic tool or method to

rectify it.
€ Directi Disgnastie Tool o ]
| System | Display 'awn‘ll Ingid
Dervice Drivers
Name: Wirtual PC Inbegr stion Components 53 Trio32/é4 Main Driver: vpces3
Manufacturer: Microsoft Wersion: 14.1.7600.16403
Chip Type: 53732 Dote: 29/12/2009 05:04:54
DAC Type: 53 WHOL Logo'd: Yes
Appeorc. Totsl Mamory: 16.0 M8 DDI Version: unkncwn
Currert Display Mode: 1024 x 768 (32 bit) (TSH2) Driver Model: unksown
Monitor: x
Direct Features

DirectDraw Acceleration:  Fnabled
Directd0 Acceleration:  Nob Avalsble
RGP Texture Accelerabion: Mot Avadable

Notes
I- No probies fourd.

e (Sevodrtomsion._| )

This Copy of Windows 7 Is Not Genuine

Sometimes, even though you have a completely legitimate, fully activated copy of
Windows 7, you will be greeted by the message shown in Figure 9-1 when you turn

on your PC.

Wifindo
Build 7a00

This co Py of Winds 5 hot gen uine
— . 1l41
L e T
D0 er010

Figure 9-1 Is this copy of Windows genuine or not?
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Fixing this is incredibly simple; just restart your PC by shutting it down normally and
rebooting. This almost always sorts out this minor glitch caused by a file being read incor-
rectly at startup.

Windows Update Won't Install Anything

Sometimes Windows Update gets stuck, unable to install any updates. This happens
because the temporary files store for the program has become corrupt. To fix this prob-
lem, navigate to the X:\\Windows\Software Distribution folder, where X represents the hard
disk on which Windows 7 is installed. Delete the contents of this folder to reset Windows
Update. This will delete all the temporary files associated with Windows Update. It will also
reset Windows Update to the default settings, so any updates you've previously hidden will
reappear.

Search Isn’t Finding Your Files

You know a file is there, but it doesn't show up in a Windows search. This is probably
because Search in Windows 7 displays only files it has indexed. You can add files and folders
to the index through the Control Panel by typing index or indexing options in the Start
menu search box (see Figure 9-2).

== R~

@-\ ).vll':? » Control Panel » Ease of Access » v | 44 || index

Control Panel Home

System and Security arches

Metwork and Internet nation and Tools
Hardware and Sound
Programs

User Accounts and Family
Safety

Appesrance and
Personalization

Clock, Language, and Region

Eace of Access

Figure 9-2 Accessing Indexing Options in Control Panel
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Click Indexing Options, and a list of all the currently indexed drives and folders appears
(Figure 9-3). If you do not see the correct location, for instance if you have moved your files
to another hard disk or partition, click Modify to add the new location. It will take a while
for Windows to add the new files to its index.

~ ra - Indexed Locations
ﬁ.\ J =|@ & Indexing Options @
— Charmes sebected hocations

56,244 itens indered
Contral Paj - 4] @) Inteet Explorer History
B Trndeirng ecmmpele. L, Local Disk (C2)
Systerm am : ‘f'*’ ¢ B Offine Fies

Metwark a

Hardware Irdex these locations:

Programs

Inchuded Locations
gf;t:“” £ tokemnet Exphive Hiskory
[ Offire Fies
L — Start Maru
Personalizg
d Users
Clack, Lan. W :

Ease of Ac

Summary of selected locations

Tmchaded Lovations Exchude
| ineernes Exploser Higtary
B Offlre Files.
St Mera
Users Applata; Applats
Windows 50
5 st dlkosalions | [ oe J[ comel |

Figure 9-3 Changing the indexing options

INSIDE OUT  indering s toking agest

Indexing in Windows 7 only works at full speed when you're not. If you are using your
computer while Windows is indexing files, the speed at which Windows 7 builds its
index is greatly reduced. Sometimes it's worth leaving your PC on overnight so it can
build its index properly.

Service Pack or Update Install Was Interrupted

We've all seen it: the message indicating that Windows is configuring updates and warn-
ing us not to turn off the computer (see Figure 9-4). But what if the computer does shut off
while Windows is configuring updates, perhaps due to a poorly timed power failure?
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Windows 7 is remarkably resilient when installing updates. While writing this book, | delib-
erately turned off the computer while Windows was configuring updates, and | was unable
to make the system crash even after several attempts.

Configuring Windows updates

~

9 30% complete
Do not turn off your compute:

. Windows 7 Professional

Figure 9-4 What happens if the power gets cut here?

However, it's possible that a power interruption at the wrong time will render your copy of
Windows 7 inoperable. If this happens, the automated rescue service should start since it
shouldn’t be touched by any update.

If the automatic restore feature doesn't start, you can opt to manually perform a system
restore. This will roll back critical Windows files to the point just before the update was
installed (Windows 7 will always create a fresh restore point before installing updates). This
should get you up and running so that you can try installing the update(s) again.

Windows Starts Up Very Slowly

If Windows 7 is taking a long time to start, it's probably because you have a lot of programs
running at startup. To turn off startup programs, access MSConfig by typing msconfig in
the Start menu search box. See Chapter 15, "Advanced Repair Methods,” for more informa-
tion on this.

Chapter 9
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Another good solution to this problem is Soluto Anti-Frustration Software, which you can
download from www.soluto.com. This tool will analyze the programs that run on your PC at
startup and recommend what programs you can safely turn off (see Figure 9-5).

r -

Soluto

Required

W 4

Figure 9-5 Soluto Anti-Frustration Software

Windows Shuts Down Very Slowly

Changing a registry setting might fix a slow shutdown problem. Open Registry Editor by
typing regedit in the Start menu search box and selecting Registry Editor from the search
results that appear. In the left pane of the Registry Editor window, click HKEY_LOCAL_
MACHINE, click SYSTEM, click CurrentControlSet, and then click Control.

Here you can lower the WaitToKillServiceTimeout setting (see Figure 9-6) to a lower num-

ber by right-clicking it and selecting Modify. The recommended setting is 3000. (This is the
number of milliseconds Windows will wait before terminating the program.) This will close
programs more quickly when Windows shuts down.
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Figure 9-6 Changing the Wait to Kill setting

CAUTION

Changing the Wait to Kill setting can prevent some software from saving files or shut-
ting down properly. This can cause problems with the software and perhaps make it
unstable.

Problems with Sleep

Some people have problems when Windows 7 goes to sleep, ranging from Wi-Fi reconnec-
tion problems to issues with the computer not coming out of sleep mode at all.

If you have problems with Windows in sleep mode, especially if the PC is not coming out of
sleep mode, you can change the default action to either turn it off or use hibernate mode
instead. To do this in Control Panel, click Hardware And Sound, and then, under the Power
Options section, click Change When The Computer Sleeps (see Figure 9-7). You will now be
presented with several options.
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o ; .
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Figure 9-7 Changing the sleep options

You can also change the advanced power settings by clicking the link Change Advanced
Power Settings and setting the Sleep Button Action setting to either Do Nothing or to
Hibernate (see Figure 9-8).

5 Power Options [ 5 el
Advanced saifings |
Select the pover plan that you want te customize, and

(¥
J then choose settings that reflect how you want your
COMPULEr to Manage power.

B Changs setting: that are cusrently wnavailable
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® Hard duk a
% Deskrop background settings
1 Wirelers Adaprer Settings
5 Seep
5 U settings
= Powsr buttans and lid
+ Power button action
Hleep button acticn
Setting: | Hipemate =
@ PClfnress :

I Restore plan defaults

[Cok_ ][ concel ][ aeew |

Figure 9-8 Changing the Sleep Button Action setting

Hardware Annoyances

Some common annoyances with Windows 7 can be caused and/or fixed by the hardware
you have attached to your PC.
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Windows Gets Stuck at Its Loading Screen

There are occasions when Windows gets as far as its loading screen and just sits there. It
doesn’t crash, it doesn't load, it doesn't do anything, and no matter how many times it gets
this far, it just flatly refuses to go any further.

This sometimes happens when you have a network cable plugged into your PC. Simply
unplugging this cable will allow Windows to start. You can then plug the cable back in.
Windows should operate properly after this fix.

No Operating System Found

If you get a message such as, “No Operating System Found,” you probably have a floppy
disc, CD, or USB flash drive plugged into your computer, and the PC's BIOS is set to boot
from this device before your main hard disk. Just unplug or remove the media and restart
the PC.

A New Monitor Results in No Picture

If you connect a new monitor and it won't display anything on the screen, it's probably
because the maximum resolution of your new screen is less than Windows 7 was set to on
your old screen. Windows 7 does a good job of auto-detecting screen resolutions, but a
quick way around this is to boot into Safe Mode. (Press F8 after the BIOS screen disappears
but before you see the Windows loading logo.) While in Safe Mode you can change the
resolution to a setting supported by your new monitor.

Your USB3 Device Doesn’t Work

USB3 devices aren't natively supported in Windows 7; this is a feature added with Service
Pack 1. If you plug in a USB3 device and nothing happens, it's probable that there is no
driver installed for the USB3 controller. You will need the third-party driver that came with
your motherboard or USB3 expansion card. Alternatively, you can get this support with
Windows 7 Service Pack 1.

You've Installed a Fresh Copy of Windows 7 and Can't Get
Online
Windows 7 doesn’t come with built-in support for every type of Wi-Fi adapter. This could

leave you unable to get online at all unless you have a physical network cable with which
to connect to your router. This can be really annoying.
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The rule here is to always make sure you have a copy of the drivers for your hardware avail-
able when reinstalling any operating system. You can normally download these from the
support section of the computer manufacturer’s website.

Your Headphones or Microphone Won't Work

Sometimes a pair of headphones or a microphone won't work when you plug it in. To fix
this, you need to set the headphones or the microphone as the default device.

In Control Panel, click Hardware And Sound, and then click Sound. In the window that
appears, set the default sound and recording devices (see Figure 9-9).

% Sound =5 |
Playbach |Recording | Sounds | Communicabions

Select a playback device Delow to modify its settings:

G Speakers
@ Detout
G Speakers

ok [ caxd |

Figure 9-9 Setting the default audio devices

Summary

There are lots of little things that can cause problems in Windows 7, none of which are
really problems but all of which can prove frustrating. In this chapter, I've written about the
most common issues | have encountered, and | think you'll agree that some seem to defy
all logic.

You will undoubtedly find additional annoyances, and | encourage you to send them to me
through my website, www.thelongclimb.com.
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HE avenues of attack on Windows 7 range from viruses to human error, but the simple
fact remains that the world’s most popular operating system is cyber criminals’ big-
gest target, and the user is what they're looking to exploit.

An attack on your Windows 7-based computer is something that can bring down your
system quickly and, sometimes, for long periods of time. Criminals can attack your per-
sonal files, the operating system, or even the computer’s BIOS. You have to be prepared for
attacks, and you have to know both how to repel them and how to fix any problems that
occur as a result of them.

Repelling an Attack

Although Windows 7 isn't bundled with anti-virus software, it does come with some anti-
malware software in the form of Windows Defender, and further virus and malware protec-
tion is distributed through Windows Update.

Action Center

When you first install Windows 7, it will immediately warn you that you don't have any
anti-virus software installed on your PC, as shown in Figure 10-1. This warning notification
isn't always immediately obvious to all users, however, and some could miss it.

o 2 important messages
|, B9 3 total messages

Find an antivirus program enline Impertant)
Set up Windows Update (Important)
'&" Set up backup

Open Action Center

o 2:52 PM
U 5 o
Figure 10-1 Action Center warning you when you install Windows 7 that you need anti-virus
software
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Action Center is represented by a white flag that sits on the far-right side of the Windows 7
taskbar, next to the clock. When Windows has something to tell you, it will highlight this
flag with a small white x on a red circle. Some people might miss this subtle notification,
and if you are providing technical support to someone else, you may find that they have
a great many Action Center notifications that they've never noticed.

Anti-Virus Software

Clicking the Action Center icon opens a small dialog box with clickable messages. The anti-
virus software warning reads "Find an antivirus program online (Important).” Clicking this
message launches Microsoft Internet Explorer and takes you to a website (you will need to
have an active Internet connection at this point) listing many anti-virus software recom-
mendations. Clicking any of these icons takes you to a purchase or download link for the
software, as shown in Figure 10-2.
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i Favorites 5 8 Suggested Sites v 8] Web Shice Gallery =

7 Windews T: Consumer security software providers » B - [ M v Pagew Safetyw Toolsw @+

(NORMAN ) pctocls .

An Ahnlab  Z- ZoneAuwarm  (“pitdefender  McAfee”
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Figure 10-2 Windows 7 helps you find anti-virus software.

My first experience with a computer virus was in 1991 when my PC was infected with a
small virus that played the tune Yankee Doodle Dandy through the PC's speaker every day
at five oclock. But a decade later, there was a much worse year. In 2001, several major



Repelling an Attack 139

viruses suddenly attacked computer systems worldwide. The Kournikova, Sircam, and Code
Red viruses are just three of the viruses that everybody in the technology industry was talk-
ing about in 2001.

That year, | was exchanging regular emails with other technical people working in my area
via a bulletin board system that allowed hundreds of people to quickly and easily keep in
regular contact. It quickly became apparent from member reports that the AVG anti-virus
package was the only one to consistently stop all of these threats. Other packages were
stopping one or two of the viruses, but only AVG stood firm against all of the major attacks
of that year.

AVG built its reputation on its success that year, and millions of PC users around the world
still hold the software in high regard today. There's an important lesson to be learned from
this, however, and that is that no matter how good your anti-virus software is, there’s still
no guarantee that you're completely safe and protected from viruses on your PC.

Many factors determine how effective your anti-virus software is at detecting and removing
virus attacks. These include:

® How regularly you update the software.
® How regularly and extensively the manufacturer updates the virus definitions.
® How good the software’s heuristic scanning engine is for detecting virus-like activity.

The simple rule is that no anti-virus software can ever guarantee 100 percent protection
against viruses and malware. So how do you choose the software that’s best for you? Orga-
nizations like Virus Bulletin conduct rigorous and regular testing of anti-virus products to
verify that they provide the protection that they claim they do. Virus Bulletin test results,
known as the VB100, are the mainstay of anti-virus reviews and can be found online at
www.virusbtn.com where free registration is required.

You may be unfamiliar with any of the software packages Windows recommends. In truth,
most people choose anti-virus software based on a recommendation from a friend or col-
league. The following section about anti-virus software reflects my recommendations.

Microsoft Security Essentials

www.microsoft.com/security_essentials

Microsoft’s free anti-virus and anti-malware package, Microsoft Security Essentials, has
several advantages beyond just being free. The first and major advantage is that it delays
computer-slowing virus scans while you are using your computer. The second advantage is
that the package is incredibly lightweight, using very little memory and hardly any system
resources, and it won't slow down your computer.
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Norton Internet Security/Norton 360

www.symantec.com

The scanning engine in Norton 360 has won as many awards as Microsoft's own scanning
engine. This is a more comprehensive suite, so you'll notice it more when using your PC, as
it is more intrusive for the user than other packages. It contains many useful features and
additions, however, and comes with a license that allows you to install it on several PCs.

AVG Anti-Virus/AVG Security Suite

www.avg.com

For years, AVG was the market leader in free anti-virus software and the program most
people are likely to have installed on their PCs. In recent years, Symantec and Microsoft
have rivaled AVG as the top-rated anti-virus package providers, but AVG remains one of the
most popular packages and with good reason.

|NS| DE OUT Only run one anti-virus package

Although there are generally no limits to the number of anti-malware packages you
can run on your PC, you should have only a single anti-virus package installed. This is
because anti-virus packages can interfere with one another and compromise your PC’s
security.

Anti-Malware Software

Malware takes many different forms. Sometimes it is spyware that reports what you do
online to certain websites, or records what you do on its own site, or does something much
worse.

Some forms of malware include keyloggers that record everything you type on your PC,
including passwords and credit card numbers, and then transmit that information to crimi-
nals. Trojans can take control of your PC, sometimes without you even realizing it. These
Trojans then use your computer to send spam emails or even to launch distributed denial
of service (DDOS) attacks on popular websites for extortion or blackmail purposes.

If you buy a comprehensive security suite, it will most likely include anti-malware protec-
tion, but free anti-virus packages do not usually provide anti-malware software.
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Windows 7 comes with two, free anti-malware packages.

Windows Defender

First introduced with Windows XP as an optional extra, Windows Defender is Microsoft's
free anti-malware package that comes bundled with Windows 7 (see Figure 10-3). You
should not consider it the only anti-malware product for your computer; | make recom-
mendations for some others later in this chapter.

il Windows Defender e iefe]

B Home @ Scon |~ 8 History {} Tool

Pratectian against spyware and potentially urwanted software

Hat availahle \

Status

Lastzcan: Hot svaslable
Sean schedule: Daly around 2:90 AM (Quick scan)
Real-time protection: an

Antispyware defmntions: Wersion LEL AT created on 5/10/20 19 at $:45 AM

Figure 10-3 Windows Defender

|NS| DE OUT gancliaogr:?anti—virus package to two or more anti-malware

Anti-virus and anti-malware software operate differently, with the former embedded
more deeply into Windows. Anti-malware software usually runs just like an application
that you can easily shut down. It is much more difficult to turn off anti-virus software.

Because multiple anti-malware software packages don’t interfere with each other the
way multiple anti-virus packages do, you can and should have more than one anti-
malware package running on your PC.
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Although Windows Defender is a competent package, it does have a potential flaw: It’s
updated through Windows Update unlike the Microsoft Security Essentials anti-virus pack-
age. This means that if Windows Update is turned off, the package won't receive the latest
malware definitions. This could leave your computer unprotected against the most recent
malware threats.

Despite this potential weakness, Windows Defender is a useful addition to Windows, and
you should keep it activated and updated even if you are running additional anti-malware
software.

Some anti-virus packages, such as Microsoft Security Essentials, disable Windows Defender
because they perform the same actions, sometimes using the Windows Defender scanning
engine. If this is the case, you will see the message that appears in Figure 10-4 when you
run Windows Defender.

4 Windaws Defender |t

If you are using another program that checks for harmful or unvranted
software, uss the Action Canter b check that progras's stabus.

I you weould B bo use thes peogram, chok hers to byrn it on.

Figure 10-4 Some anti-virus programs disable Windows Defender.

Do not worry about this; there are no recorded instances of viruses and malware being able
to turn off this program.

Windows Malicious Software Removal Tool

Once a month, on what is known as Patch Tuesday, Microsoft releases the latest updates for
the various versions of Windows and Office. Included in these updates is a program called
the Microsoft Windows Malicious Software Removal Tool.

This program, updated only through Windows Update and not available to run separately
from the Start menu, works as additional virus and malware protection on your PC. The
program is also available to download separately from the Microsoft website (see Figure
10-5) at www.microsoft.com/security/malwareremove/default.aspx.
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Figure 10-5 The Microsoft Windows Malicious Software Removal Tool

The Malicious Software Removal Tool scans for and removes only a limited number of
viruses and malware. It is not a replacement for other anti-virus and anti-malware pro-
grams. | recommend the following third-party anti-malware software.

Malwarebytes Anti-Malware

www.malwarebytes.org

Although there are a great many excellent anti-malware products available, Malwarebytes is
the only one | have ever encountered that is able to identify and remove some of the more
unpleasant malware, and | strongly recommend this product.

Spyware Terminator

www.spywareterminator.com

Spyware Terminator is an extremely comprehensive package that offers all types of protec-
tion, and | can thoroughly recommend it as it protects my own PCs. Some users find the
Host Intrusion Protection System in Spyware Terminator, which prevents malware from
installing things on or making changes to your PC, to be, pardon the pun, intrusive, and
you may want to select the Advanced options when installing it so you can choose not to
have this feature running.
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Spyware Blaster

www.javacoolsoftware.com

Another excellent and free package is Spyware Blaster, a small, lightweight program that
provides excellent protection against malware and Trojans.

|NS| DE OUT Always keep anti-virus and anti-malware software up to date

Your anti-virus and anti-malware software packages can keep your PC protected only if
you keep them up to date and set them to run regular scans. It's always wise to be pro-
active and not reactive with your computer’s security.

Identifying an Attack

It's almost impossible for a PC to be infected with a virus or Trojan without a human being
permitting the infection at some point. In this section, | share some guidelines for making
sure you can keep your computer safe from unwanted software.

Look for the Padlock

Most attacks will come from the Internet. Since this is where you probably spend more
time than ever before, shopping, banking, and visiting websites where you provide all types
of personally and commercially sensitive information, you need to be careful about what
information you give and to whom you give it.

Figure 10-6 shows a standard web form, in this case the Microsoft Hotmail account sign-
up screen. This is a good example of a website that requires you to provide all types of
personal information and to create a password. In this case, you can see that the website is
safe because there is a padlock in the address bar. Clicking the padlock will bring up details
about the security certificate associated with the website. You can see in the figure that the
certificate is registered to the address signup.live.com, which matches the address of the
website in the address bar.
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You should never submit personal or sensitive information (such as a password) to

a website that does not display the padlock. Some pages do not display a padlock
because they may consider the information you are entering, your name for instance,
to not need to be encrypted when it's collected through the website, but any page
where you enter details like date of birth or credit card numbers should display the
padlock. Note that different web browsers may display the padlock in different loca-
tions at the top or bottom of the browser window.
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Figure 10-6 Always check for the padlock on secure websites.
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Beware of Spam and Phishing Emails

Spam and phishing emails commonly lead to websites that ask you to enter personal infor-
mation in a form. Spam emails usually try to sell you goods, such as generic drugs, that are
almost always counterfeit. Spam is a multimillion dollar business for criminals. If you want
to buy something legitimate, you should visit a reputable website shop or search for the
product through the shopping section of a legitimate search engine like Google, Yahoo!,
or Bing.

|NS|DE OUT What is a phishing email?

A phishing email is a message that purports to be from a reputable bank or website
asking you to log in to confirm security details. Instead, you are redirected to a fake
website that may look and operate exactly or in a similar way to the real one, but
anything you type into the website will be sent to criminals instead. Phishing emails
commonly ask for information such as your first and last name, date of birth, mother’s
maiden name, account number, and password.

It is important that you use a secure password and, if possible, have different passwords
for each website you use. If you inadvertently give criminals your “standard” password,
they could access all of your accounts, from banking to PayPal, Amazon, eBay, and so on.

CAUTION

No website or bank will ever email its customers asking them to log in to their account
for the purposes of confirming account or security details. If you ever receive an email
asking you to do so, never click on the link in the email. If you want to log in, open
your browser, and type the address of the website.

The one exception to this is some websites will send you a confirmation link when you
first set up an account with them to confirm your identity. This activation link is accept-
able to click, and the website will always tell you to expect one of these emails when
you create an account.
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How to Create a Strong Password

Many people use common dictionary words and names as passwords. These are the weak-
est passwords you can use, and they can be cracked within seconds by any modern com-
puter. To create a strong password, you should use a mixture of uppercase and lowercase
letters, numbers, and symbols.

Examine your password to determine where you can substitute letters for other characters.
Can you slip a capital letter into the middle, substitute an /i or an L for a 1, or use a * instead
of an 0? For example, the password “microsoft” could be spelled “m1cr*SOft” witha 1,a * a
capital S, and 0 used to make the password much more secure.

Table 10-1 shows how long it could take a criminal with an ordinary computer to crack
passwords with different numbers of characters. Where do your passwords fit in the chart?

Table 10-1 How long does it take for a PC to crack a password?

Number of Numbers Upper or Upper or Numbers, Numbers,

Characters  Only Lower Case Lower Case Upper, Upper, Lower
Letters Letters Mixed Lower Case Case Letters,

Letters Symbols

3 Instantly Instantly Instantly Instantly Instantly

4 Instantly Instantly Instantly Instantly Instantly

5 Instantly Instantly 4 seconds 9 seconds 1.25 minutes

6 Instantly 3 seconds 3.25 minutes 9.5 minutes 2 hours

7 Instantly 1.25 minutes 3 hours 10 hours 8.5 days

8 10 seconds 35 minutes 6 days 25.25 days 2.25 years

| recommend that any password(s) you use be a minimum of eight characters long.

Do You Really Need Another Toolbar?

Many free software packages, such as Adobe Flash Player shown in Figure 10-7, offer
additional toolbars for your web browser as a way of helping to finance their develop-
ment. Some of these toolbars, such as toolbars from Google or Bing, are perfectly harmless,
but | would not recommend installing additional toolbars into any web browser for three
reasons.

® They can only serve to slow down your web browser.
® They commonly replicate functionality that is already in your browser, such as search.

® Some are malicious.
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Figure 10-7 Do you really need an extra toolbar?

Malicious Toolbars

To say that some toolbars are malicious is probably overstating the case, but there are good
reasons to avoid most of them. Often they block any attempts you make to access search
engines like Google and Bing and instead redirect you to their own websites; this is because
they make their money through people using their sites to search the web. These web
search engines are often not as good or as comprehensive as the big three, Google, Yahoo!,
and Bing.

The other thing toolbars can do is insist you install additional software on your PC. At best,
this added software will automatically run at startup and slow down your PC. At worst,

it will cause problems on your PC, either by being poorly written or by doing something
deliberately malicious, such as recording what you type and broadcasting it to criminals.

Do You Need that Extra Browser Plug-in or Download?

All Internet browsers these days will warn you if a website wants to install a plug-in for your
browser or if it wants you to download software. In Internet Explorer (and several other
browsers, such as Mozilla Firefox), an information bar like the one shown in Figure 10-8
warns you of this.
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|NS| DE OUT The web browser information bar

The location and color of the information bar will vary depending on the browser you
use. In Internet Explorer 8, which ships with Windows 7, it is at the top of the browser
window, see Figure 10-8. In Internet Explorer 9 it appears at the bottom of the browser

window.

In other browsers such as Mozilla Firefox and Google Chrome this can also vary; the
information bar color in Chrome is blue.
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B This webiite wants ta install the following add-on: ‘Adobe DLW’ from "Gdobe Systems Incomarated'. I you trust the webiite and the x

add-on and want ta install it, elick here...

Figure 10-8 Only download plug-ins and software you specifically need.

The simple rule is to never install or download anything you didn't specifically visit a web-
site to get. A common trick is for a fake security site to try and get you to download a
Trojan (more on this later in the chapter) or for malicious videos on websites like YouTube
to try and convince you that you need a special codec to play a video. These websites will
all use a single standard for playing video, and you will never need to install another. If you
find a video on YouTube, Hulu, or any other website that asks you to use a special codec,
you should email, for example, abuse@paypal.com, and inform the website immediately.
They will all monitor an abuse@... email address.

Malicious Websites

There are many malicious and fake websites that will try to do everything from getting you

to surrender sensitive information to getting you to download viruses and Trojans. Many of

these are quickly blocked by security and Internet browser vendors. The web address shown
in Figure 10-9 was used as part of an email phishing scam, but Internet Explorer blocked

access to the website.
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Figure 10-9 Security vendors can be quick to block harmful websites.

The web address bar in Figure 10-9 is red to indicate a warning and, in this example, the
words “Unsafe Website” appear in the address bar. Clicking this warning will bring up addi-
tional information about the threat (see Figure 10-10).

g Reported unsafe website

This website has been reported to Microsoft to contain
threats to your computer, persanal or financial
information.

Microsoft recommends that you do notvisit webriter
reported to contain unsafe convert,

Report that this site does not contain threats

Whiat is SmartScreen Filter?

Figure 10-10 If a vendor finds a website unsafe, it warns you.

Malicious and Fake Anti-Malware Software

Figure 10-11 shows a common Trojan called Antivirus 2010. | have known many people to
be fooled by this and similar products.



Identifying an Attack 151

@ Antivirus 2010

Stay protected from the latest threats

Antivirus 2010: Status
# Sptem S

@ Protection level: low =
g Eecietty Recommerdation:
c_-_: 1o i Undate anterus
@ upiate @ virus Protection. © NOTFOUND | ¥
'-'_J Settings '7'- Spyware deujgp\l 2 NOTFOUND: ¥

0 NOTFOURD  »

::-ll Automatic 3 | @ NOTFOLND | ¥
|
| | Scan Naw ] [ Update Now
Chack your computer loe viazes Diomnicad e latyst mtection 1o

ard other theeas haip ke yous PL safe

Lastscare  10/7/2008 2:56:28 PM Regeupion s-mat Uniegatered
Gart. full rual-time protection
with Antivirus 210 Tolm e Pegishalicn code: Unnegatered

Figure 10-11 This apparently innocuous anti-virus package is actually a nasty Trojan.

A Trojan like Antivirus 2010 is usually downloaded from a website that claims it has
detected harmful software on your computer (something that is impossible when you first
visit an anti-virus website) and advises you to download and install what looks like a per-
fectly legitimate anti-virus product.

What this software really does is falsely identify dozens, maybe even hundreds, of viruses
and Trojans on your computer. It will claim that it can get rid of all of them, but only if you
upgrade to the full product. It will direct you to a website where you can pay for and down-
load the fake software.

In reality you have just one Trojan on your computer: this one! The download you pay for
will remove it, but it will probably install other malicious software such as keyloggers and
botnet clients. At this point, not only do the criminals responsible for the fake anti-virus
software have a back door into your PC, but they also have your personal details, credit
cards details, and, most likely, the password you commonly use on the Internet as well.

CAUTION

Unless you specifically visit a website to perform a scan, a website cannot automatically
detect malicious software on your PC without first installing a plug-in to do so (more
on this later in the chapter). Never let a website trick you into downloading a Trojan or
virus in this way.

Chapter 10
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What Goes on the Internet, Might Stay There Forever

Internet privacy is a contentious issue, with privacy activists and even governments wading
into the debate about what websites and online companies should do to protect the pri-
vacy of their customers and users and how they should do it.

In Figure 10-12, you can see a typical website privacy settings page, in this case for Face-
book, which has received more criticism than most in recent years.
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Figure 10-12 A typical website privacy settings page

Internet search engines are brilliant for finding out all sorts of information, but they can
also be used to find out information about you. You could one day find personal informa-
tion about yourself or others close to you, such as addresses, your mother’s maiden name,
or your date of birth, available on Google, Yahoo!, or Bing. You might also find personal
comments you have written (privately, so you thought) published for the world to see.

Any information about you can be harvested by criminals, and exposed private comments
could even cost you your job. If you are suddenly receiving large amounts of spam email,
it could be because your email address is exposed on a website and has been harvested by
criminals.

You should always guard your privacy online. Often, you display personal information on
social networking websites or on sites like YouTube. Although these websites are improving
their default privacy settings, you should always check the settings yourself.
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Repairing the Damage

Malicious software can put up all types of barriers when it comes to removal. It can prevent
you from accessing anti-virus and anti-malware websites or redirect you from a legitimate
to a malicious website. In some instances, it can even disable your existing anti-virus and
anti-malware software or prevent you from updating it. However, you can take action to
remove these viruses.

Use Your Existing Anti-Malware Software

If you suspect your computer has been infected with a virus or malware and want to
remove it, the very first thing to try is updating your existing anti-virus and anti-malware
packages and performing full scans with them. You might find they are still functioning and
able to remove the infections on your PC.

|NS| DE OUT Always run your anti-virus and anti-malware scans twice

After you run full scans of your PC with your anti-virus and anti-malware packages and
they have removed infections, you should always restart your PC and run these full
tests again. This way you can be certain that any and all malware has been removed
and your system is clean.

Try a Free Online Virus Scanner

Many Internet security companies offer free online virus scanners. These normally run via a
plug-in from the website, and you can search for them online. Unless you know and trust
the name of the vendor whose service you are using, | recommend using one of the follow-
ing vendors.

® Trend Micro HouseCall http://housecall.trendmicro.com
o BitDefender Online Scanner www.bitdefender.com/scanner/online/free.html
e ESET Online Scanner www.eset.com/online-scanner

® Norton Security Scan security.symantec.com/sscv6
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e Kaspersky Online Scanner www.kaspersky.com/virusscanner
® McAfee FreeScan http.//home.mcafee.com/Downloads/FreeScan.aspx
® Panda ActiveScan www.pandasecurity.com/homeusers/solutions/activescan

These free online services are very efficient and competent. However, they are not a sub-
stitute for a full anti-virus package, since they will commonly be able to scan for only the
biggest and most well-known viruses, not the full range of viruses that your own anti-virus
software can scan for.

McAfee Stinger

A useful tool for detecting and removing malware and viruses is McAfee Stinger software (see
Figure 10-13). You can download it from http.//vil.nai.com/Vvil/stinger. This utility does not
need to be installed on your PC to run. Since viruses often block the installation of new anti-
virus software, you can run Stinger from a removable device such as USB flash drive or a CD.
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Figure 10-13 McAfee Stinger stand-alone anti-malware software

As with the online scanners, Stinger can scan for only a limited number of threats. Always
make certain that you download the latest version of Stinger, perhaps from a different PC,
before running it.
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| NSl DE OUT Rerun tests with your own anti-virus software

After using an online scanner or Stinger to remove a virus, always update your own
anti-virus and anti-malware software, and run full scans to be certain the malware has
been removed.

Safe Mode

All versions of Windows have a special diagnostic mode you can start up in called Safe
Mode. This is a reduced functionality mode where only the basic hardware drivers are
loaded and where all startup software is disabled.

Many viruses and malware packages that run automatically when Windows starts up will
not run in Safe Mode. You can, therefore, run your anti-virus scans in Safe Mode without
fear of interference. This can be especially useful if you want to download an anti-virus
or anti-malware software package but are being blocked or redirected to fake websites
instead.

You enter Safe Mode when you start your computer by pressing F8 on your keyboard to
bring up the Advanced Boot Options screen, as shown in Figure 10-14. If you see the Start-
ing Windows logo, you have gone too far and will need to restart.

The Advanced Boot Options menu presents a series of options. You should usually choose
Safe Mode, but if you need to get online to download anti-malware software or to use an
online virus scanner, you should choose Safe Mode With Networking.

With Windows running in Safe Mode, you should be able to do tasks such as updating your
malware protection (remember to select Safe Mode With Networking to do this) and running
full scans of your PC with both anti-virus and anti-malware packages.
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Figure 10-14 Starting Windows 7 in Safe Mode

If your anti-malware package reports that it has found and removed the malware, you
can reboot your machine normally. You should always run a second full scan using your
anti-virus and anti-malware software after restarting, however, to be sure the malware is
removed.

| N Sl DE OUT My anti-malware software can't remove the virus

If your anti-virus or anti-malware software cannot remove a virus or malware infection,
try another package or one of the free online scanners listed in this chapter.
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Manually Removing a Virus Infection

If your anti-virus software cannot remove a virus, then the time may have come to remove
it manually. This can be a complex process and will usually involve deleting files, removing
Windows services, and removing entries from the Windows 7 registry.

The first thing to do, either in Safe Mode with Networking or, preferably, on an uninfected
PC, is to search the Internet for instructions on manually removing the virus, using the
name of the virus provided by your anti-virus software.

In Figure 10-15, you can see an example of the instructions Microsoft provides on its web-
site for manually removing the W32/SirCam@MM Virus. This is one of the major viruses
from 2001 that | mentioned at the beginning of the chapter.

How to Manually Remove the W32 /SirCam@MM Virus
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@ system Tip
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sure that you understand how to restore the registry if 2 problem ccours. For information about how to back up, restors, and edit the registry,
check the tollawing article number to view the arhicle in the Microsott Knowledge Base:

256966 Description of the Microsoft windows Registry

Expand all | Collapse all
-] SUMMARY

Thiz article describes how to manually remove the W32Z/SwCam@MM virus from Windows 2000. Use this
manual procedure only if you are unable ta remaove the virus by using the W32/SirCam@MM stand-alone
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centertoals.asp

removal tool, Scrmove?.zip, that is availsble at the following MeAf
hitp:/fwww meafeebib cominaicammeon/avert/avert-research

MORE INFORMATION

WARNING: If yau use Registry Editor incoreectly, you may cause serious problems that may require yau t
reinslall your operating systern. Microsoft cannot guarantes that you can sulve problems that result from
wsing Registry Cditar incorractly . Use Ragistry Editor at your awn risk.

Ta remave the WIZ/SirCam@MM virus manually, camplate the fallawing steps:

« If your computer is on a network, disconnect your computer from the netwark,

IF your cormpuber 15 connected to the Internet, disconnact your computer from the Internet.

. Start Registry Editor (Regedt32.exe).

Locate the following subkey in the registry:
HEEY_LLASSES_RUUT\exefile\shell\openicommand

Eowor e

5. Double-chck the value entry in the right pane of Registry Cditor,
&, Inthe String Editor dialog box, trpe the following string sxactly as follows:

Figure 10-15 Typical virus manual removal instructions

The instructions provided by Microsoft or other third-party anti-virus vendors like Symantec
and McAfee can sometimes be complicated. However, the following instructions may help
you make sense of a complicated procedure.

1. Note the name of the virus or malware infection on your PC, as provided by your
anti-virus or anti-malware program.
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3.

4.

On an uninfected PC if possible, search online for virusname manual remove.
Choose a link from Microsoft or one of the major security vendors | mentioned in the
free online scanner section earlier in the chapter.

Print out the instructions, if possible, so you have them in hand.

Boot your PC in Safe Mode as described in the section titled, “Safe Mode.”

You may need four Windows tools to manually remove the virus.

e Windows Explorer, accessed by clicking Computer on the Start menu.

® MSConfig, accessed by typing msconfig in the Start menu search box. On the

MSConfig Startup tab, clear programs that are set to start automatically when Win-
dows starts. This may include malware. You can also use the Services tab to remove
malware services in Windows, but | would recommend instead using the Services
Panel (see below) for disabling Windows 7 services.

Services panel, accessed by typing services.msc in the Start menu search box. This
will provide a list of all the Windows 7 components, including plug-in and third-party
services, that make up the operating system. You can view them by status, which you
may find helpful since Windows 7 on your PC will not need every service that ships
with the operating system. Right-click any service, and select Properties from the
context menu that appears. In the dialog box that opens, you can disable the service.

Windows registry, accessed by typing regedit in the Start menu search box. This is
the database of settings for the operating system and all of your software. | will cover
advanced tasks with Windows registry in Chapter 27, "Advanced Registry Work."

CAUTION

You should always exercise caution when disabling a Windows service or changing a
registry setting. Changing a setting that is critical to the operation of Windows or a
program can cause a malfunction or even lead to the entire operating system becom-
ing unresponsive, even after restarting the PC.

Virus Removal Using Another PC

If Windows 7 cannot start even in Safe Mode because of an infection, you can still remove
the virus, but you will need another PC or laptop to do so. You can physically remove the
infected hard disk from your PC by unplugging its power and data cables. (Always make
sure your PC is switched off and disconnected from the main power source before you do
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this.) You can connect this hard drive to another PC either by plugging it in inside the case
of the alternative desktop PC or by putting it into a USB-removable hard disk caddy (rec-
ommended). You can then start this other PC, making sure its anti-virus and anti-malware
software has been updated in advance, and run full scans passively on the infected disk. |
say "passively” because you need to make certain you don’t open or run any files on the
infected drive during this process, since this will risk infecting the second PC with the virus
or malware.

Restoring Windows 7 from a Backup

A good way to quickly and easily remove virus infection is to restore Windows 7 from a

clean system image backup. If you created such a backup, you can use it to restore your
copy of Windows and all of your software exactly as they existed when the backup was

made.

This may be inconvenient, especially if the backup was created a long time ago, because
there will be many updates and new software to install. However, it can be a quick and easy
way to remove a virus infection.

|NS| DE OUT Run a full virus scan after restoring from a backup

You should always make sure your anti-virus and anti-malware packages are fully up
to date and run full scans with them after restoring Windows 7 from a system image
backup, because a virus infection might sit in a file on your hard drive. If this is the
case, you could reinfect your PC the next time you open the file.

Viruses Corrupting the BIOS

Most modern BIOS come with built-in protection to defend against viruses rewriting or
erasing the BIOS code (see Figure 10-16). Although this feature can, on rare occasions,
interfere with certain hardware, it can also be very useful. You will need to turn off this fea-
ture to update the firmware in your BIOS.

In some extreme cases, viruses have been known to rewrite a computer’s BIOS chip on the
motherboard. If this happens, your computer will no longer communicate with Windows
and won't be able to start (see Figure 10-17).
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Figure 10-17 A corrupt BIOS preventing a PC from booting

In Chapter 7, “"Hardware,” | wrote about how to reset the computer’s BIOS, and this should
be the first thing to try if your PC does not start after a virus attack. Sometimes, however,
this won't be enough, and you will need to upgrade the firmware in the BIOS using a utility
provided by your motherboard manufacturer. This software is usually on a CD that comes
with your motherboard or PC, and the firmware update can be found on the manufac-
turer’s website.

You should consult the motherboard manual for instructions on exactly how to update the
BIOS firmware, but normally you need to create a bootable CD or floppy disk on another
PC using the supplied software. You start the infected PC using this disk, and the utility
upgrades the BIOS firmware. This usually fixes the problem.
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CAUTION

You should always be very careful upgrading the firmware for your motherboard’s
BIOS, because if the process is not done exactly as directed in the manual or if it is
interrupted for some reason, your motherboard can become completely unusable.

Fortunately, virus attacks on the BIOS are extremely rare, but they can cause devastating
damage to your PC. If upgrading the firmware for your BIOS does not fix this type of attack,
you should contact an IT professional for further assistance.

Where Can Viruses Hide?

Simply getting rid of a virus is sometimes not enough. There are places where viruses can
hide.

® Email A virus or malware can sit in an infected email, usually as an attachment, and
can reinfect your computer the next time you open it. You should delete all infected
emails.

® Files Files on your PC may contain viruses. Microsoft Office and PDF files are com-
monly used to hide viruses. If your anti-virus software cannot remove the infection
from a file, you should either delete the file or quarantine it (this choice is usually
offered by anti-virus software) until it can be healed in the future.

® Backups Have you backed up your files since your PC became infected? You should
check the dates of your backed-up files to see if the virus infection sits there, ready to
reinfect your PC if you restore them. If this is the case, consider deleting and redoing
the backup.

® System Restore This is a Windows service that can roll back critical operating
system files in the event of a failed driver or software install. You can access System
Restore in the Control Panel by clicking System And Security, then clicking System,
and then clicking Advanced System Settings. You should turn off System Restore on
all drives and restart your computer. Reactivate System Restore only when the virus
infection is gone. To do this, in the System Properties dialog box, on the System Pro-
tection tab, click Configure in the System Restore panel, and then disable protection
for all drives.
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Summary

No matter how up-to-date or effective your anti-virus or anti-malware software is on
your PC, and no matter how good your firewall is, the weakest point of entry to your

PC will always be the user. That user might not always be you. Some people guard their
PCs carefully and are wary of letting friends or family members use them because of hor-
ror stories they've heard or because of their own experiences online. In the end, however,
computers and the Internet are for you to enjoy and not fear. While it's easy to download
a virus, it's usually equally as easy to get rid of it without it causing any permanent dam-
age. If you want more information about PC and Internet security, log on to my website at
www.thelongclimb.com for updates on the latest threats, scams, and fixes.
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CHAPTER 11

Easy Ways to Fix Windows 7

ou might be surprised how easily the operating system can fix many of the common

problems and annoyances you might experience with Windows 7. These problems

can range from software and drivers not working to corrupt files to Windows not
starting. Fortunately, the operating system includes a tool for dealing with just about every
situation you encounter.

Restore Previous Versions of Files

First seen in Windows Server 2003 for use across networks, Previous Versions is a system
that uses the System Restore feature in Windows 7 to save previous versions of files that
have been changed. You access Previous Versions through Control Panel by clicking System
and Security\System and then clicking Advanced System Settings in the left pane.

In the dialog box that appears, select the System Protection tab, as shown in Figure 11-1.
Here you can control what drives are protected by Previous Versions. By default, the Windows
drive is protected, but if you've moved your files and data to another drive, you need to
switch on system protection for that drive as well.
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Figure 11-1 Controlling previous versions of files in Windows 7 163
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To turn on system protection for a drive, click the drive you want from the Available Drives
in the Protection Settings area of the System Protection tab, and click Configure. A dialog
box like the one shown in Figure 11-2 opens for that drive and includes three options.

® Restore system settings and previous versions of files. Choose this option only

on the hard disk or partition that contains your copy of Windows 7.

® Only restore previous versions of files. Use this option for drives or partitions

that contain files and data that will change, but no operating system.

® Turn off system protection. Select this option for drives on which the files won't

change, such as a Windows 7 Image backup, and no operating system is installed.

The Disk Space Usage section lets you adjust how much space on your hard disk you want
to allocate for backups. The default amounts are very low.

£, System Protection for Local Disk (C2) ]

Restore Settings

System Protection can keep coples of system settings and previous
wersons of files, Select what you would s to be able b restons:
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ones.
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Max Lsage:

3% (896.91 MB)

Figure 11-2 Controlling settings for previous versions

|NS| DE OUT Why isn't Previous Versions saving my files?

By default, Previous Versions reserves 3 percent of the space on any drive it is activated
on, but this amount of space might not be enough for your needs. | have tens of thou-
sands of files on my PC, many of which | am constantly updating and changing. When |
want to use the Previous Versions feature to restore an earlier copy of a file, | often find
that no previous copies of the file are backed up.
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You need to decide how much disk space you're prepared to reserve for the Previous
Versions feature and what files you want it to save. To work effectively with a heavy
volume of files, you should be prepared to allocate 10 percent of your disk space for
Previous Versions.

You can also restore a previous version of a document by right-clicking the file and select-
ing Restore Previous Versions from the shortcut menu, as shown in Figure 11-3.
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Figure 11-3 Accessing previous versions of files

You shouldn't rely on Previous Versions as the sole way to keep backup copies of your files
and documents. As you can see in Figure 11-4, no previous versions of files are available
for the file | have selected, despite the fact that this file has been edited many times. Previ-
ous Versions cannot tell the difference between files you deem critical and minor changes,
which could include the “last accessed” date and time stamp made to all files when you
open them.

This means that playing a music track or viewing a photo also counts as a file change, and
there could be a great many more of these changes than there would be to files you edit
and work with.
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As a result, the files you have edited most recently, for instance a group of music tracks

or viewed photos, will cause the files you have worked on, spreadsheets for instance, to

be moved down the priority list for Previous Versions until the backups are automatically
deleted when no more disk space for them is available. In this case, | would have been dis-
appointed if | had not kept my own backups. You should always keep your own backups of
files. Because of the way the Previous Versions feature works, you can’t guarantee that it will
have the backed-up versions of the file you want to restore.
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Figure 11-4 The Previous Versions restore window

As | said, you should never use Previous Versions as an alternative to backing up your files
because it doesn't keep a backup copy of every file, only the most recently changed few
(depending on how much disk space it has available). You also need to allocate a reason-
able amount of space on your hard disk or partition for storing the backups for the feature
to work at its best.

System Restore

The System Restore function has been in Windows since Windows XP. It was originally criti-
cized as being a nice hiding place for viruses, because Windows XP didn’t have a security
system in place to prevent viruses from being written there, and anti-virus software couldn’t
easily remove any viruses that were planted. Also, while performing a system restore after
cleaning the virus, the virus would also be restored., The addition of the User Account Con-
trol security system means this feature can now be trusted to restore important and critical
Windows 7 files—and nothing nasty.
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System Restore takes snapshots of critical Windows 7 operating system files when changes
are made, such as installing new software or a driver for a new hardware device. Should
something go wrong—for instance, the driver causes Windows 7 to misbehave—you can

restore all critical Windows operating system files to the point just before the driver was
installed.

| NSl DE OUT Does System Restore affect my files and documents?

System Restore doesn’t roll back any changes to your files or documents, nor does it
delete any of them. It makes changes only to Windows 7 operating system files.

Configuring System Restore

As shown in Figure 11-5, you access System Restore through Control Panel by clicking Sys-
tem and Security\System and then clicking Advanced System Settings in the left pane.
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Figure 11-5 System Restore in Windows 7

In the System Protection tab, you can set the options for System Restore by clicking Con-
figure. You want to make sure the hard disk or partition on which you have Windows 7
installed is set to "Restore system settings and previous versions of files." The system works
automatically in the background, protecting your computer.
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| NSl DE OUT Don't deactivate System Restore

Anybody who had a bad experience with System Restore in Windows XP doesn’t need
to worry anymore. System Restore in Windows 7 is an essential tool, and you should
leave it on. It is the quickest and easiest way to get Windows 7 back up and running if
you make a change that causes the system to become unstable.

Manually Creating Restore Points

You can also create your own restore points. You might want to do this if you're chang-
ing some operating system settings and are not certain what the result will be or if you're
installing a piece of software or a hardware driver that you suspect will cause a problem
and you want to ensure that a particular restore point is saved. To create your own restore
point, click Create in the System Protection tab of the System Properties dialog box shown
in Figure 11-5.

Restoring Windows 7 Using System Restore

The quickest way to get into System Restore to restore Windows 7 to an earlier time is to
type system restore in the Start menu search box.

The System Restore window lists the date and time at which restore points were made and
describes what triggered them. You can see in Figure 11-6 that one restore point was an
automatically scheduled backup and the other two occurred when Microsoft Virtual PC
2007 was installed and later removed.
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Figure 11-6 Restoring Windows 7 files using System Restore
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You want to choose the restore point that best reflects the change you want to undo, such
as when you installed a new device driver or a piece of software. You can click Next to
start the process. Your PC needs to restart during this process.

|NS| DE OUT Don't worry about picking the wrong restore point

If you err on the side of caution and don’t choose a System Restore point that goes
back far enough to undo the changes you want to make, don’t worry. You can simply
repeat the process.

When your PC has restarted and the System Restore has successfully completed, you will
see a message like the one in Figure 11-7. You will also be notified if System Restore has
been unable to restore your Windows 7.

System Restore @

Systen Restore completed succesdiuly, The systen has been
restored b /312010 1252333 PM. Your documents have not besn
alfected,

| Oose

Figure 11-7 Successful System Restore message

Can | Undo System Restore Changes?

The simple answer is yes, provided you're not using System Restore from Windows
Startup Repair (more on this service later in the chapter) or from Safe Mode. As shown
in Figure 11-8, a new restore point is created just before your changes are rolled back.

Running System Restore again will give you an option to undo any changes you've made
and restore the system to the state it was in before you used System Restore. You would use
this option if you realized that restoring older files has, for example, uninstalled a critical
program you need.

You can try again with your other restore points until you find one that provides a stable
operating system that you can work in.
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Figure 11-8 Undoing System Restore changes

Troubleshooting Software Compatibility

Recall from Chapter 2, "The Basic Windows 7 Utilities,” that when you install software in
Windows 7, you will receive a message if the system detects that the software won’'t work
properly. (Older software is especially prone to compatibility issues.) You will receive a
prompt that asks whether the software has installed properly and offers to reinstall it auto-
matically in compatibility mode if it hasn't.

This automated feature is extremely useful, but it appears only when you first go to install
the software. But what happens if you click Yes, and you then find that the software doesn’t
work properly, or if it doesn't configure the software properly to begin with?

Manually Setting Program Compatibility

To access the program compatibility options, right-click a program’s icon (either on the
desktop or in Windows Explorer) or on its entry in the Start menu, and select Properties
from the shortcut menu. Click the Compatibility tab in the Properties dialog box, as shown
in Figure 11-9, and choose the settings you want to use. Some applications, especially those
that ship as part of Windows 7, don’t have this option available.
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Figure 11-9 Adjusting the compatibility settings for a program

Compatibility mode allows you to emulate every version of Windows going back to
Windows 95. You should choose the option for the most recent version of Windows in
which the software you want to install worked properly.

If you're not sure which version of Windows to choose, try different settings until you find
one that works with the software you want to load.

|NS| DE OUT {/SVitrjgiv‘:- ‘;U?” list of compatible software and hardware in

A list of software and hardware that is compatible with Windows 7 is located on the
Microsoft website at the following address:

http.//www.microsoft.com/windows/compatibility/windows-7/en-us/default.aspx

This list isn't exhaustive, but it is comprehensive and a good way to find out whether
your software and hardware are compatible with an upgrade to Windows 7.

You can also download a program from this website that checks your software and
hardware for compatibility with Windows 7 and produces a report for you.
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The program compatibility settings offer more options, most importantly the ability to run
a program as an administrator (Figure 11-10). You should always be careful with this option
because it means the program has complete access to and can modify the Windows 7 sys-
tem files. Some older software, however, especially custom business software, requires this
level of access in order to function.
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Figure 11-10 More program compatibility options

You will probably never need the remaining options, which exist for particularly old or
problematic software, such as a program that causes an error when run under the Aero
Glass Windows 7 interface or doesn't function properly on high-resolution screens.

The Automatic Program Compatibility Troubleshooter

You access the Program Compatibility troubleshooter by typing program compatibility
into the Start menu search box, as shown in Figure 11-11. Many users may find this an
easier way to troubleshoot program compatibility in Windows 7 than by using the manual
methods | detailed earlier in this chapter.

The Program Compatibility troubleshooter, shown in Figure 11-12, detects all the software
you have installed on your PC and asks which program is causing problems. It then tries dif-
ferent compatibility settings for the program, changing them automatically, and asks you
each time whether the program is now working properly.
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Figure 11-12 The automated Program Compatibility troubleshooter

This troubleshooter is an automated version of the program compatibility options men-

tioned earlier, but it isn't as flexible as modifying the program compatibility settings
yourself.

Program Compatibility Notifications in Action Center

Occasionally, Action Center in Windows 7, signified by the white flag next to the clock on
the taskbar, alerts you to a potential program compatibility problem.
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In Figure 11-13, you can see that Windows has detected that the Adobe Flash Player soft-
ware has stopped working. Microsoft gathers a significant amount of detail about programs
that fail to work. When applications don’t work on your computer, you are asked whether
you want to send the error information to Microsoft.

Sometimes a fix is suggested. As you can see in Figure 11-13, links are provided to both the
Flash Player uninstaller and a website that has the Flash Player update.

\/’\./ [P+ ControlPanel » AN Control Panel tems » Action Center » Message Details = |45l search Controt Pare o

i) Windows automstically archived this message.

Troubleshoot a problem with Adobe Flash Player
Adobe Flash Player has stopped working properly, Technizal Information

To treubleshant this problem, follow these steps: Flash Player help and

1. #% Ciick to go online and run the Flas

2. In the File Download dialog box, chick Run, and then follow the instruchons to
wrinstall Hash player, ¥ If you are prompted for an admimistrator password or
confirmation. type the password or provide confirmation,

3. & Click to go online and ins lash Player update
» Additional infermation for 64-bit browser users

Was this information helpful? Yes No Sornewhat
Ask - Fri - e e

0K

Figure 11-13 The automatic program troubleshooter in Action Center

| NSl DE OUT acgguyto;ozfggutzo&\ilgrigg(;gs automatically sending information

Some people guard their privacy jealously and don’t want Windows sending any infor-
mation to Microsoft. The data sent to Microsoft doesn’t include any personally identifi-
able information, but you can opt out of sending any information in Action Center.

In Action Center, select Change Action Center Settings in the left pane, and then click
Customer Experience Improvement Program Settings. As shown here, you can opt out
of this program by selecting “No, | don’t want to participate in the program.”
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I recommend that you leave it switched on. This tool is useful, and turning it off might
mean that you don’t automatically receive useful troubleshooting advice about
Windows 7 from Microsoft.

Windows XP Mode

For software that doesn’t work in Windows 7, there’s always Windows XP Mode. | talked
about this add-in at some length in Chapters 2, 3, and 8. Windows XP Mode is a fully
licensed copy of Windows XP Professional that allows you to install software that runs in
Windows XP, complete with blue windows, but is accessible from your Windows 7 Start
menu and runs on your Windows 7 desktop.

Windows Won't Start

Occasionally, Windows 7 just won't start. A configuration file or some other minor issue is
usually what prevents Windows 7 from starting correctly in such cases. You can get frus-
trated when even restarting your computer several times doesn’t work. Sometimes the
answer is as simple as turning off your machine and turning it on again.
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Last Known Good Configuration

When you start your computer, press the F8 key just after the BIOS screen has disappeared.
If you see the "Starting Windows" logo, you've gone too far and will have to try again.
Pressing F8 brings up the Windows startup options, as shown in Figure 11-14.

Advanced Boot Options

Advanced Options for: Windows 7
the arrow keys to highlight your choice.)

Repair Your Computer

safe Mode
= Mode th Networking
th Command Prompt

Logging
solution vi

Start Windows Normally

Description: start windows with only the core drivers and services. Use
when you cannot boot after installing a new device or driver.

ENTER=Choose EsC=Cance]l

Figure 11-14 Windows startup options

From these options, select Last Known Good Configuration (advanced) to reset the current
Windows 7 instance in favor of the one recorded the last time Windows successfully started.

Windows 7 should now start. Note that this option won't change any Windows settings
since you last started the operating system, so it's perfectly safe to use.

Safe Mode

If the Last Known Good Configuration doesn't get Windows 7 started, you can choose
another option from the Advanced Boot Options. Again, press F8 when starting your com-
puter, and this time choose the Safe Mode option.
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If Windows 7 loads to the Safe Mode desktop, shut down your computer and restart it.
Many startup problems with the operating system are fixed using this option.

INSIDE OUT  avoia the reset button

You should avoid restarting your computer by using the reset button, especially if
you're restarting only because you haven't pressed F8 in time to show the Advanced
Boot Options. If possible, let Windows load to the desktop, and then restart your com-
puter using the Restart option from the Start menu.

Pressing your computer’s reset button at the wrong time can cause essential Windows 7
startup files to become corrupt.

Windows Startup Repair

If Windows 7 fails to start after three tries, Windows Startup Repair will appear the next
time you start your computer. Windows Startup Repair is a fully automated feature that
replaces the Recovery Console from previous versions of Windows. Figure 11-15 shows
the dialog box you'll see when the Startup Repair tool appears.

il startup Repair x|

Restart your computer to complete the repairs.

To restart mediately, dick Finish.
T repaics were sucoessful, Windows wil start correctly.

IFrepairs were ot successfi, Startup Repair might run again to continue fixing your
computer,

Frish |

Figure 11-15 Windows Startup Repair

This service looks at your Windows 7 installation and tries to identify and fix any prob-
lems that are preventing Windows 7 from starting. If the service finds something wrong, it

attempts to repair the problem and then prompts you to restart the computer if the prob-
lem is fixed.
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If Startup Repair is unable to fix the problem, it asks whether you want to restore Windows
from a System Restore point, as shown in Figure 11-16. A faulty hardware driver or a
recently installed piece of software are common culprits that prevent Windows 7 from

starting.

i

“Your computer was unable to start
Startup Repar i cheding vour system for problems...

f| Startup Repair

' Do you want to restore your computer using System Restore?
I

Startup Hepar can by to restore your computer to an earker pont in ime when it
weonked corre thy.

‘This repair wil nat dh d o might r some programs that

[fowe | __conat |

R

Figure 11-16 System Restore option in Startup Repair

As a final option, you can restore Windows 7 from an image backup, as shown in Figure
11-17. If you use this option, you lose any updates and new software installed since the
backup was made. Startup Repair offers this option only if it can't repair the problem any

other way.

Syslem Recovery Options. x|
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it | [T ]

Figure 11-17 Image backup option in Startup Repair

Startup Repair from an Install DVD or a System Repair Disc

You can also run Startup Repair from your Windows 7 install DVD or a System Repair disc.
These approaches offer you more options for fixing your computer when it won't start.
When starting from your Windows 7 install DVD, at the install screen, click Repair Your

Computer, as shown in Figure 11-18.
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You can also access Repair Your Computer from the boot menu (by pressing F8 at startup).
You will only be able to access this if the Windows boot loader on the hard disk has not
been deleted or corrupted.

What to know before installing Windows

Repair your computer

Copyright © 2008 Microsoft Corporation. All rights reserved.

Figure 11-18 Install DVD screen showing the Repair Your Computer option

As shown in Figure 11-19, you have additional options for system recovery on the instal-
lation DVD, such as diagnosing your computer’s memory or using manual commands
through a Command Prompt. Chapter 15, "Advanced Repair Methods,” has more details
about the Command Prompt options.
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Figure 11-19 Additional repair options from the install DVD

You Did Back It Up, Didn’t You?

If you still can’t get Windows 7 to start, you should choose System Image Recovery and
restore Windows 7 from a backup. | covered backups in Chapter 1, “Prevention Is Better
Than Cure.” Sadly, if you don't have a system image of your Windows 7 installation, you
will need to reinstall your operating system, including all of your programs and updates.

Chapter 11



180 Chapter 11 Easy Ways to Fix Windows 7

Working with Device Drivers

There are hundreds of thousands of hardware devices for PCs, ranging from super-cheap
components to extremely expensive graphics cards. Microsoft has a certification program
for hardware drivers, but it isn't mandatory for the 32-bit versions of Windows 7, and many
hardware manufacturers don't want to pay for it.

With the 64-bit editions of Windows 7, driver certification is mandatory, but you can still
install drivers that are uncertified. Once you realize that hardware drivers control your
whole experience with Windows, you won't be surprised to discover that uncertified device
drivers can cause problems with Windows or even cause the operating system to fail to
start. They are one of the biggest causes of computer problems.

Fortunately, Microsoft has made working with hardware drivers easy in Windows 7, so
if you need to remove, reinstall, or update one, you shouldn't encounter any problems.
Before explaining how you handle device drivers in Windows 7, I'll warn you of some of
the issues that can occur with device drivers.

Common Problems with Device Drivers

Device driver problems are at the root of many issues with Windows 7. Here are some of
the most common ones.

® Windows doesn't start.
® A device stops working.
® A device starts misbehaving.

A problem often occurs for the first time after you've performed one of the following
actions.

® |Installed hardware for the first time.
® Updated the hardware driver manually.
e Updated the driver through Windows Update.

Recently, a media PC of mine, which had always been extremely stable, suddenly began
crashing regularly. The crashes began shortly after a Windows Update that had included a
new driver for the networking card. So | rolled back that driver to the previous version, and
the problem immediately went away.
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I was lucky | found the problem so quickly. Sometimes device problems can be difficult

to diagnose. On this same PC, Windows Update had recently installed numerous updates
because | had just restored this PC from a backup that | had made a year ago. | had also
placed a Nintendo Wii games console on top of it, which could have caused overheating
or electrical interference that could also have been the source of the problem. If the driver
rollback had not worked, | could have spent hours diagnosing the problem that was caus-
ing my media PC to crash.

In Chapter 13, "Advanced Troubleshooting,” I'll tackle the topic of diagnosing device prob-
lems in more detail. For now, let's deal with troubleshooting techniques for specific drivers.

Graphics Driver Problems

Some of the most common driver problems occur with the computer’s graphics drivers. The
graphics card driver differs from other Windows drivers because it is the first driver to load
when Windows starts.

Here are a few common problems caused by graphics drivers.
® Windows loads but has no picture.

® Windows shows the Blue Screen of Death (BSOD) while loading, as shown here.

TEERTOP: 1 (0x00000000, 0xFIA1Z0AE, 0 00008, QuCOOOOO00)

A problem h een detected and Windows has been shut down to prevent damage
to your computer

DRIVER_IRQL_MOT_LE3S _¢R_EQUAL

If this is the F time you'u Stop er your
conputer. mmn appea Follow the

Check to make sure any new hardware or soffware roperly installed. If this is a
new insta turer fo ¥ Windows wpdates

you might

ar software.
to wse Safe

: COM2 dPort Ax2F8, Baud Rate L]
1 memo
p complete. L y en adninistrator or
support group.

® Your screen resolution is stuck at its lowest settings.
® Windows 7 crashes while loading games.

® You can't use the Aero Glass interface in Windows 7.

Chapter 11



182

Chapter 11 Easy Ways to Fix Windows 7

If you encounter one of the problems | have described, it's best to start your PC in Safe
Mode. As mentioned earlier in the chapter, you do this by pressing F8 when Windows starts
but before the Starting Windows screen appears (see Figure 11-20.) If you see this screen,
you have gone too far and need to restart your PC again.

Starting Windows

Figure 11-20 Windows 7 loading screen

Pressing the F8 key brings up the Advanced Boot Options screen (shown earlier in Fig-
ure 11-14). Choose Safe Mode, and press Enter. This is a reduced functionality mode
where Windows loads the minimum drivers and software.

Refer to the "Windows Won't Start” section earlier in this chapter for more options.

Device Manager

Device Manager, shown in Figure 11-21, is where you can see and control all the drivers for
the hardware installed on your PC. You access Device Manager through Control Panel. Click
Hardware and Sound\Device Manager. Alternatively, you can type device manager in the
Start menu search box.



Working with Device Drivers 183

= Device Manager o [ =] &
File Action View Help

b ok ARl 7 Borl i

4y Study
1% Computer
- Disk drives
K Display sdapters
el OVE/CD-ROM drves
85 Human Interface Devices
g IDE ATA/ATAPI controllers
§ [EEE 1394 Bus host controlles
= Keybosrds
Pl Mice and ather pointing devices
= Monitors
&¥ Metwork adapters
'Y Pods (COM &LLPT)
B processers
% Sound, video and game controllers
wa Sterage Volumes
M Syctem devices
g Universal Image Mounter
§ Unreersal Senal Bus contrallers
¥ USE Virualization
(=, V50 devices

Figure 11-21 Device Manager

The hardware is organized into categories, most of which are self-explanatory: disk drives,
display adapters, DVD/CD-ROM drives, keyboards, network adapters, and so on.

Some categories need more explanation.

® Human Interface Devices is where drivers for hardware such as USB input devices
(such as graphics tablets and remote control sensors) are located.

® Sound, video and game controllers includes everything from your PC's sound
card and gaming joystick to TV tuner cards and webcams.

A white arrow precedes each category. Clicking it expands the category to display all the
hardware within it, as shown in Figure 11-22. Here you can see any drivers that may not
be working (they will be highlighted with a yellow warning triangle or a red cross) or see
whether they're even listed.



1T 483deyd

184 Chapter 11  Easy Ways to Fix Windows 7

El
8

= Device Manager =1
File Action View Help
L L Aol 7 Hodl .7

4y Study .
= /8 Computer
4 . Disk drives
.y Denenc USB CF Reader USE Device
g Genenc LISE M5 Reader USE Device
1 Generic USE 50 Reader USE Device
s Jeneric USB SM Reader USE Device
o SAMSUNG HD733L) ATA Device
g STIAD0EILAS ATA Device
a USB Device
« B Display adapters E
B, NVIDLA GeForce 9400 GT
2. DVD/CD-ROM drives
._“-2 Ophiare DVD RW AD-72005 ATA Denice
» 05 Human Intedface Devices
o g IDE ATASATAP] contrellers
> § IEEE1394 Bus host controllers
, &= Keyboards
o | Mice and other pasnting devices
- BE Menitors .
4 % Network adapters
=¥ Belkin Ml Wireless Desktop Card
o TF Podts (COM BLLPT)
o B Processars
» 8% Seound, video and game contrellers -

Figure 11-22 Viewing specific hardware in Device Manager

A yellow warning triangle next to a device, as shown in the Generic volume items in
Figure 11-23, means that the driver either isn't installed or isn't working properly. If any
devices have warning triangles, these groups will expand automatically when Device
Manager starts.
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Figure 11-23 Problem hardware indicated by a warning triangle
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If your hardware isn't listed, on the Action menu, select Scan For Hardware Changes, as
shown in Figure 11-24. After the scan, your hardware should appear in the list, and Win-
dows 7 might automatically install the correct driver for that hardware. Windows will inform
you whether an appropriate driver has been found and installed or whether no driver could
be found.
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Scan for changed or new Flug and Play devices.

Figure 11-24 Searching for new hardware in Device Manager

If your hardware still doesn’t show up, on the View menu, select Show Hidden Devices, as
shown in Figure 11-25. The hidden devices are usually hardware drivers for Windows com-
ponents, but they can also include your PC's hardware.

In the recent example | mentioned in which a network device driver was causing my com-
puter to crash, the driver, which had been digitally tested and distributed through Windows
Update, didn't appear in Device Manager until | clicked Show Hidden Devices.
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Figure 11-25 Viewing hidden devices in Device Manager

What If My Hardware Still Doesn’t Appear?

There are a few situations in which your hardware still doesn’t appear in the device list. At
this point, ask yourself the following questions.

® Could my hardware be called something else in Device Manager? Look through
the list to see whether your hardware shows up with a different name from the one
you're expecting. For example, many devices are simply called "Human Interface
Device”

® [f my device is removable, such as a USB device, does unplugging it cause something
to disappear from the device list?

® |s my device firmly plugged in, and are all the relevant power and data cables
attached to it? Make sure your PC is turned off and disconnected from the main elec-
trical supply before checking this.

With USB and other removable devices, if Windows doesn’'t make any sound when you
plug in your device or you don't see a small notification window on the right of the taskbar
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telling you the hardware has been found, Windows might not be seeing the device. There
are several things you can try at this point.

® Plug your device into a different port. For example, if your device is USB, check the
ports on the front of your PC as well as the ones at the back.

® Try a different connecting cable.

e If your device requires its own external power supply, make sure that it is connected,
turned on, and receiving power.

® |eave the device plugged in, and restart your computer.

|NS| DE OUT Using older USB devices

Some older USB devices (and possibly some new ones) require that you install the
device driver from the supplied CD before plugging the device into the computer for
the first time. Check the manual that came with your hardware, or look for FAQs on the
manufacturer’s website.

If you still can't get your device to work, the device might be faulty. Try to use the device
on another PC. This test will be much easier with a USB or other removable device. If the
device is a graphics card, however, you might want to check the manufacturer’s website for
support and check out some help forums before trying to install it on a different PC.

Installing Device Drivers

Windows normally updates the drivers for new hardware automatically. Even though Win-
dows 7 comes with more hardware drivers than any earlier version of Windows, it still might
encounter drivers it won't find or be able to install automatically.

1. To install the driver for a device, right-click it in Device Manager, and select Update
Driver Software from the shortcut menu.



1T 493deyd

188 Chapter 11  Easy Ways to Fix Windows 7

mm‘m View Help
L L el NS 7 Bo AR F

&gy Study
/8 Computer
e Disk: dlrves
1 Dusplay adapters
g DVDVCD-ROM drives
+ 017 Human Interface Devices
b g IDE ATASATAPI controllers
»-§ IEEE1394 Bus host controllers
1 <= Keyboards
5 - Mice and other peinting devices
» B Monitars
o B Network adapters
T Ports {COM & LPT)
[ Processars
b-% Sound, video and game contrallers
4y Storage Volumes
o Generrc ol
o Genencvolun|  Update Driver Software...
o Generic velurr Disable
wy Genesic velurmr Uninstall
iy Genesic vulun|
1M System devices
1 Universal Tmage by
5§ Universal Serial B
o § USE Vinualization

Scan for hardware changes

Praperties

Launches the Update Driver Saftware Wizard for the selected device.

2. You can choose to have Windows 7 find and install the driver or to install it manually
from a disk or another location. If you have a copy of the driver on CD or DVD, select

Browse My Computer For Driver Software.

—

{_) L Update Dever Software - Genene volurme

How do you want to search for driver software?

+ Search automatically for updated driver software
Windaws will search your computer and the Interet far the latest driver saftware
for your device, unless you've disabled this feature in your device installation
settings.

2 Browse my computer for driver software
Lacate and mstall drver software manually.
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I NSl DE OUT Always make sure you have a copy of your network/Wi-Fi driver

If Windows doesn’t come with a suitable driver for your network or Wi-Fi card,

you must make certain that you have a copy on a disk ready to install. If you don’t,
Windows won’t be able to search online for a driver for you, and the hardware will not
work.

3. Windows 7 will ask where it should look for a driver. You can browse to the location
on your hard disk or CD where the driver is located. Sometimes you want to manually
select which driver you want Windows to install, for example, if Windows 7 has been
unable to find the exact driver for your hardware when looking automatically. In that
case, select Let Me Pick From A List Of Device Drivers On My Computer.

@ I Upsdate Driver Software - Generic volume
Browse for driver software on your computer

Search for dinver softwcare in this locstion:

EAFiles\Docurnents = Browse..,

o Include subfolders

# Let me pick from a list of device drivers on my computer
This list wall shews installed driver software compatible with the device, and all drver
saftware in the same cateqory s the device.

Nex | | Cance

4. Click Have Disk, as shown in the following screen, and navigate to the folder on your
hard disk or CD where the driver is located. The folder should be something like
Device Name\Driver\Win7. Only device drivers will appear in this list—not any other
files that might be there. Choose the correct driver, and click OK.
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Sometimes when you're installing a driver manually the drivers folder will include several
driver (.inf) files. You may have to go through the manual driver install process several times

O

Update Drver Software - Genene volume

Select the device driver you want to install for this hardware.

_ Salectthe manufacturer and model of your hardware device and then click Nest, Fyou have 3
S5 duk thut contuins the deivir you wink ba ingtall, lick Hive Disk,

o o cormpatible hardwarne
Madel

Cl Generic volume

L) This deivee is digitally signed. Hawe Disk...

16 ey drnyer SIgRing is iMportant

| Nea || Cance

to find the correct one.

Why not just install drivers using the setup program on the

INSIDE OUT  Soniedcor

Installing a driver from the CD the manufacturer supplies with it can be quick and easy.
In certain situations, however, you shouldn’'t install the driver this way. For example, if
the hardware is older and the supplied CD doesn’t include Windows 7 drivers, don't
install the driver via the CD (although most of the time Windows Vista drivers will still

work).

There are also manufacturers—especially those who make Wi-Fi, graphics, and printer/
scanner hardware—that include extra software on the driver CD that, by default, is set

to load every time you start Windows.

Removing and Reinstalling Device Drivers

You might want to remove a device driver from Windows when you are updating it. One of
the reasons for doing this is that when you reinstall the driver, Windows might automati-
cally reinstall the previous version of the driver that doesn’t work and that you don't want.

To uninstall a device driver in Device Manager, right-click the device and select Uninstall

from the shortcut menu, as shown in Figure 11-26.
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Figure 11-26 Removing a device driver from Windows

With many devices, Windows then asks if you want to delete the driver software for this
device (see Figure 11-27). You should select this option if you want to reinstall a specific
driver and not have Windows reinstall this one. The installed driver files are then deleted
from your hard disk.

Confirm Device Uninstall £3

k NVIDI& GeForce 3400 6T

Wharning: r'ou are about to urinztall thiz device from pour system,

[] Delete the driver software for this device.

QK. ] [ Carcel

Figure 11-27 Deleting the driver from Windows

You can now reinstall the driver.
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Updating Device Drivers

Windows sometimes offers updates to device drivers through Windows Update, but at
times you will have downloaded the driver from the manufacturer’s website.

If it isn't broken, don't fix it!

Do you really need the latest driver for your hardware? If you use your PC for gaming,
you probably want to keep your graphics drivers updated for speed and stability. For
most hardware, however, you may not want to install the latest drivers.

Remember my cautionary tale from earlier about the media PC, which sat under my liv-
ing room TV, and the new networking driver for it that was pushed down, admittedly

as an optional update, by Windows Update.

I didn’t actually need this driver; the PC ran fine with the existing driver. And as it
turned out, this new driver caused my machine to constantly crash.

To update the driver for a specific piece of hardware, in Device Manager, right-click the
device and select Update Driver Software from the shortcut menu, as shown in Figure 11-28.
Now you can follow the process described in the preceding “Installing Device Drivers”

section.

24 Devace Manager

File Action View Help

=) ]

e @ DIBmE ESS
4y Study
= Computer
i Dk lrves

# B [usplay adapters
1 NVIDLA GeForce G400 G1
£ DVD/CD-ROM drives Update Driver Sofltware...
U7 Human Interface Devices Disable
g IDE ATA/ATAPT controllers
§ IEEL 1394 Bus host controlly
= Keyboards Scan for hardware changes
P Mice and other pointing dé ~
& Menitors S
& Network adspters
T Ports [COM & LPT)
D Processars
% Sound, video and game contrallers
s Storage Volumes
M System devices

Uninstall

4 Unnversal Image Mounter

§ Universal Serial Bus contrellers
W USE Virtualization

3| VSO devices

Launches the Update Driver Software Wizard for the selected device.

Figure 11-28 Updating a driver in Device Manager
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INSl DE OUT How to back up device drivers in Windows 7

You can back up all of your device drivers if you want to—for example, because you've
lost the original driver CD for a piece of hardware. You can find these device drivers on
your Windows drive (usually C:\) in the Windows\System32\DriverStore folder.

—
K3\ || » Computer v WindowsT » Windows b System? » DrverStore » - |4
Organize v Includein library »  Sharewith v Bum  Mewfolder
¢ Favorites 4 1File (1)
INFCACHE.L
J Libraries 1 File
o, Hamegroup 4 DAT File (4)
draindex.dat ik pub.dat infstor.dat
& Computer DAT File DAT Eie
& Network infstmg.dat

4 File folder (28)

o o
de- ne' el _G.F: A .Fﬂ. l.JQ )
[~ E.S ) fi ﬂ. ) | F|:.:I?=pn.s-tnr;
o . o

[y ja-Ip ko-KR

13 items

You can back up this entire folder and copy it back if you need to reinstall Windows.
After doing this and restarting the PC, Windows should be able to install the correct
drivers for all of your installed hardware.

Rolling Back Device Drivers

Sometimes, as in the case of the updated network driver that caused my media PC to crash,
you want Windows 7 to reinstall the previous driver, the one that worked. This is easy to do.

In Device Manager, right-click the correct device and select Properties from the shortcut
menu. The dialog box in Figure 11-29 appears. Click the Driver tab. Here, if there is a previ-
ous driver that Windows 7 can roll the system back to, you can click Roll Back Driver. This
starts an automated process that removes the current driver and reinstates the previous
one. Your PC might need to reboot during this process.
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Figure 11-29 Rolling back a device driver

Action Center Troubleshooter

The new Action Center in Windows 7, indicated by the white flag next to the clock on the
right side of the Windows 7 taskbar, has an excellent Troubleshooting panel that helps you
fix common problems in Windows 7. You access it by clicking the flag and opening Action
Center. Next click the Troubleshooting (Find and fix problems) link at the bottom of the
Action Center window (you might have to scroll down the window) to bring up the trouble-
shooters, as shown in Figure 11-30.
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Change settings

et help from s friend 1. Do you want the most up to date content available for troubleshoot...

By chussing yes, you will have access o the lalest anfine troubleshoters and recenve
nctificatiors lur solutions to known problems.

Read the privacy statement caline Yes N

=] Progr.
—"J Flun

ot

t:] Metwork and Internet

o thelntemet | Access shared files and folders on ather compaters

Personalization

Actiar . E‘ Appearance a
e R
Help and Suppost ) Drsplay Aero o

Recovery
| Gy i
V| System and Security =5

Figure 11-30 Action Center troubleshooters
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This panel contains many automated Windows 7 troubleshooters that are easy to run. They
don't always find and fix the problem with your PC, but this panel is an excellent place to
start troubleshooting minor issues.

Microsoft Fix It Center

Microsoft provides an automated problem-solving solution for all versions of Windows. The
Microsoft Fix it Center can be downloaded from support.microsoft.com/fixit and is an
automated service that attempts to detect and repair problems with Windows, as shown

in Figure 11-31.

Microsoft Fix it Center ol & =
& Microsore IR
Fix it Center auwomated wroubteshooters for your PC

) hero v Bamn (;
j Connection to a Workplace Using Drecticcess ~ % Fun g
jh’mlny Qualty ¥ ". Run ]
] Herdwere and Devices v TR
.}3 HomeGroup ~ (% Run
_'S.] Incoming Connections > (% run |
Q Internet Connections s "‘rT
[ i} Inbermet Cxplorer freszes or crashes ~ ¥ Run

S e {ige @ =

Figure 11-31 The Microsoft Fix it Center

This is an excellent piece of software that | would recommend you run periodically to check
for solutions to problems on your PC.

Summary

There are many simple and easy ways to fix problems in Windows 7. Microsoft provides a
great set of tools, both in the operating system and downloadable, for doing so. It's worth
familiarizing yourself with these tools, especially if you provide support to other people, as
they can save significant amounts of time. Even PC novices can use these tools.
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What Is Windows 7 Anyway?

The Windows 7 File and Folder Structure. ........... 199 Summary

How Does Windows Compare to Other Operating

INDows 7 is the latest edition in a series of desktop operating systems and graphi-
cal user interfaces (GUI) from Microsoft. Windows 1.0 was released in 1985 as a
GUI that sat on top of Microsoft's popular DOS disk operating system. Over the

years Windows has been changed and refined, finally subsuming DOS and becoming a full
operating system in its own right with the launch of Windows 98.

Windows 7 was released in October 2009. It is not exactly the seventh version of Windows.
Rather it is the seventh version from its particular branch of the software. There have been
two branches of Windows: the original consumer versions and the New Technology (NT)
business versions. The original consumer lineup included the popular Windows 3.1,
Windows 95, and Windows 98. It ended with Windows Me. The NT series began in 1993
as an offshoot of Windows 3.1, with much of the underlying code reengineered to make it
more stable and suitable for business users. This NT development tree has split off further
with the Server, Desktop, and Home Server variations of the operating system. In turn, the
NT branch spawned various server versions of the operating system and then Windows XP,
Windows Vista, and most recently, Windows 7.

There is some debate about whether Windows 7 really is the seventh iteration of the

NT family, but it's not the most important concern facing the world today. Windows 7 is
officially the seventh iteration if you follow the tree Windows 1.0, Windows 2.0, Windows
NT 3.1, Windows NT 4.0, Windows XP, Windows Vista, and Windows 7. Depending on your
view, there have been as many as 28 versions of Windows since it first launched, up to 2010.

Windows in its various versions is currently used by approximately four billion people
worldwide.

The Windows 7 File and Folder Structure

Windows runs from a series of files and folders on your computer’s hard disk. The basic
folder structure is extremely logical and has been simplified immensely over the years.
There are three basic Windows 7 folders with some extra folders for user and configuration
data and temporary files, as shown in Figure 12-1.

199
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Windows 7 Anyway?
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Figure 12-1 The folder structure in Windows 7
® Program Files This is where all the files for any programs and software you install

in Windows 7 sit. There are two Program Files folders in the 64-bit version of Win-
dows 7: Program Files x86 for 32-bit software and Program Files for newer 64-bit
software. Each program sits in its own custom folder under one of these folders. In
the 32-bit version, there is only a Program Files folder.

Users This is where, by default, all of your documents and files sit, and it is also the
location of the Windows registry, the database of settings for Windows and your soft-
ware. Within the main Users folder, there is one subfolder for each user and another
folder called Public, where shared files and folders are kept. There are also hidden
user folders called Default and All Users.

Windows This is the main folder into which the operating system is installed.

Windows also installs hidden system files across the disk (seen slightly dimmed in Figure

12-2),

including the Root folder.
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Figure 12-2 Hidden system files installed by Windows 7

These hidden files and folders are where Windows stores operating system recovery soft-
ware and folders to support legacy software, including Documents and Settings and the
Autoexec.bat and Config.sys files that date back to the earliest versions of DOS.

Inside the main Windows folder are a great many different folders, some of which exist to
maintain compatibility with legacy hardware and software and some of which service spe-
cific features within the operating system (see Figure 12-3).

Chapter 12
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Figure 12-3 The main Windows operating system files and folders

All of these files and folders are essential, and you should not move, rename, or delete any
of them. Folders you might find of particular interest include the following.

® Globalization This is where you will find the desktop wallpapers in Windows.

® Resources This is a similar folder to Globalization but is for Windows desktop
themes.

e System32 The main operating system files, including hardware device drivers, are
located in this folder.

How Does Windows Compare to Other Operating
Systems?

Windows was built over the foundation of the DOS disk operating system that shipped with
the very first PCs from IBM in the early 1980s. This brought with it several problems, many
of which still exist today. The biggest issue is the need to maintain compatibility with legacy
hardware and software. DOS did not support or need to support multiple users or multi-
tasking. Support for these has been added with later versions of Windows.
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As computers have changed in the last 30 years, and with the introduction of new tech-
nologies such as the Internet, the need for extra security has come to the forefront of oper-
ating system design. Unfortunately, this has meant having to build security over the top

of the existing Windows system. This has inevitably led to some compromises and security
flaws, which have been exploited by the authors of malicious software.

With Windows 8, it is rumored that the legacy support will be moved into a virtual
machine. This means that the security subsystem in Windows 8 will be able to be treated
differently, making it much more secure.

Most other desktop and server operating systems, including Linux, Apple OS X, and Google
Chrome OS, are all built on top of an operating system called UNIX. This operating system
was developed in 1969 and was initially designed to accommodate multitasking and multi-
users on mainframe computers.

This means that user permissions and overall operating system security have always been
handled differently in UNIX, with users never being given default administrator access to
the operating system files. UNIX has slowly made its way from mainframe and minicom-
puters over the years to the desktop market, during which time this security system has
remained unchanged.

None of this means that Windows 7 is an insecure and unstable operating system, quite the
opposite. It is the most secure and stable operating system that Microsoft has ever released,
and many experts believe it to be every bit as secure as a UNIX-based operating system. It
is the vast popularity of Windows that has made it such a security target in the past.

Summary

Windows is, as | have said, a hugely complicated piece of software engineering that is built
on many layers to provide backward compatibility and stability. Occasionally, however,
you'll still need to find something within its thousands of files. Fortunately, the operating
system is logically and sensibly organized. This will help you troubleshoot problems and can
make someone else describing a problem to you much simpler.
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Identifying the Source of a Problem
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n Sir Arthur Conan Doyle's novel The Sign of Four, the second story featuring the world's
greatest detective, Sherlock Holmes, the gallant hero makes one of his most famous
statements when addressing his loyal friend, Doctor Watson:

“When you have eliminated the impossible, whatever remains, however improbable, must be
the truth.”

I have always used this theory as the basis for all technical support because it implies that
you have to take a methodical, step-by-step approach to diagnosing problems. | find it
much easier and quicker to diagnose what isn't causing a problem than to identify what
actually is causing it. This is especially true when diagnosing problems with computers,
operating systems, and software, all of which can be extremely complex.

Taking a Step-by-Step Approach

The first step in taking this approach with a Windows 7 problem is to eliminate the impos-
sible. For example, if you suspect Windows is causing an instability issue with a hardware
device, unplug all the devices that you can (USB flash drives, joysticks, and so on), leav-
ing only the keyboard, the mouse, and the monitor attached. If the problem persists, you
have very quickly established that the unplugged devices aren't part of the problem, and
you can investigate another cause. But if the problem goes away, you know that one of
the unplugged devices is the cause. Plug in the devices one at a time. When the problem
resurfaces, you will have identified which of the devices is at fault.

Similarly, if you suspect that software is causing a problem, you can shut down all of the
software at once. If the problem persists, you can eliminate software as the source of the
issue. However, if the problem goes away when all of the software is shut down, you can
be reasonably sure that software is the root of the problem. To identify which program is
at fault, shut down each software package one at a time until the problem goes away.
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Identifying the Source of a Problem

This all sounds incredibly simple and straightforward, | know, but | recognize that there are
a great many occasions when a technique as simple as unplugging hardware and shutting
down software doesn't work. However, this process is an essential first step to identifying
what really is causing a problem.

At this point in a troubleshooting book, you probably expect to find a large and very com-
plex flowchart to follow: Is it A or B? If it's B, then go this way and do X, Y, and Z. However,
with PCs, there are countless possible causes for the problems you might encounter, and
so any such flowchart would cover a football field and might not help you diagnose the
problem.

You would be amazed how frequently | encounter a problem that neither | nor my col-
leagues have ever seen before, even after years of providing IT support. There are simply
millions of possible things that can go wrong with your PC and your copy of Windows. The
Microsoft Knowledge Base at http://support.microsoft.com contains several hundred thou-
sand articles about Windows problems and still does not address them all. This is where
taking a more structured and step-by-step approach can help enormously. Because of the
structured nature of the diagnosis, you can be certain all of the time where your trouble-
shooting is at.

Minimum Windows Configuration

Sometimes it's a good idea to begin with the minimum amount of software running and
hardware installed to help diagnose what's causing an issue. The basis of this approach is
this statement: Reduce your operating Windows system to its minimum configuration to
diagnose the problem. You can reduce the amount of running software in several ways.
One way is to use the system tray. Click the small up arrow on the right side of the taskbar
to access the system tray. As shown in Figure 13-1, the system tray displays some, but not
all, of the programs that are currently running on the computer. To exit a program, right-
click and select Exit, or open it if an exit option doesn't appear, so you can close the program
appropriately.

o = ¥

Customize...

Figure 13-1 Shutting down programs from the system tray
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You can also shut down programs through Windows Task Manager. To access Task Manager,
right-click the taskbar and select Start Task Manager, or press Ctrl+Alt+Del on your key-
board and select Start Task Manager. You can view running applications on the Applications
tab or by examining the processes on the Processes tab. To shut down a program from the
Applications or Processes tab, right-click its corresponding process and select End Task (on
the Applications tab) or End Process (on the Processes tab), as shown in Figure 13-2.
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Figure 13-2 Shutting down programs from Task Manager

As shown in Figure 13-2, End Process Tree is another option on the context menu you
access by right-clicking a process on the Processes tab. This option can be useful if you have
either a series of similar processes (one Internet Explorer process for each of several tabs in
your browser, for instance) or a series of processes that rely on one another. Selecting End
Process Tree quickly shuts down these programs.

Note

If you aren’t sure what a certain process is doing, you should not shut it down. Each
process on the Processes tab of Windows Task Manager includes a description. If
necessary, you can maximize the Task Manager window and adjust the column widths
to read the descriptions. Sometimes even the descriptions on the Processes tab aren’t
enough to identify a process. In these cases, you can right-click a process and select
Open File Location to see where the file associated with the process is stored. If it is in
your Windows folder, you might want to leave it alone. Shutting down the wrong process
can cause Windows to become unresponsive or crash.
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What is the difference between an application, a process, and a service?

® An application is a program running on your computer. It is typically installed separately
from Windows, but Windows 7 does include some applications, including Internet
Explorer.

® A process is a component for a program or service. Sometimes an application is con-
structed from several programs that run together, providing different functions for
the application, for example, one process for running the application and another for
updating it.

® Aservice is a program that does not require user interaction and that performs a
specific task within Windows, such as running a print spooler or aggregating a media
library.

|N Sl DE OUT Finding out what process does what

You can do a quick Internet search using a process name to find out what it is. For
example, a search on the process ‘'vmusrvc.exe, shown in Figure 13-2, returned the
result, “vmusrvc.exe is a VMUSrvc belonging to Virtual Machine Additions from Micro-
soft Corporation.”

CAUTION

Shutting down Windows services can be troublesome. Unless you suspect a specific
service is causing the problem, you shouldn’t shut down any Windows service because
doing so can cause Windows 7 to crash or become unresponsive.

Each time you shut down an application, process, or service, see if the problem you are
troubleshooting goes away. Doing so can eliminate programs from your investigation and
might even help you quickly identify the cause of the problem.

Safe Mode

Another way to shut down all running programs is to restart Windows 7 in Safe Mode by
pressing F8 on your keyboard after the BIOS screen disappears but before the Starting Win-
dows logo appears upon startup. This method is probably less useful than other methods
since no software will be running (unless it's set as a Windows service, such as anti-virus
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software) and only minimal hardware drivers will be loaded at this point in startup. How-
ever, if you do restart in Safe Mode and everything is working fine, you can eliminate
Windows 7 itself as the cause of the problem you are troubleshooting.

Unplug Your Hardware

As | mentioned earlier, you should also remove any hardware that you can from the
machine when you're troubleshooting a problem. I'm not suggesting that you pull out
your graphics card or anything like that. Do not remove anything from inside the PC case,
but do remove hardware devices such as printers, USB flash drives, scanners, joysticks, and
anything else that simply plugs in. After removing each element, see if the problem you're
troubleshooting persists.

Hardware and Interrupt Requests (IRQ)

Windows 7 handles IRQs (interrupt requests) far more effectively than other versions of
Windows before it, so problems almost never occur. You can never tell, however, if a poorly
written hardware driver may still cause a problem, and IRQ conflicts can be worth checking
occasionally.

In Device Manager, on the View menu, select Resources By Type, and then expand the list
of device IRQs by clicking the plus sign next to Interrupt Request (IRQ). Right-click a device
to open its Properties dialog box. On the Resources tab, you will see a list of the IRQ assign-
ments for your hardware, as shown in Figure 13-3.
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IRQs are essentially communications channels that your hardware uses to send and receive
data. They're called interrupts because a computer can't allow every device to talk to the
motherboard simultaneously, so these communications channels take turns, with one channel
‘interrupting’ another to take over. IRQs also allow Windows 7 to manage the power usage
on a PC, ensuring that all devices receive the power they require to function.

There are 15 IRQ channels in a PC; any IRQs you see above this number are virtual channels
where Windows 7 is handling all the communication.

The more hardware devices you have plugged into a computer, the more they have to
share the IRQs. Windows 7 is extremely good at sharing the IRQs, but occasionally two
pieces of hardware sharing the same IRQ cause communication problems with each other.
By viewing the resources by type in the Device Manager as described earlier in this section,
you will be able to see if one or more IRQs are being shared by multiple devices. On the
Resources tab, the Conflicting Device List box will indicate if there are any conflicts for this
device caused by IRQ sharing (refer to Figure 13-3).

In Windows 7, you can't manually change the IRQ of a device. However, you can move the
device to a different socket. This might involve moving a PCI card inside your computer
to a different slot (make sure your PC is switched off and disconnected from power before
you do this). This will force Windows 7 to reassign the device a new IRQ, and it may fix the
problem.

With some motherboards, you can manually set IRQs for devices in the BIOS. It's entirely
possible, however, that Windows 7 will simply ignore this BIOS setting and reassign the IRQ
anyway.

Tip
Sometimes IRQ conflicts are caused by a device appearing twice in Device Manager. To
resolve this issue, right-click one of the devices and select Remove.

These are the basics of diagnosing Windows problems, and you should find that they will
enable you to quickly resolve a great many problems and issues. Chapter 14, "Advanced
Diagnostic Tools in Windows 7," through Chapter 19, "Diagnosing Hardware Problems,” will
provide greater detail on how to diagnose more complex problems with Windows 7 and
your PC.
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Why Problems Occur with Windows

So many things can go wrong with Windows because every single PC is unique. It is highly
unlikely, especially outside of a business space, that another PC exists with exactly the

same hardware, installed software specification, and updates as yours. Your PC will contain
a unique mix of software and hardware components, and there would be no way for any
person or any company to ever test all of the possible combinations for stability. There are
logo certification programs for Windows hardware and software, and a great many vendors
do indeed put their products forward for testing by Microsoft. All that these tests prove,
however, is that on a basic Windows system, they will be stable and not cause the system to
crash. What can't be tested is how a certain piece of software or hardware will interact with
other software or hardware on your machine, some of which might not have been submitted
for certification.

Keep Things Simple

The sheer number of software packages you have installed or the number of hardware
devices you have plugged in can also cause problems on your computer. | always keep my
Windows systems simple and uncomplicated. When it comes to hardware, | like multifunctional
devices such as printer/scanner combinations, and | avoid unnecessary USB devices, such as
USB attached speakers. Your PC already comes with audio out jacks that are perfectly good.

| also try to avoid installing all the software that comes with a new device. Wi-Fi adapters
and printers are common culprits for loading your PC with bloatware. You may also find, if
you have a new PC, that it came preloaded with lots of software that you dont need and
will never use. The software packages that come bundled with hardware devices broadly fall
into the following categories.

e Trialware Software that will expire after a period, normally 30 days. If you do not
intend to buy the software after this time, you should uninstall it because it might,
especially in the case of trial anti-virus software, leave programs and services running
that can slow down Windows 7 or cause other problems.

e Dupliware Programs that duplicate Windows features, such as Wi-Fi connection
software, media players, or CD/DVD burners.

® Craplets ‘Useful’ utilities that your PC supplier might have preloaded onto your
computer. They are intended to simplify certain tasks, such as writing notes or
accessing media files. They will always run when Windows launches at startup,
although you will probably never use them.
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Note

Occasionally, you will find a utility that comes with hardware useful, for example,
printer status (and ink/toner) monitoring, a document scanning utility, or a tweaking/
overclocking utility for your gaming graphics card. These programs are perfectly fine,
and you may find them very useful.

Don't Install Programs that Duplicate Features in Windows

Why would you want to install a software package that simply duplicates Windows func-
tionality? By default, the operating system can burn CDs and DVDs (including audio discs
and ISO image files), play media (video, TV, and audio), display photos and images, and
much more.

Although a few Windows functionalities available in Windows Vista have been removed
from Windows 7, such as the Calendar and Email software, a great many functions still exist.
(Note that these programs have been moved to the excellent Microsoft Live Essentials Suite,
which you can get from http;//download.live.com.)

The more software you install on your PC, the more problems you invite. If at all possible,
avoid having software packages installed that duplicate functionality that's already in Win-
dows. CD/DVD burning software is a good example. You should need these only if you have
a Blu-Ray burner in your machine.

|NSI DE OUT The media player exception

The only possible exception | would make to the rule about not installing duplicate
programs is media player software. If you have an iPhone, iPad, or iPod, you will need
to install Apple iTunes software on your PC to synchronize your device. Many people
also find the iTunes software very good and like shopping in the iTunes store.

Another example is the Zune media software, which is not only far better than the
media player software bundled with Windows 7, but is also required if you want to syn-
chronize with a Windows Phone 7 mobile device or a Zune Media Player.
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Note

A case can be made for choosing only Microsoft software when you have a choice of
suppliers. | would argue this is true for Microsoft Live Essentials Suite and Microsoft
Office, especially. Microsoft has complete access to the Windows base code, so you can
be confident that Microsoft software will almost always operate without causing any
problems in Windows 7. Installing a third-party package will not give you the same
peace of mind.

What Are the Causes of Common Problems?

It's very rare for Windows 7 to fail. Windows will fail on its own only if something disastrous
happens, such as a power surge or a sudden reset while Windows is modifying a critical
system file. Problems are more commonly caused by something outside of Windows, such
as software, updates, and drivers. Physical hardware almost never causes problems in Win-
dows. (But | will talk about diagnosing hardware problems in Chapter 19.)

A great many of the problems with Windows are caused by poorly written software or
hardware drivers or by having too many devices or programs installed on or in your PC. In
my experience, the most common problems within Windows are caused, in order, by:

1. Device drivers
2. Poorly written software
3. Poor security

4. BIOS corruption (see more information on resetting the BIOS in Chapter 7, “"Hardware”)

The Domino Effect

Some problems can cause what is called a domino effect, where one event sets off a string
of other events, so it's always advisable to diagnose and repair problems as early as you
can after they first appear. One unchecked problem can then lead to others, because a
malfunctioning process, service, or driver can cause other programs or Windows functions
to fail, since these processes, services, or drivers are often shared by several applications
or Windows components. For instance, you might have a problem with Internet Explorer
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crashing repeatedly. This could be because a component Internet Explorer shares with
another Windows program, such as Windows Explorer, is corrupt or because another pro-
gram or process is causing it to crash. I'll cover the sometimes complex process of repairing
Internet Explorer in Chapter 15, "Advanced Repair Methods.” The point is that the source of
a problem is not always obvious; a failing program may not be the root cause of the issue.
In these cases, you can use more advanced diagnostic methods and tools to diagnose an
issue. | will cover these in Chapter 14, “Advanced Diagnostic Tools in Windows 7, through
Chapter 16, “Windows Problems Demystified."

Have You Tried Turning It Off and On Again?

If you've ever called an IT support department, the first question the support person prob-
ably asked you is, “Have you tried turning it off and on again?” This is a running joke with IT
support professionals, because you might be amazed how often it fixes problems!

It might not be a permanent fix if there is something more serious happening, but for odd
occasions when a software package suddenly crashes, restarting the PC will often fix the
problem. Software crashes are common, and just because a program crashes once does not
mean it will continue to do so. Crashes can be caused by freak conditions that are unlikely
to recur, such as two programs trying to access the same file simultaneously.

With all IT problems, be they hardware or software, this is a good thing to try. You should
also restart all external hardware devices attached to your PC when you restart the com-
puter by manually switching them off and on again when you restart your computer.

The Blue Screen of Death

The Blue Screen of Death (BSOD) is notorious and, although not frequently seen in Win-
dows 7, is still feared by many Windows users. The BSOD is the ultimate sign that Windows
has died. However, the BSOD can provide some very useful information when you are
troubleshooting problems that have caused it.

Figure 13-4 shows an example of a BSOD. | have marked two useful messages within the
screen. The top one is the error type that caused the critical stop, in this case a PAGE_
FAULT_IN_NONPAGED_AREA, indicating a memory problem.
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rected and windows has been shut down to prevent damage

2, U OQO0000L, UXFBFLT

Figure 13-4 The Blue Screen of Death

The second callout, located in the Technical Information section of the screen, is the actual
error code, in this case STOP: 0x00000050. A BSOD may also provide additional information.
The BSOD in Figure 13-4 indicates the Windows service that has failed: SPCMDCON.SYS.

If a BSOD provides this type of information, you can use it to search online for more infor-
mation on the error. In this case, SPCMDCON.SYS is a “mini command console,” which isn't
the most useful description, but a search for the error code reveals that there are several
problems with Windows 7 that can cause this specific error. You can search through the
results to find a fix that works for you and your PC.

By far the most common cause of BSOD in Windows is a hardware driver error, especially
from unsigned drivers that have not been tested and certified by Microsoft. On occasion,
other issues, such as a poorly written piece of software or even a power drop, can cause the
dreaded BSOD.

The Perpetual Restart

Sometimes Windows 7 will automatically restart when it encounters a critical error. This can
cause terrible problems, with a PC constantly restarting and never loading the desktop.

You can disable automatic restart on the boot menu shown in Figure 13-5. To access this
menu, press F8 on your keyboard after the BIOS screen disappears but before the Starting
Windows logo appears.
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Advanced Boot Options

Choose Advanced Options for: Windows 7
(Use the arrow keys to highlight your choice.)

Repair Your Computer
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Start Windows Normally
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ENTER=Choose EsC=Cance]l

Figure 13-5 Disabling Windows automatic restart on system failure

Select Disable Automatic Restart On System Failure from the options list, as shown in Figure
13-5. At the next critical stop, Windows will display the error message on the BSOD instead
of automatically restarting. You may discover (unless you're having an extremely bad day)
that after making a note of the stop error code, you can start your PC in Safe Mode.

Summary

Honing your troubleshooting techniques is one of the most useful computer skills you can
develop; every person will find a method that works best for him or her. Because comput-

ers are so complex, using a step-by-step approach and attempting to eliminate first what a
problem cannot be, will ultimately help you to identify the source of a problem. This is by

no means the only way to troubleshoot a PC. You should never forget that sometimes you
need to take a step back and sleep on a problem, or you may never find it.
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n Chapter 2, “The Basic Windows 7 Utilities,” you learned about the basic diagnostic and

help utilities included with Windows 7. In this chapter, | cover some of the advanced

tools that come with Windows 7, describing the features and capabilities of each one and
explaining how you can use them to help you troubleshoot your Windows 7 system.

Performance Information and Tools

Performance Information and Tools is a central location for many types of information

about your PC and how Windows 7 performs on it. The easiest way to access Performance
Information and Tools is by typing performance in the Start menu search box, as shown in
Figure 14-1. You can access its components separately in Control Panel by selecting System

and Security\Administrative Tools.

Programs (1)
(%) Perfarmance Manitar
Contral Panel (12)
B Perfarmance Infarmation and Tools
18 Adjust the sppearance and performance of Windows
B Use tools to improve performance
B Setemn
& Power Options
¥ Review your computer's status and resobve issues
W Fix problems with your computer
V= View recornrmended actions Lo keep Windows running smoothly
 Perform recommended raintenance tasks automatically
#8 Check processor speed
[ View list of running gadgees
B Check the Windoes Expenence Indes.

3 Bee more results

|performam:e Shut down | » |

B2 | ©

Figure 14-1 Accessing Performance Information and Tools
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The basic function of Performance Information and Tools is to provide a front end to fea-
tures such as the Windows Experience Index and options for adjusting the visual effects,
power settings, and indexing options of your copy of Windows. Once you're in the Perfor-
mance Information and Tools window, which is shown in Figure 14-2, click Advanced Tools
in the left pane to access the advanced tools, which are shown in Figure 14-3.
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Figure 14-2 Performance Information and Tools window
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These advanced tools are extremely useful in diagnosing performance problems with Win-
dows 7 and your software and hardware drivers. | don’t provide details for every tool in this
chapter, but | do cover what | consider the vital ones individually: Event Log, Performance
Monitor, Resource Monitor, Task Manager, System Information, System Health Report,
and the Computer Management console.

Event Log

Everything that happens in Windows 7 from user log-ins to program component failures
that the users never even know about is logged and recorded. You would be amazed by
how much information is stored in the Event Log. The two most important views, however,
are the ones where you will see most Windows 7 errors recorded.

In the Event Viewer, you can find all the events and errors that Windows 7 has recorded
on your computer by clicking Event Viewer (Local), then clicking Windows Logs, and then
clicking System. Warnings are highlighted with yellow triangles, and errors are indicated
with red icons, as shown in Figure 14-4.
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Figure 14-4 Event Viewer showing system activity and errors
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In Figure 14-5, notice the error highlighted in the first line of the Administrative Events
pane. Below the list is a description of this PrintService error that includes enough informa-
tion to help you track down the source of the problem and fix it.
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Figure 14-5 Administrative errors in the Event Log

Another useful place to see errors listed in the Event Log is under Event Viewer (Local)\
Custom Views\Administrative Events, as shown in Figure 14-6. These errors include events
for which you or Windows didn't have permission to perform the specified action.

In the bottom pane of the Event Viewer are two tabs, General and Details. By default, the
General tab is selected, and here you find general information about errors and events. You
can get much more information by clicking the Details tab. You can also expand this panel
upward to read more.

This information can be useful if you need to send specific data about an error to a third-
party support person. You can cut and paste it into an email or select an option from the
right pane such as Save Selected Events to email.
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The Event Log is probably the single most useful feature in Windows 7 when it comes
to troubleshooting problems. It is certainly the most useful feature in the advanced

toolset in Performance Information and Tools because the amount of useful informa-
tion it provides is far greater than other Windows utilities.

How to Read the Event Log

By default, the events in the Event Log are ordered by date. If your computer has recently
encountered an error, you can check for it by date and time. It's probably near the top of
the event list. The Event Log provides essential information about the source of errors,
helping you diagnose problems much more quickly than you could by trial and error.

Chapter 14
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Performance Monitor

Performance Monitor, shown in Figure 14-7, provides real-time information about a wide
range of Windows and hardware components and events. You can also use it to check
whether the Windows reporting tools are activated.
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Figure 14-7 Performance Monitor in Windows 7

You can use the real-time monitoring tools in Performance Monitor to add information
about specific things, for instance, the read/write data for your hard disk or the power dis-
tribution to individual components, seen in Figure 14-8. In Chapter 25, "Advanced Windows
Diagnostic Tools in Depth,” | will talk about these tools in much greater depth.

For most users, the information provided by Performance Monitor is extremely complex
and difficult to interpret. If you need specific information about how a certain component
is working—say, for example, you suspect the ReadyBoost cache isn't working properly—
you can monitor this feature in real time via Performance Monitor.
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Figure 14-8 Adding custom counters to Performance Monitor

Resource Monitor

Whereas Performance Monitor helps you diagnose problems with Windows services and
components, Resource Monitor gives you extensive real-time information about your pro-
cessor, memory, hard disks, and networking. Figure 14-9 shows the information you find
on the Memory tab of Resource Monitor. If one of your applications is consuming vast
amounts of memory, you would find information about it here. Each tab lets you know
exactly what's going on at a given moment in a different part of your system, from the sta-
tus of processes and services running (or not running) on your CPU to the current activity
on your network.

Chapter 14



224  Chapter 14 Advanced Diagnostic Tools in Windows 7

(51} Resource Monttor (= EOR 5
File Manitor Help

Qverview | CPU | Memory | Digk | Mebwork

Processes [ i Lised Physical Memony Al Views |v| =
Image L Wsrd F.. Commi.. Worki.. Shares.. Privabe.. = Used Physical Memory  100%
mchostexe [LocalsystemNet.. 860 ] 28,676 31312 1088 24268 |2
explorer.exe 1752 0 20012 42,082 2040 18,012
perfmon.exe 2344 v 13,244 20,656 4,965 11688
wwthosbexe [recvcs] 17 o 56,468 16,164 5,364 10,500
;acnash. e (et E] 0 1ieEs IEES2 11200 7,482
wehosbese LocalServiceNet.. Té§ 0 11516 15,226 8,368 6860
serhasteve [LocalienaceNn.. 1280 n LR 5,140 404 5030 60 Seconds
WINBIELWE &0e 2264 UR 1 T3 419 3,436 Commit Charge
michast.exe [LocalSendcePes.. 2972 ] 074 4,200 0504 2,696

| Physical Memory M 294 MB In Use I 652 MD &nailable A

]

[ Hardware [l Inuse W Moditied [l tandby [ Free
Re seraed M4ME 17 MR 519 M 11IME Hard Faults/sec
I M8

Borgilable 92 ME
Cached 616 ME
Total 123 ME
Installed 1023 ME

Figure 14-9 Resource Monitor in Windows 7

Resource Monitor provides information similar to what Windows Task Manager gives you
but supplies many more details, which can be useful when you're diagnosing advanced
problems in Windows or in your applications.

Windows Task Manager

If you've used Windows before, you're probably familiar with Windows Task Manager. One
of the fastest ways to access Windows Task Manager is by right-clicking the Windows task-
bar and selecting Start Task Manager.

The information you find in Windows Task Manager is less detailed than what you see in
Resource Manager but can provide information that is not shown in Performance Monitor,
including what services are currently running and what users are logged in to the computer.

System Information

If you need to provide a third party with information about your PC, including data on
Windows, your hardware, and your installed software, the System Information tool, shown
in Figure 14-10, is the place to find it.
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The system information is divided into three sections.

o Hardware Resources Contains information about hardware conflicts, IRQs (inter-
rupt requests), memory allocations, and so on.

e Components

Includes information about the hardware attached to your PC, with

a separate section, Problem Devices, for devices that Windows 7 has identified as

problematic.

o Software Environment

Includes information about everything from installed soft-

ware and drivers to startup programs and recent Windows error reporting.

To export any or all of the data from the System Summary as a text file that can be read on
any computer, go to File\Export, name the text file, and save it.

Chapter 14
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System Health Report

One of the most useful automatic diagnostic features in Windows 7 is the system health
report tool you find when you click Generate A System Health Report in the Advanced Tools
section of Performance Information and Tools. Figure 14-11 shows the Resource and Perfor-
mance Monitor window that appears when you click the link. This tool produces thorough
and detailed reports of the current status of your PC, checking every part of Windows, your
hardware, and your installed software and highlighting any problems.

(%) Resaurce and Performance Monitor (=R
File  Help

System Diagnestics

Generate & report detailing the status of local hardware resources, system response tmes, and processes on the local computer along with
system information and confiquration daty. Thiz repert includes suggestions forways b maamize performance and streamling system
perstion. Memberihup in the local A qraup, or equivalent, is the required to run this Dsta Collector Set.

Report Status

Collecting datafor 6 seconds.

Learn More

* Working with Performance Menitor Reports

» Lising the Perfarmance Manitar

* Viewing Lhe Systern Stabibly Report

Figure 14-11 Tool for generating system health reports in Windows 7

The File menu includes options to send the report to an email client configured on your
PC, save it as a file, or send it through a web mail application when you can attach the

file manually to an email in the same way you would any other attachment you send. This
method will vary depending on your email provider.

Before you dive into the details of the system health report, you should read the informa-
tion that appears in the Diagnostic Results panel, as shown in Figure 14-12. Here you'll see

information on currently detected problems as well as links to helpful articles about these
problems on the Microsoft website.
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Figure 14-12 Sample system health report

Computer Management

You can access the Computer Management console through Control Panel (click System
and Security, click Administrative Tools, and then click Computer Management), but the

easiest way to get to it is by right-clicking the Computer link in the Start menu and select-
ing Manage, as shown in Figure 14-13.
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Figure 14-13 Accessing the Computer Management console
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From the Computer Management window, shown in Figure 14-14, you can view and con-
trol System Tools such as Task Scheduler, Event Viewer, Performance, Device Manager, and
the Disk Management storage tool.
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Figure 14-14 The Computer Management console

When you click Disk Management, the pane in Figure 14-15 appears. Here you can view all
the fixed and removable drives in your PC and find problems with them. For example, you
might see that a disk isn't being recognized or is being reported as unformatted.

|NSI DE OUT Be careful when working with suspected faulty disks

Just because Windows is reporting a disk as “unformatted” or “not initialized” doesn’t
mean that the disk is really faulty. If the disk has been working fine until now, the prob-
lem is more likely with a driver or a corrupt BIOS. Reformatting or reinitializing the disk
might not fix the problem.
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Figure 14-15 Disk Management console

As | have said, the Computer Management Console is a good and centralized place for
finding the tools that come with Windows that can be used for repairing problems with the
operating system and your hardware.

Using the Windows 7 Performance Tools

The performance tools in Windows 7 offer some extremely advanced information that may
be primarily used by IT professionals, either remotely or when accessing the PC directly, but
that are of use to anyone working with diagnosing and repairing problems on a PC. One of
the most useful functions of these tools is their ability to quickly display a huge amount of
data about your PC, your copy of Windows, and your hardware.

They are especially useful because of the different ways they can present this information
and the different levels of detail they goes into depending on your requirements. For most
of your troubleshooting needs, the Event Log will suffice. If you're going to a third party for
additional help or guidance or if you're helping someone else, a system health report might
be required.
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Take Time to Step Back

Sometimes the best troubleshooting tool isn't built into the system. If you're stuck on a
troubleshooting problem that you just can't figure out, | would advise you to step away
from your computer. Take a break, maybe even a day, and come back to the problem with a
clear mind. I've found that if | keep staring at a PC screen trying to figure out or fix a chal-
lenging problem, my mind can become muddled and | can tend to miss things that | would
normally catch. If you (or your company) can't justify such a respite, try reading some of the
reports you generated with Performance Information and Tools offline. The reports that the
Advanced Performance Information and Tools utilities can provide make for excellent read-
ing when you're away from your PC and can’t be tempted to try quick fixes. This can give
you time to digest a problem and read the logs thoroughly.

Summary

I will talk about the advanced tools included in Performance Information and Tools in much
more depth in Chapter 25. These tools are versatile and useful in many contexts as well as
highly customizable. What | hope to have shown in this chapter is that even a novice user
can gain useful data and information from the advanced maintenance and troubleshooting
tools in Windows 7.
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indows 7 includes many ways to help you perform advanced repairs when

malfunctions and failures occur. These include tools that are bundled

within Windows itself, additional modes you can start Windows 7 in, and
utilities that you can run from a CD or DVD.

Repairing Microsoft Internet Explorer

Microsoft Internet Explorer shares many components with other parts of Windows, such
as Windows Explorer. Internet Explorer is one of the most heavily used components in the
operating system, and one of the biggest targets of attack, so a lot can go wrong with it.
But as an integrated Windows component, it can be very hard to fix problems with the
browser. So how do you fix Internet Explorer when it misbehaves?

Disable Your Add-Ons

Many problems with Internet Explorer, or any web browser, are caused by plug-ins and
toolbars. These elements cause many problems, including a very slow startup time. It's easy
to turn off problematic plug-ins and toolbars from within the browser.

With Internet Explorer open, click Tools in the top right of the toolbar, and select Manage

Add-ons (see Figure 15-1).

A window appears with details about all of your add-ons and toolbars (see Figure 15-2).
Disable each suspicious add-on one at a time, restarting Internet Explorer each time to see

if the problem persists.
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Figure 15-2 Disabling add-ons in Internet Explorer



Repairing Microsoft Internet Explorer 233

INSl DE OUT Keep add-ons and toolbars to a minimum

Add-ons can very quickly slow down your Internet browser, whichever one you use. |
recommend keeping installed add-ons and toolbars to a minimum to help with speed
and efficiency and to minimize problems and errors.

Running Internet Explorer with No Add-ons

Sometimes you can't even start Internet Explorer and turn off the add-ons and toolbars
without it crashing. There’s a solution to this problem as well.

There's a special entry for Internet Explorer in the Windows 7 Start menu to run the pro-

gram with all add-ons, toolbars, and ActiveX controls disabled. To find this special mode,

simply type add in the Start menu search box (see Figure 15-3), or look for it on the Start
menu by clicking Accessories and then clicking System Tools.
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Figure 15-3 Running Internet Explorer with no add-ons

You will be notified when the program starts that no add-ons are running, and a yellow
information bar will appear. You can click the information bar to manage your add-ons (see
Figure 15-4).
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Figure 15-4 Managing add-ons settings in Internet Explorer with add-ons disabled

Again, if you are unsure what add-ons or toolbars are causing the problem, you might want
to shut them down one at a time, restarting Internet Explorer in normal mode each time to
see if the problem has been rectified.

Managing Add-Ons from the Control Panel

Another way to manage add-ons in Internet Explorer is through Control Panel (see
Figure 15-5).
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Figure 15-5 Managing Internet Explorer add-ons from Control Panel
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You can access the settings by clicking Network And Internet and then clicking Manage

Browser Add-ons. A window opens with options for Internet Explorer. Here you will see a
Manage Add-ons button.

How to Factory Reset Internet Explorer

If the problem with Internet Explorer is not caused by add-ons or toolbars, you can use a

Windows 7 option to reset Internet Explorer to its default settings. This will restore the web
browser to the state it was in when it was first run.

1. To access the reset option from within Internet Explorer, click Tools on the toolbar,
and select Internet Options.
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2. Adialog box appears. Click the Advanced tab, and then click Reset in the Reset
Internet Explorer Settings section.

Chapter 15



g1 4133deyd

236 Chapter 15 Advanced Repair Methods

"Intemet Options = =" |
General | Security | Privecy | Content | Comections | Programs | Advanced |
Settings
4] Acceccidiy -

Abways expand ALT text for mages
Enable Caret Browsing for new windaws and tabs
Mave system canet with focus fsslection changes
Revet bext size to medium for rew windows and Labs
Reset bext size to medium whit rooming™
Reset zoom level for new windows and tabs
o
| Automabealy recaver from page layout errors with Comp:
Clase unused folders in History and Favorites™
] Dissble suript debugging (Intermet Explorer)
7] Desable suipt debuggng (Other)
Display a nobfication about every saript emor
| Dtsolay Accelerator button on selecton
]

e

“Takes effect after you restart Internet Explorer

Reset Intermet Explorer settings
Resets Internet Explorer’s settings to ther default
condiban,

Yo shoubd only use this if your browses is in an ur

[ o ][ comn |

An alert window will open asking if you really want to reset all Internet Explorer set-
tings. This is a safeguard against pressing the button accidentally, since resetting
Internet Explorer will remove all of your add-ons and toolbars and can, optionally,
delete all of your settings for the program. Review the information and then click
Reset.
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|NS| DE OUT Resetting Internet Explorer will not delete Internet favorites

Because your favorite websites are stored in your Windows users folder and are not a
part of Internet Explorer, resetting the browser will not delete them. You can perform
this action safe in the knowledge that your favorites and bookmarks are safe.
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Resetting Internet Explorer When You Can't Start It

Sometimes you can't start Internet Explorer at all and need to reset it from Control Panel.
To do this, open Control Panel and click Network And Internet, and then click Internet
Options (see Figure 15-6).
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Figure 15-6 Accessing Internet Options from Control Panel

On the next screen, click Internet Options again. The Internet Options dialog box appears
where you can click the Advanced tab and reset the browser.

Can You Reinstall Internet Explorer?

You can't actually reinstall Internet Explorer 8 in Windows 7 because Microsoft does not
provide a download to support it. If you try to download the Internet Explorer versions for
Windows Vista, you will be notified that they are not compatible with Windows 7.

You can also reset Internet Explorer by running the System File Checker, which will replace
any corrupt files for the program. If it still malfunctions after this is done, you might need
to switch it off and use a different web browser if you cannot restore Windows 7 from a
backup made at a time when everything was working fine.

You can turn off Internet Explorer by clicking Programs And Features and then clicking Turn
Windows Features On (or Off).
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|NSI DE OUT Internet Explorer 9

You will be able to install Internet Explorer 9 over a damaged version of Internet
Explorer 8 when it is released. (It is due to be released in 2011.) The reset options for
this new browser will be the same as they currently are for Internet Explorer 8.

Updating Internet Explorer via Windows Update

In other chapters of this book, | have stressed the importance of having Windows Updates
switched on. If you are experiencing browser problems, Windows Update may provide an
update that will fix them. It's also worth performing a manual update by selecting Windows
Update on the Start menu to see if any new updates for the browser are available.

Alternatives to Internet Explorer

Internet Explorer isn't for everyone. Windows users in the European Union can use the
Browser Ballot Screen to choose which browser to use with Windows (see Figure 15-7).

Select your web browser(s)

Wodewr = X, i
#23 Internet Opera™ Google : poils
) a3 ] = ) =t
g Explorers browser chritne Safari [@ ¥ Firefox
Designed to help you take  The fastest browser on Afastnew browser from  Safarl for Windows from  Your online security is
control of your privacy Earth. Secure, powerful Google. Try it now! Apple, the world's most Firefox's top priority.
and browse with and easy to use, with innovative browser, Firefux is free, and made
confidence. Free from excellent privacy o help you get the mast
Microsoft, protection. out of the web.
] i '
[ Select Later |

Figure 15-7 The European Browser Ballot Screen
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This gives European users a choice between the most popular web browsers and allows
them to download and install one if they don't want to use Internet Explorer. The web
browsers appear in a random order, although the five most popular browsers always appear
first in the list.

Following are my recommendations for alternatives to Internet Explorer.

® Mozilla Firefox An open-source browser that's excellent if you want to use plug-ins
and add extra features to your browser (www.firefox.com)

® Google Chrome Designed to be a fast, lightweight browser for people who like
quick, unfussy web browsers (chrome.google.com)

System File Checker

One of the hidden gems in Windows is System File Checker. This utility checks the integrity
of every file that was installed in Windows against the original copy of the file on the instal-
lation DVD.

Note

You will need to have your installation DVD in your computer’s optical drive when you
run this utility.

If System File Checker finds any file that's changed or become corrupt, it will restore the
original file from the DVD. This process can take from 10 minutes to an hour, but it is one of
the quickest and simplest ways to repair problems with Windows 7.

1. To access System File Checker, place the Windows 7 installation DVD in your
computer’s optical drive, but do not run anything on the disk.

2. Type ecmd in the Start menu search box. When cmd (or Command Prompt) appears
in the search results, right-click it and select Run As Administrator.
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3. A DOS window appears. Type SFC /SCANNOW (this is not case sensitive) and press
Enter on your keyboard.

B Adrinistrator: CAWIndows\System I2crmd.exe =]

A1l rights resers

System File Checker checks the integrity of every Windows system file, including all Internet
Explorer 8 files, and replaces any corrupted files it finds.

|NS| DE OUT System File Checker and Windows 7 service packs

To run System File Checker, you must have an installation DVD containing the service
pack that’s currently installed in your copy of Windows 7. This may mean that you need
to create a new installation DVD. See Chapter 16, “Windows Problems Demystified,” for
instructions on how to do this.
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Using MSConfig for Diagnostic Startups

MSConfig, accessed by typing msconfig in the Start menu search box, can be used for so
much more than just turning off startup programs. On the Boot tab of the System Configu-
ration dialog box are several options you may find useful.

Select the Safe Boot check box to start the computer in Safe Mode the next time you
restart it. This can be useful if you have a keyboard fault or if you keep missing the chance
to press F8 at restart.

Select Boot Log (see Figure 15-8) to create a text file on the next startup that will report on
everything that worked (and didn’t). This can be an invaluable tool for diagnosing drivers
or services that are failing to start when Windows loads. You can find this boot log on your
Windows drive in the root folder; it is called ntblog.txt (see Figure 15-9).

3 gystern Conhiqurstion 0
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[Windomes 7 [C:\Windows) : Current 05
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Bk ptiorn. Timeout:
Sate boot Mo GUT boot ; e
Miringd 7] Bot bog
Base video
15 boot Information Make all bock sattings
parmanent
ok || cencel Apphy el

Figure 15-8 Diagnostic startups in MSConfig

Double-clicking the boot log will open it in Notepad (see Figure 15-10). The boot log
shows a complete list of every system file and driver that loaded, or failed to load, when
Windows started. This can be extremely useful information for diagnosing problematic
services or drivers.



oT 491deyd

242

Chapter 15  Advanced Repair Methods

=1 v Computer » LocalDish{C) » Windoms » = [ g ][ Search Windows
Orgenize *  J|Open = Print  Newfoldes
or Favorites 1. adding L. LiSchemas L. SenviceProfiles
J AppCompat J UiveKemelReports i senvicing
- Libranes & AppPatch du Logs du Setup
[ Documents |, assembly J Media | Shellhew
& Music | Haat | Microsott NET | SotbasreDistrbution
el Pictures .. Branding 1. Maodernlogs J. Speech
i Videos s L Offfine Web Pages | system
L Cursors L. Panther L Gystern3?
8 Homearoup | debuy | Performance J. TAPL
| disgnastics | PLA ) Tasks
& Computer 1. DigitalLocker 1. PolicyDefinitions L. Temp
&, Locsl Dusk () |, Dowmloaded Installations | Pretetch | tracing
L. Perflogs | Downloaded Prograem Files | pss . twain_32
B Program Files J ehorne J registration I Vss
L Users L en-US . RemotePackages | Web
J Windows JAFonts J. rescache 1. win
|, Globaliration ). Resources [ _deEault
g Hetwork ) Help |, SchCache " bfve
L ME |, schernas || bootstatdat
). inf . security | Dclnstall
« m.
& ntbtlog Date created: 5/3/2010 9:38 AM
Text Document

Figure 15-9 Finding the boot log in Windows

i -

w4 txplorer
= Feeupdate
@ HelpPane
[ hh

| mibbin

o msdfrmap
Tnotepad
¥ regedit

| setupace

|| setuperr
=" Starter

. gystem

LI TSSysprep
1 twain.dil
2 bwain_32.d1

Ji Eos = Eoﬂmd gi@

File Edit Format View Help

Loaded
Loaded
Loaded
Loaded
Luaded
Loaded
Luaded
Loaded
Luoaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Luaded
Loaded

Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded
Luaded
Loaded
Luaded
Loaded
Luoaded
Loaded
Loaded
Loaded
Loaded
Loaded
Loaded

Loaded
Loaded
Loaded
Loaded

dr
dr
dr
dr
dr
dr
dr
dr

ver
ver
wer
ver
war
wer
var
wer

driver
driver
driver
driver

dr
dr
dr
dr
dr
dr
dr
dr
dr

wer
ver
ver
ver
ver
wer

ver
war

wer

0id not Joad driver
oid not Toad driver SSysTemroorhs)

driver
driver

dr
dr
dr
dr
dr
dr
dr
dr
dr

wer
ver
ver
wer
ver
war
wer
var
wer

driver
driver
driver
driver
driver
driver
driver

oid not 1

dr
dr
dr
dr

SYSTOMAOOT WSy STem32WDRIVERS \YMOUC] 255, Sy
W SystemRoot\ System3 S\DRIVERS W SErenum. sys
SystemRoot s ys temE 2 \DRIVERS  Mde, sys

N Systemrooth System3 \DRIVERS W DArpOrE . Sys
NSystemRoothsys tem32\DRIVERS wpcgbus. sys
ASYST EMRAOT\SYST emISA\DRIVERSWhHE-S 3. SyS
“SystemRoot s ys tem32\DRIVERS o 2lxdvm, ‘sﬁvs
“\SpstemRoot\systemildriversi\virtualau
nSysLemRooL s ysLem32\DRIVERS Compos TLeBus .
NSYSTEMROOT AT EmIZ Ao I vERS Y ag] evpn. sys
NSystemRoot \system32\DRIVERS \ras 12T, sys
S\SpsTemeooTsysTemiPoriviersindistapd . ays
LSystemRoot \system3Z\DRIVERS \ndi swan. sys

S SYSTOMAOOT VS S Tem3 2 WDRIVERS A5 PPPOL. Sy
Y SystemRoot system32\DRIVERS raspptp. sys

W SYSTOMAOOT WSS Tem3 2 WDRIVERS W A555TP. 55

N SystemRoot\System3 S\DRIVERS Y rdpbus. sys
NSystemRoot s ys temE 2 \DRIVERS \Swerum, sys

N SyStemRoot Sy st em3 2\DRIVERS \umbus

NSy temRooths ys Lem32A\DRIVERSY T pyd‘s{s sys
SSYST EMRADT N\ SYST emIDr Tver A NDPr Oy . Y5

NSysTemROOT\SYST maﬁnm RSYwpcubus. Sy
S\SYSTrmMRODT Y\ SYSTemI 2 \DR IvERS\WRcuhub. sy
“SystemRoot \system32idriversh Juatv, sys
SYSTOMROOT WSy Tem32WorIvERSY 1 Ttd] 0. 5ys

N SystemRoot\System3 S\DRIVERS Yy spndr. sys
NSystomRoothsystemE2hdr ivers PLsys

N SystemRoot SystemI S\DRIVERS W ows er. sys
“SystemRoothSys tem32dr fvers'mpsdrv. sys
ASYST EMRAOT YT em IS \DRIVERS M wamh. Sy
Sys LemRoot s ys Lem3 2ADRIVERS ynr xsmbld, sys
S\ Sst emRODT Sy ST Am IS \DRTIVERS \Mr xsmh20. sy
5SS LemRooT s ys Lem3 2 \DRIVERS \parvdm, sys
S\SYSTEmRODT Y SySTem32dr ivershpraurh, siys
“\SystemRoot \System32\Dbrivers\secdrv.s¥S
SSYET MMEODT S ST AmI DR IVERS\SPVNPT . Sys
“SystemRoot\System32hdrivers\tcpipreg. sys
\SYSTOMROOT\SYSTem32\DRIVERS\SPV2, S5

Y SystemRoot System32\DRIVERS WSrv. sys

ad driver \bystmﬂoﬂt\b}"’thZ\Ukl\r’Ll{b SIV.SYS

wer
wer
ver
war

W EystemRoot\ SystemiSdr ivershrdpdr. sys
NSystomRoothsystemE2hdr ivershudtop, sys
N SystemRoot \SystemI\DRIVERS TS5 8csry. Sys
“SystemRoothSys tem32\or fver s \ROPWD. STS

0. 8y's

5ys

pid not Joad driver “ZSystemRoot\System32hor ver s \NOProxy. SYS
bid not load driver \SystemRoot’\Systemi\Driver s\NDPPoxy. 5Y5
ASysTemRooU\SystemI2\0river $\NDProxy. Y5
TemIPhordver s\NDPP oxy. 575

Figure 15-10 The boot log



Using MSConfig for Diagnostic Startups 243

More startup options in MSConfig are on the General tab in the System Configuration dia-
log box (see Figure 15-11). Here you can disable startup programs and some services to
start Windows 7 in a diagnostic mode that offers more functionality than Safe Mode. This
diagnostic mode is a simple version of Windows 7 you can use to troubleshoot problems
(see Figure 15-12).
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Figure 15-11 Additional startup options in MSConfig
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Figure 15-12 MSConfig offers an additional startup diagnostic mode.
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Managing Windows Services

Services are operating system components that start when Windows loads or when you
perform an action that requires a specific feature within the operating system. These ser-
vices include managing the desktop interface, the firewall, and printer spooling.

CAUTION

You should always be very careful when working with services in Windows 7 because
deactivating the wrong one can make Windows unresponsive or even unable to start.

You can access the Services panel by typing services.msc in the Start menu search box (see
Figure 15-13). The icon for this panel is a small blue cog.

Programs (3)
B Companent Senaces
Jervicer
BT senaces

Panel (1)

Cont
Bl Windows CardSpace
Documents (2)
report

£ report

# See more results

seraces, % Shut down b

e

Figure 15-13 Accessing Windows services with the Start menu search box

In the main Services panel, shown in Figure 15-14, all Windows services are listed alphabeti-
cally. You can make columns wider to more easily read the content. The descriptions of the
services are very helpful in making sure you do not disable the wrong one.
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Figure 15-14 The Services panel

|NS| DE OUT When would you want to disable a service?

I would not recommend turning off any services that are part of Windows, but you
might want to turn off third-party software services, for example trialware anti-virus
software, that are causing slowdowns or other problems. In the Services panel you can
stop these services from running or change the startup type to manual (so they will
start only when called).

Right-click a service to access its Properties dialog box. On the General tab, you can disable
the service if required (see Figure 15-15). Also, on the Recovery tab, you can choose what
actions Windows should take if this service stops working for any reason.

Finally, on the Dependencies tab, you can check if this service cannot run without other
services being active. You can check here if you are shutting down a service that, because it
won't start the next time you start Windows, will cause another service to crash.

Chapter 15
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Figure 15-15 Setting the properties for a service

Working with the Windows Registry

The registry is a database where the settings for Windows and all of your installed software
are kept. There is one copy of the registry for each user in hidden files called ntuser.dat
located in the root of each user account folder on your Windows drive.

The Windows registry can be manually edited using Registry Editor (see Figure 15-16). To
open this panel, type registry in the Start menu search box, and then select Registry Editor
from the search results that appear.
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Figure 15-16 The Windows registry
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Occasionally, you may have to change or remove a setting in the Windows registry. You
should always be very careful when you do this, because changing the wrong setting in the
registry can cause Windows 7 to become unresponsive or unable to boot.

| will cover how to use the registry in depth in Chapter 27, "Advanced Registry Work." It is
separated into five different sections.

o HKEY_CLASSES_ROOT You should not change these settings. They include essential
Windows system settings along with other things such as file associations.

® HKEY_CURRENT_USER These are the custom settings for the currently logged-in
user. These will include settings for Windows and installed software. These are the
most commonly changed settings.

o HKEY_LOCAL_MACHINE This section is for general Windows and software settings.
You may need to make changes in this section.

o HKEY_USERS This section is for general controls for user accounts; you will not
need to change these settings.

o HKEY_CURRENT_CONFIG These are additional settings related to your current
configuration; you will not need to change these settings.

There are only two situations when you will really need to change or remove settings in the
Windows registry.

® When you are following specific written instructions on dealing with a problem, or
tweaking advanced (hidden) settings in Windows 7

® When you are removing settings left behind by an uninstalled program that are caus-
ing problems with Windows 7 or other programs

As mentioned earlier, | will explain modifying the registry properly in Chapter 27, but the
most common things you will need to do are create a new setting or change an existing
one. You can do this by navigating to the correct place in the registry (you may be follow-
ing specific instructions from a website or manual, which will guide you to exactly the right
place in the registry) and right-clicking either a blank space to create a new setting or an
existing setting to change it (see Figure 15-17).
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Figure 15-17 Changing a setting in the Windows registry

Removing the Registry Settings for an Uninstalled Program

There are two ways to find settings left behind by an improperly uninstalled program. The
simplest way is to use the Find and Find Next controls on the Edit menu in Registry Editor
(also available by pressing Ctrl+F [Find] or Ctrl+F3 [Find Next]).

You can also search for the settings manually. You will find them in the following two
locations.

e HKEY_CURRENT_USER/Software
e HKEY_LOCAL_MACHINE/SOFTWARE

You can right-click a setting for a specific program and select Delete to remove it from the
registry (see Figure 15-18). You should always be careful when you do this and back up the
registry before you make any changes.
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Figure 15-18 Removing unwanted software settings in the Windows registry

|NS| DE OUT Backing up the registry before making changes

You can create a backup copy of the registry by selecting Export on the File menu.
You should always create a backup before making any changes to the registry. You can
restore this backup the same way by selecting Import on the File menu. (Note that
you may have to do this in Safe Mode if the changes you have made make Windows 7
unstable.)

Using the System Repair Disc for Advanced Restore

In Chapter 11, “Easy Ways to Fix Windows 7," | talked about Windows Startup Repair. This
will automatically start when Windows has failed to load three times, but you can get more
repair options by starting your PC from your Windows 7 installation DVD or by creating a
system repair disc.
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| NSl DE OUT Accessing System Recovery Options without a CD or DVD

You can access System Recovery Options on PCs where it has not been disabled by
pressing F8 on your keyboard after the BIOS screen disappears but before you see the
Starting Windows logo and selecting Repair Your Computer from the boot options. Sys-
tem Recovery Options may not function properly, however, if there is a problem with
Windows or your hard disk.

Starting your PC from these discs gives you many more options for diagnosing and trouble-
shooting problems with Windows 7 startup.

|NS| DE OUT Finding advanced options on the system repair disc

These advanced options do exist on the system repair disc, but they're hidden. To find
them, you must direct Windows to restore your computer from a backup and then can-
cel that action when the options appear.

Click Command Prompt (see Figure 15-19) to access some very useful options for repairing
your computer. You may be pleased to hear that chkdsk is still available at the command
prompt in Windows 7. You can use it with the following command line switches.

e /F To fix errors on the disk
® /R To locate and attempt repairs on bad disk sectors

e /X To force, if necessary, the disk to dismount before checking
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Figure 15-19 System Recovery Options on a Windows 7 system repair disc

There are several other options available by typing chkdsk /?.

BootRec.exe

For anyone who's missing the Recovery Console from Windows XP, fear not; it's still in Win-
dows 7, but in a different form. The new Bootrec.exe command is accessed from Command
Prompt in System Recovery Options. This will allow you to perform various actions by add-
ing command line switches.

Repairing the Boot Menu by Using BootRec

The boot menu is the list of operating systems that appears when Windows starts. You will
not see this menu if you have only one operating system installed. It can become corrupt,
however, and will need to be rebuilt. You can do this by typing bootrec /RebuildBcd into a
Command Prompt window (see Figure 15-20).

Figure 15-20 Rebuilding the Windows boot menu
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Sometimes this command won't work, and you will need to delete the boot menu and
rebuild it from scratch. To do this from Command Prompt in System Recovery Options, type
the following commands, and Windows will rebuild and restore the boot menu.

Bcdedit /export c:BCD_Backup
c:

cd boot

attrib bcd -s -h -r

ren c:\boot\bcd bcd.old
bootrec /RebuildBcd

There are other useful switches for use with the BootRec command.

/FixMbr

This switch, used at bootrec /fixmbr, will repair the master boot record (MBR) in
Windows 7.

/FixBoot

This option, used at bootrec /fixboot, will write a new boot sector to the system disk.
This can be useful if the boot sector has become corrupt or damaged, perhaps by trying
to install an earlier version of Windows on the disk.

/ScanOS

This option, used at bootrec /scanos, will scan your hard disks for any compatible operat-
ing systems that may not be viewable on the boot menu.

BCDEdit

This is a program used for maintaining, changing, and rebuilding the boot menu in
Windows 7. You should not need to use BCDEdit to repair your copy of Windows 7, because
the tools | have mentioned already should repair any problems. However, if you need

to use this tool, you can find detailed instructions on the Microsoft support website at
http://technet.microsoft.com/en-us/library/cc709667(WS.10).aspx.

When you are finished with Command Prompt in System Recovery Options, type exit to
close the window.
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Other DOS Commands in System Recovery Options

Other DOS commands are available in the Command Prompt window of System Recovery
Options.

® Copy Copies files from one location to another

® Move Moves files from one location to another

® Rd Removes an empty directory

® Ren Renames a file or directory

® More Shows the contents of a file

® Type Shows all the contents of a file without pausing the screen
® Xcopy Copies a folder and all of its contents to another location
® Mkdir Makes a new directory

® Diskpart Loads the Windows disk management program

e Dir Displays a list of files and folders

® Cd Allows you to move to a different folder

e Attrib Allows you to change the attributes of the file (Read only etc.)
® Del Deletes a file

The switch options for each command are available by using the /? switch after the
command.

Windows Memory Diagnostic

Another option in System Recovery Options is Windows Memory Diagnostic. This will scan
your computer’s physical memory to see if it can find any errors that are preventing Win-
dows 7 from starting or running properly (see Figure 15-21).
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wWindows is checking for memory problems...
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Status:
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wait until testing is complete...

Windows will restart the computer automatically. Test results will be
displayed again after you Tog on.

Fl=0ptions ESC=ExXit

Figure 15-21 Windows Memory Diagnostic

While physical hardware problems are rare, a memory problem would certainly cause Win-
dows to encounter a critical stop error and show the Blue Screen of Death (BSOD) during
startup.

If you get BSOD messages when starting Windows, it is a good idea to try the Windows
Memory Diagnostic tool.

Using Safe Mode

You may also want to start your PC in Safe Mode by pressing the F8 key during startup

to open the boot options menu. Here, you'll see a stripped-down diagnostic mode of
Windows in which you can run tests and check to see if the operating system is functioning
correctly.

Note
You can see the tools that | have described in Chapter 14, “Advanced Diagnostic Tools
in Windows 7,” and earlier in this chapter.
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Summary

Windows 7 contains a great many components, each of which is very complex and many

of which have dependencies on each other. Some of the fixes described in this chapter have
been specifically designed by Microsoft to allow you to repair and maintain the compo-
nents, such as Internet Explorer, that have traditionally caused the most problems. Others
are more generic fixes.

When an installed component or a bundled piece of software fails, it can be very difficult to
repair, because some components cannot be uninstalled. However, there is usually a way to
repair the problem when it occurs.
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iInpows 7 includes a huge number of files and folders, and | could write an entire
book about what each one does. In this chapter, however, | deal with the most
important folders and file types, explaining the significance of each one.

|NS| DE OUT \S/\r;icr):éjvor\]/i\/(:dEi&Sgrtrem files and file extensions in

By default, Windows 7 hides certain system files and file extensions so that you can’t
see them when you explore files and folders on your computer. To view these hidden
files and extensions, press Alt on your keyboard in any Windows Explorer window and
select Folder Options on the Tools menu in a Windows Explorer window. The Folder
Options dialog box appears. (Alternatively, you can open the Organize menu from the
Windows Explorer toolbar and select Folder And Search Options.) On the View tab in
the Folder Options dialog box, select the Show Hidden Files, Folders And Drives option,
the (Un)Hide Extensions For Known File Types option, and the (Un)Hide Protected
Operating System Files option.

Windows 7 Core Operating System Files

Figure 16-1 shows the full Windows 7 folder structure. Some of these folders contain files
for specific functions. For example, the ehome folder includes Windows Media Center
files and the Fonts folder stores Windows fonts.
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Figure 16-1 The folder structure for Windows 7

A few of these folders contain core operating system files, and it's worth focusing on these
folders, because this is where file corruptions are most likely to occur.

X:\Windows\Boot This folder contains files necessary for starting Windows 7.

X:\Windows\Help The Windows 7 help files are located in the Help folder. If you cannot
start Help, these files might be corrupt or missing.

X:\Windows\inf Windows uses the INF files in this folder when installing hardware and
software drivers.

X:\Windows\System32 This folder contains the guts of Windows 7. All the main Windows
components are located here. If you have a problem with a Windows file, it is likely located
in this folder.

The following files are commonly located within the X:\Windows\System32 folder
sub-structure.

ActiveX Files (*.ocx) ActiveX is a programming framework that software authors use to
design reusable components to be shared across applications. Sometimes these controls
are shared across programs from different software houses, and in older software, there
might be incompatibilities with various versions of the .ocx files. For example, one program
might require a specific version of the file, but another program needs a different version.
Windows 7 is much better at handling these conflicts than previous versions of Windows;
however, such conflicts can still occur.
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Applications Applications are the main programs that comprise Windows 7. If you are try-
ing to launch a built-in Windows feature and it cannot be found, the associated application
file might be missing from the Applications folder.

Application Extensions (*.dll) Dynamic Link Library (.dll) files are shared library files.

Like .ocx files, .dll files are program and Windows components that can be shared across
software applications. Occasionally, Windows becomes unresponsive because a .dll file is
corrupt or is an incorrect version that is not supported by the program or feature trying to
access it.

As with .ocx files, Windows 7 is much better than previous versions of Windows at handling
dll file conflicts, but issues with these files can still occur. Windows 7 includes more .dll files
than any other type of file.

Control Panel Item (*.cpl) Windows 7 launches .cpl files when you access features in Con-
trol Panel. If an item cannot be found, the associated .cpl file might be missing or corrupt.

Device Driver (*.drv) The Device Driver folder contains certain Windows 7 software and
hardware drivers. These files can occasionally become corrupt.

Boot The Boot folder contains the programs required to start Windows. If these files are
deleted or become corrupt, Windows will not start.

Drivers and DriverStore These folders contain all of the software drivers for your hardware.
You can back up these folders and restore them manually if an event such as a driver mal-
function or faulty driver upgrade causes problems with Windows 7.

Microsoft Common Console Document The Microsoft Management Console (MMC) pro-
grams are stored in this folder. If you cannot start an MMC item, the program file might be
corrupt or missing from this folder.

VBScript Script File (*.vbs) Visual Basic VBScript scripts can be a target for virus writers.
Some VBScript scripts are stored in the main Windows 7 folders.

X:\Windows\winsxs Earlier, | discussed side-by-side compatibility protection for different
versions of .dll, .ocx, and other files in Windows 7. Windows stores and organizes compat-
ible duplicate versions of files in the winsxs folder. This folder is usually very large and even
bigger than the System32 folder.

X:\Users\AppData In each user’s folder is a subfolder named AppData, as shown in Fig-
ure 16-2. Application-specific files and settings are stored in this folder.
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Figure 16-2 The AppData subfolders

The AppData folder is hidden by default, so you will need to change the default setting to
show hidden files to see the folder contents. See the Inside Out sidebar “Show hidden system
files and file extensions in Windows Explorer” earlier in this chapter for details.

Windows 7 Security and Policy Folders

Windows security and other policies that control login, software, and user behavior and
permissions are stored in the following folders.

® X:\Windows\Security

® X:\Windows\ServiceProfiles

The Windows 7 Registry

The registry is a database that contains configuration options and settings for Windows and
your installed programs. There is one registry folder named NTUSER.DAT for each user. You
can see one hidden registry file in Figure 16-3 and can make all of them visible by showing
hidden and operating system files. See the Inside Out sidebar “Show hidden system files
and file extensions in Windows Explorer” earlier in this chapter for details.
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Figure 16-3 The registry files are hidden in user folders.

Personalization Folders

The main folders containing wallpapers and other personalization options are:

o X:\Windows\Globalization

o X:\Windows\Media
o X:\Windows\Resources

o X:\Windows\Web

Windows 7 Logs

Several folders contain Windows 7 logs. You can normally access these logs through Con-
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trol Panel and Microsoft Management Console. You can also access the logs manually if you
can't get Windows 7 to start. You can find the logs in the following folders.

® X\Windows\debug

® X\Windows\diagnostics

Chapter 16
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® X:\\Windows\LiveKernelReports
e X\Windows\Logs

e X\Windows\ModemLogs

Temporary Files Stores

You can delete all the contents in several Windows 7 folders if you suspect they are causing
problems.

e X:\\Windows\Downloaded Program Files Windows does not usually use this folder,
so it will normally be empty anyway.

® X:\\Windows\Prefetch Windows tracks what programs and files you frequently use
and stores this information in the Prefetch folder to preload them when appropriate
(for instance, when starting a program you run often). Sometimes the prefetch files
can become corrupt. If you suspect this has happened, you can safely delete the con-
tents of this folder. Windows will then rebuild the prefetch database.

e X:\Windows\SoftwareDistribution This folder contains Windows Update configura-
tion options and downloaded files. If Windows Update will not install updates, you
can delete the contents of this folder to try to fix the problem.

e X:\\Windows\Temp This folder is the temporary files store. Its contents can be
deleted at any time if you suspect one or more temporary files is causing a problem.

Advanced File Restore

As | stated previously, | could write an entire book on the Windows 7 file and folder struc-
ture. But the guide presented in the previous section should be enough to help you restore
Windows 7 files and folders on a file-by-file, folder-by-folder basis. You can infer from this
discussion that you do not need to restore folders that contain temporary files; temporary
files are unnecessary when restoring Windows to working order, and you could run the risk
of restoring a corrupt file. You can also use the descriptions above to decide which folders
containing user personalization options to specifically include or ignore in a restore.

The most important folders, and the ones you are most likely to restore, are the Boot, INF,
System32, and WinSxS folders. These folders contain the essential parts of the operat-

ing system. Most likely, problems are caused by corrupt or missing files in these essential
folders.
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CAUTION

If you restore the folders containing security or other computer policies, be certain that
there have been no changes since the backup was made. If changes were made, you
could encounter additional problems, such as a faulty smart card or fingerprint reader.

System File Checker

| wrote about the extremely useful System File Checker in Chapter 15, "Advanced Repair
Methods." This utility checks every system file in Windows against the original version on
the installation DVD. If it finds a file that has changed or become corrupt, it restores the
original file.

System File Checker quickly repairs problems with Windows 7, but if you have a service
pack installed on your computer, you will also need to slipstream the service pack onto the
installation DVD before running System File Checker. The following section details how to
create a slipstreamed DVD.

Creating a Slipstreamed Install DVD

Slipstreaming is the process of integrating a service pack into the original installation DVD.
You might want to do this for a couple of reasons. First, a slipstreamed installation DVD is
useful when you need to reinstall Windows or install it on a new PC. A slipstreamed version
of the software is far better updated than the original install. You may also want to create

a slipstreamed installation DVD if you want to use System File Checker as mentioned previ-
ously. The installation DVD you use with System File Checker must include the service pack
that matches the one installed on your PC. If it doesn’t, some operating system files will not
match, and System File Checker will abort with an error.

Sadly, creating a slipstreamed service pack installation DVD for Windows 7 isn't as simple
as it is for Windows XP. With Windows XP, you simply copy the contents of your Windows
XP installation disc to your hard drive and use an /integrate switch with the service pack
to build it into the file structure. Then you burn back to a bootable DVD. This procedure
changed with Windows Vista, and while you can still slipstream, it's a significantly more
complex process. Here, however, I'll describe how to do it step by step.
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What You Will Need

Before beginning the slipstream procedure, gather the following items.
® A spare hard disk or partition on which you can install a fresh copy of Windows 7.

® The Windows 7 Automated Installation Kit (AIK), which you can download for free
from http.//www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=6
96dd665-9f76-4177-a811-39c26d3b3b34 or by searching the Microsoft website for
Windows 7 AIK. You will need approximately 1.5 GB of free disk space to install the
Windows AIK on your PC.

® A blank CD or DVD.

e Software for creating an ISO file such as UltralSO, (available from www.ezbsystems.
com/ultraiso) or WinISO (available from www.winiso.com). You might be able to
download a free trial version of the software, which will be fine for a quick job.

Step 1: Creating a Windows Pre-Installation Environment
Startup Disc

1. You first need to create a startup disc for the Windows Pre-Installation Environment
(WinPE). To do this, run the Windows 7 AIK installer and select Windows AIK Setup.

]

" Welzame to Windows Automated Instalation Kit (=@

Install Windows AIK.

Instal the Windows AIK. The Windows ADX containg a set of tools,
Inchuding Windows System Image Manager, which an hel you ta.
stall, customize, and deploy Wirkdows 7 ard Windows Server 2008
RZ

"Sten-fy-Sten: Dasic Windows Deployment for IT Professionals”
dosument to get started,

2. When the Windows 7 AIK is installed, select Microsoft Windows AIK from the
Start menu, right-click Deployment Tools Command Prompt, and select Run As
Administrator.
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In the command prompt window that appears, type C: and press Enter. Then type cd
.\\Program Files\Windows AlK\Tools, and press Enter again to access the AIK folder.

Use the Copype.cmd script, changing the arguments as necessary to match the
locations for your WinPE files and the desired destination folder. (Valid versions
include 32-bit [x86] or 64-bit [x64]. Other supported types are amd64 and ia64.)

Type copype.cmd x86 C:\winpe_x86 or copype.cmd x64 C:\winpe_x64, and press
Enter.

The command in step 4 creates a folder structure in a new folder. (For the purposes
of this tutorial, we'll assume this is C:\winpe_x86.)

Next, to copy the base WinPE image to this folder structure, type copy C:\winpe_

x86\winpe.wim C:\winpe_x86\ISO\sources\bot.wim, and press Enter.

Next, you need to add disk boot files to the files you have created in steps 4 and 5,
ready for burning to a CD or DVD.

a. Type dism /Mount-wim /Winfile:C:\winpe_x86\ISO\sources\boot.wim /
index:1 /MountDir:C:\winpe_x86\mount, and press Enter.

b. Type copy C:\winpe_x86\ISO\bootmgr C:\winpe_x86\mount, and press
Enter.

Chapter 16
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C.

d.

Type mkdir C:\winpe_x86\mount\boot, and press Enter.

Type xcopy /cherky C:\winpe_x86\I1SO\boot C:\winpe_x86\mount\boot,
and press Enter.

7. Add the ImageX disc image creation program to the folder by typing copy “C:\
Program Files\Windows AlIK\Tools\x86\ImageX.exe” C:\winpe_x86\mount, and
pressing Enter.

8. Next, create the boot configuration data (BCD) file for the disc. Type the following
commands, pressing Enter after each one.

b.

Del c:\winpe_x86\mount\boot\BCD
Bcdedit /createstore c:\winpe_x86\mount\boot\BCD

Bcdedit /store c:\winpe_x86\mount\boot\BCD -create {bootmgr} /d
“Boot Manager”

Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {bootmgr} device
boot

Bcdedit /store c:\winpe_x86\mount\boot\BCD -create /d “WINPE"
-application osloader

9. The command in step 8e returns a GUID value. Type the following commands,
substituting the GUID value returned by step 8e for {GUID}. The GUID should look
similar to {21EC2020-3AEA-1069-A2DD-08002B30309D} but will contain different
numbers and letters. Press Enter on your keyboard after each step.

b.

Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {GUID} osdevice boot
Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {GUID} device boot

Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {GUID} path \
windows\system32\winload.exe

Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {GUID} systemroot \
windows

Bcdedit /store c:\winpe_x86\mount\boot\BCD -set {GUID} winpe yes

Bcdedit /store c:\winpe_x86\mount\boot\BCD -displayorder {GUID}
-addlast



10.

11.
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Finally, create an ISO disc image that you can burn to a CD or DVD. Type oscdimg
-n -m -o -bC:\winpe_x86\etfsboot.com C:\winpe_x86\mount C:\winpe_x86\
winpe_x86.iso, and press Enter.

For Intel Itanium-based architecture, replace etfsboot.com with efisys.bin.

If you are building an 1SO to an AMD Extensible Firmware Interface (EFI) ISO instead,
type oscdimg.exe -bC:\winpe-x64-efi\efisys.bin —pEF —ul -udfver102 C:\
winpe-x64-efi\ISO x64-efi-winpe.iso, and press Enter.

You will now have an ISO file in the C:\winpe_x86 folder that you can double-click to
start Windows Disc Image Burner.

Windears Dise Image Bumer e |

Disc irnage file: winpe_xdf.iso
Dise burner:

Tatus

Hurming dise smage t recardable dise...

Note

You only ever need to create a single WinPE startup disc (and disc image). You can use
the same disc to install a slipstreamed version of Windows 7 on any computer.

Step 2: Installing a Fresh Copy of Windows 7

1.

Using your Windows 7 installation DVD, install a fresh copy of Windows 7 onto a
spare hard disk or partition. Use the version you want to create the slipstreamed disc
for, that is Home Premium, Professional, Enterprise, and so on.

When Windows 7 is installed and the screen asking for your username and password
appears, press Ctrl+Shift+F3 on your keyboard.
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u ol Set Up Windows

f] Windows 7 Professional

Choose a user name for yeur account and name yeur computer to distinguish it on the network,

Type a user name (for example, John):

Type a computer name:
PC

Copyright © 2009 Microsoft Corporation. All rights reserved,

3. The system restarts in audit mode. Do not close the System Preparation Tool window
that appears; you will need it later.

) o'y Set Metwork Location

Select a location for the "Network' network

This computer is cennected to a network, Windows will automatically apply the correct
network settings based on the network’s location.

H System Preparation Tool 3.14 @
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System Cleanup Action
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the such as
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Shutdown Options
Shutdown -
= Puly | ]
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netw
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4. |Install the appropriate service pack. (You can either download the service pack or
install it from a CD, network, or USB pen drive).



Creating a Slipstreamed Install DVD 269

X3
o) B Install Windews Service Pack
Install Windows 7 Service Pack 1
WE recommend installing service patks a5 2 great way 10 Relp Keep Windows up to date
and Lo help enhance the reliability and performance of Windows
Ecfare continuing, save your wark and dose all open programs. The installation will take
some time to complete, and your computer might restart a few times during installation.
Copyright 2 3010 Microsoft Corparation, &1l rights reserved.
bet | | Cancel

5. Windows may restart during the service pack installation. If the Windows 7 password
screen appears again, press Ctrl+Shift+F3 again to re-enter Audit Mode.

|NS| DE OUT Performing other actions in Audit Mode

You can also perform other actions in Audit Mode, such as installing software, chang-
ing Windows settings, or installing device drivers. Be careful installing drivers if you

intend to use this new install image to install Windows on a different PC from the one
you are creating the image on, because the hardware will likely be different. Also take

care when installing software; you must leave enough space for the final disc image to
fit on a single blank DVD.

6. In the System Preparation Tool window, select Enter System Out-Of-Box Experience
(OOBE) from the System Cleanup Action menu, and select the Generalize option.

Place the WinPE startup disc in the CD/DVD drive. In the System Preparation Tool
dialog box, select Restart under Shutdown Options, and then click OK when you are
ready to create the new Windows image.

System Preparation Tool 314 {3
Sy ‘eparaton Tool (Sysorep) prepares the machine for
hardh ™

independence and deanup.

Srstem Cleanuo dction

Eniber System Out-of-Box Experience (O08E) -
¥ Genacaioe

Shutdown Options

Shusoewn -

ok | [ cencel
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Step 3: Creating a New Windows Image File

1.

After you follow the previous procedure, the system will start in the WinPE
environment, and a command prompt window will appear.

Noting the following substitution guidelines, type E:\imagex /compress fast /
check /flags “Professional” /capture D: E:\install.wim “Windows 7 Professional”
“Windows 7 Professional Custom” at the command prompt.

® [f necessary, substitute the name of your Windows 7 edition for Professional in
the command.

® Substitute the drive letters of the disks on which you have the second copy of
Windows 7 installed and the disk where you want WinPE to store the new Win-
dows 7 Image file. The file will be approximately 2 to 2.5 GB.

Administrator: X:\windows\system32\cmd.exe =10ix]

¥ :v>imagex Scompress fast scheck /flags "Professional" scapture C: C:\install.uin
n "Windows 7 Professional” "Windows 7 Professional SP1%_ l

Step 4: Creating a New Windows 7 Installation DVD

1.

Use ISO creation software (see the Inside Out sidebar below for more information
about where you can get this) to make an ISO file from your original Windows 7
installation DVD.

Using the same ISO creation software, locate the newly created Install.wim file you
created in the previous procedure and add it to the disc image file, overwriting the
one that exists there in the \sources\ folder. Double-click the image to burn it to the
DVD using the Windows Disc Image Burner.
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Extracting a Windows 7 DVD to your hard disk

Depending on what ISO creation software you are using, you may need to extract the
contents of the installation DVD to your hard disk and then add the new Install.wim
file to it there. To re-burn your image to a disc, you may need a Microsoft bootable
disc image. You can use software such as ISOBuster (available at www.isobuster.com)
to extract the Microsoft Corporation.img file from the disc.
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You will also need DVD burning software such as Nero (www.nero.com) or Roxio
(www.roxio.com) to burn this new replacement Windows 7 install disc. In Nero, use

the options shown in the following image.
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Tip

You can delete the second copy of Windows 7 once you are done with the procedures,
although | always recommend testing the install disc before deleting anything that’s
taken a long time to install and configure.

Third-Party Slipstreaming Software

Third-party solutions are available for slipstreaming Windows service packs. Two popular
programs for Windows Vista are vlite (www.vlite.com) and Vista Update Integrator (www.
winvistaside.de), which may be updated to support Windows 7. These third-party programs
can simplify the Windows 7 service pack slipstreaming process and can also offer support
for creating discs that will install into any edition of Windows 7.

When software becomes available to make slipstreaming Windows 7 service packs simple, |
will announce it on my website, www.thelongclimb.com.

Summary

Windows 7 is an extremely complex piece of software engineering. Third-party tools can
streamline some processes, such as creating a slipstreamed service pack installation DVD,
but, generally, the file, folder, and maintenance structure of Windows 7 makes file-level
work very difficult.

The complexity of Windows 7 is due in large part to the need to maintain compatibility
with legacy hardware and software, which is why so many empty folders sit on your Win-
dows drive. If particular files and folders not listed in this chapter are causing problems, |
suggest a quick search online or on a website such as http.//technet. microsoft.com where
you will commonly find that you are not the first person to encounter your problem.
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ou can get help with Windows 7 and your PC in many places outside your home or
office. In this chapter, I'll cover how you can quickly find solutions yourself and how
you can easily get help from other people over a broadband connection.

Using the Internet to Find Solutions to Problems

You're never alone as long as you have an Internet connection. Whatever problem you face
with your computer, you're almost certainly not the first person to encounter it. A great
many websites exist to help with computer problems, and technical experts can be very
generous about sharing solutions to problems they've encountered.

The major search engines are extremely good at recognizing search queries and providing
relevant results. Searching for network driver for dell laptop, for instance, brings up a
whole page of results, all offering appropriate drivers to download.

Sometimes, however, your search entry is more imprecise and returns too many results. This
means you might not immediately find the information you need. In these instances, there
are some simple search techniques you can use in all the major search engines to improve
the results you get.

® Searching “in quotes” Putting text into double inverted commas (as in “text”) is a
useful way to make certain that the search engine treats the text inside the quotes as
a string and not as separate words.

e Adding a plus (+) or minus (-) sign Adding a plus (+) or minus (-) in front of a
word or phrase will ensure that term definitely is or is not in the search results. For
instance, if you are searching for a driver for specific hardware but don’t want search
results advertising the item, adding —shop could help filter consumer sites from the
search results.
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® AND, OR, and NOT These are other terms you can use in search entries to tai-
lor your results (although | find the plus [+] and minus [-] signs easier to use). For
example, if you are looking for a driver and know the name of your hardware but
not the name of the generic driver you need, you might search for connexant OR
dynamode BT878a driver (where BT878a is the name of your hardware). Adding the
qualifiers linked with OR narrows the search more than just searching for BT878a.

Of course, you first need to know what to search for when trying to find a solution to a
problem. Try to pick up clues from the information provided by anti-virus or anti-malware
software, the Windows event log, or a Windows or other software error message. If you
notice a code or the name of a program, virus, or service, write it down right away. You
never know when that onscreen message might disappear accidentally or otherwise.

Try not to use irrelevant words in your search terms; keep things short and to the point.
If your search item includes characters like periods or forward slashes (common in virus
names), enclose the term in quotes, for example “Win32.Gattman.A".

Finally, use plus (+) signs before specific terms to ensure that they appear in the search
results. For example, the search phrase +”“win32.Gattman.A” +”“windows 7” +remove
provides only results that include the terms win32.Gattman.A and Windows 7 and remove.

Where Else to Get Help

Plenty of websites provide excellent help and support, including Microsoft sites, and you
might be surprised just how good these sites are and how quickly people can answer your
questions.

Microsoft's main support website, found at support.microsoft.com, features a huge amount
of help and support in an easy-to-navigate interface (see Figure 17-1).

You can customize the Microsoft Support center depending on whether you are a home
user, an IT professional, or a developer. There are also advanced search tools.

The Microsoft Windows 7 Solution Center, shown in Figure 17-2, is easily accessed through
the Microsoft Support website. It contains a whole host of Windows 7 problems and solu-
tions, all helpfully categorized and written in simple language.
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Also available through the Microsoft Support website is Microsoft Answers (see Figure 17-3).
This is an advanced forums tool where experts can help you find the answers to the prob-
lems you have. This site will only grow over time and already contains a vast array of knowl-
edge, all presented in a helpful and friendly way. You can access Microsoft Answers directly
at answers.microsoft.com.

-
Microsaft
CASAUEAS.

Home | Windows = Office | Microsoft Security Essentials |~ Windows Phone = KIN | Windows Live

Find Answers: Search thousands of Windows questions and answers

” - ;
[ 5 ‘ Wl ndOWS Search Windows Forums
; i See Windows 7 in action
@ cetmgstared  VVEICOMeE t0 Windows Answers
“, Windows 7 Microsoft Answers is a community-hased support site where vou
e can ask and answer guestions, or just browse other's answers.
f’ Windows Vista Search in the box above to find answers to your questions
- ) Top Resources
, Browse forum answers by topic by using the tabs at the left, Salution Canter
‘n“' inELERE Asle your own question in a spedific forum category by dicking Camnpatibility Center
— the Ask a Question button on any of the tabs. Help and Hows to

Microsoft Stare

Need More Help?
Fing answers on installing, upgrading, and activating your copy Get Help Mo
of Microsoft Windows,

Windows Expert

= Windows 7: Installing, Upgrading, and Activating - w0 e
incenzo Di Russo -

= Windows Vista: Installing, Upgrading, and Activating

» Windows XP: Installing, Upgrading, and Activating Yincent's Threads
Wieb Site: Vincent's Blog

. . N .wmaore about Yincent
Can't find the answer? Ask a question about Windows

Figure 17-3 The Microsoft Answers website

For advanced users, there's also Microsoft TechNet, accessed at technet.microsoft.com (see
Figure 17-4). Here you can get advanced help in real time from experts and other users on
every aspect of every Microsoft product. You might be surprised how quickly people will
reply to your questions here, too. The direct link to Windows 7 Troubleshooting in Micro-
soft TechNet is technet.microsoft.com/en-us/library/dd349347(WS.10).aspx.
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INSl DE OUT Subscribing to Microsoft TechNet

If you subscribe to Microsoft TechNet, in addition to evaluation copies of Microsoft
software and operating systems, you get access to online training courses and forums
that are open only to other technical professionals. You can subscribe to Microsoft
TechNet at http.//technet.microsoft.com/en-us/subscriptions/.

Windows 7 IT Pro -
Windows 7 Miscellaneous TriZthreads 45108 messages
This farum is used by Microsoft to make general announcements, past FAQs, ?‘ 857 v‘? 5786

and resources about Windows 7, Use this forum to discuss miscellaneous issues
that cannot be covered in any other Windows T forum,
Last Reply DEFCOR 1&g few secands aga

Windows 7 Installation, Setup, and Deployment 186 threads 46724 messages
Use this forum to discuss issues related to installation, setup, and deployment ? a5 v’" 7537
of Windows T,
Last Reply jshoemaker2l 32 mikutes a3a
Windows 7 Networking 4751 threads 24054 messages
Use this forum to discuss networking in Windows 7, v;?

1038 3269
Last Reply RMarrkus 35 minutes ago ?
wWindows 7 Hardware Compatibility 6916 threads 33331 messages
&ii;r;i:\;o;um to dizcuss hardware issues and hardware compatibility in ?' 51 v'? 5317

Last Reply Rick Dee 1 four 18 minutes aga

WhnAnure 7 Amnliqrstian Cammemoatihilise 4487 threads 20645 messages

Figure 17-4 Microsoft TechNet

Third-party hardware and software manufacturers almost always host help forums on their
own websites as well. These sites are, if nothing else, a good way to reduce a company’s
support costs by helping customers to help each other. These manufacturers also have their
own experts available to help with problems, and a great many companies offer email and
technical support, too.

You can find other online forums and articles containing help and advice. The best ones are
always free; | don't suggest that you pay to join a help forum. You will need to decide for
yourself how valuable a particular website or service is.

I'll talk more about these forums and websites in Chapter 18, “Where to Find More Help
and Support.”
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Windows Remote Desktop

If your PC is in a corporate environment, your IT helpdesk might be able to use Windows
Remote Desktop or a similar system to gain access to your computer. You might consider
it slightly disconcerting to see the pointer moving around the screen apparently on its own,
but this is a good way for an organization to provide support and reduce overall costs.

Before beginning a remote help session, make sure that your PC is on. If you want to set
up a remote desktop connection to another PC, you can access Remote Desktop by typing
remote in the Start menu search box and selecting Remote Desktop Connection from the
results that appear (see Figures 17-5 and 17-6).

Prograrms {2}
&, Remats Desktap Connection
£ Windaws Remote Aisitance
Control Panel (&)
¥ Rernotetipp and Deskbop Connections
1P Sl repnate aecess 0 pOLF EORApLEE
B Allow Remote Assistance imdtations to be sent from this comp..
B Select wiers wha can use remote desktop
%\ Zetup a new connection with RemoteApp and Desktop Conne...
B Systemn

) Sew more el

| remote - | Shut down | +

e

Figure 17-5 Accessing Windows Remote Desktop

|NSI DE OUT Third-party firewalls and remote help

Third-party firewalls can block Remote Desktop or Windows Remote Assistance
attempts to connect to your PC. You can temporarily disable the firewall to allow
connection if required. If you are using the Windows 7 built-in firewall, it is already
correctly configured for remote help and won't give you any problems.



"8, Remote Desktop Connection =n ] @-

| Remote Desktop
) Connection

Geneeal | Display | Local Flesources | Programs | Expenence | Advanced

Logon zeitings
L Enter the name of the remabe computer,

Comnpuer Example: compule. abrik.am con -
User name:

Thee coomptes roame fekd iz blark.. Erter a full ismobe compuabe
nanme

Connnction seifings

Save the cunent connection seitings to an RDP file or open a
saved connachon

Save Save At Open..

2) Opions [ Comcar | [ hew |

Figure 17-6 The Remote Desktop Connection dialog box
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The PC you want to connect to must be on your network or virtual private network (VPN),
and you will need to know its name on the system to connect. Some organizations use
Remote Desktop across the Internet to provide support for customers, although others
may use Remote Assistance (see "Windows Remote Assistance” later in this chapter).

The target PC will also need to be configured to receive Remote Desktop connections.
These settings can be found in Control Panel by clicking System And Security, clicking Sys-
tem, and then clicking the Advanced System Settings link. The options to allow remote con-
nections can be found on the Remote tab of the dialog box that appears (see Figure 17-7).

Gyskem Properbies =
Computer Name | Hordware | Advanced | Systen Protecton| Remote
Rlesimle dristarce

| Alow Hemote Asudance connachons bo Hs computer

Figure 17-7 Advanced System Settings for remote connections
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You might need to allow Remote Desktop through your firewall. You can access Windows
Firewall settings from the Control Panel by clicking System And Security, and then clicking
Windows Firewall. Click Allow A Program Or Feature Through Windows Firewall to allow
Remote Desktop (see Figure 17-8).

[ESRiEcR =)

== -
@l\_)v W < Windows Firewall » Allowed Programs + [ 42| Search Control Panel 2
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Narme Heme/Work (Prvate)  Public =
O Media Center Etenders
OnMetiogon Senace

B Metwork Drscovery

U Performance Logs snd Alerts
[ Rernote Assistance |
SRemateDeskton & L J
[IRemote Event Log Management
[JRemote Scheduled Tasks Management
[IRemote Service Management
[IRemote Velume Management
[IReuting and Remote Access

[1Secure Socket Tunneling Pratacol
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&
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etails..

| Allow ancther program.., |

Figure 17-8 Allowing Remote Desktop through Windows Firewall

If Remote Desktop is unable to verify the identity of the computer when you try to connect
to a remote PC, a warning appears, as shown in Figure 17-9. This will happen if Windows
suspects that connecting to this PC could pose a security risk to your system.

| &, Remete Desktep Connection =
§| The identity of the remote computer cannol be verified. Do
/' you want to connect amyway?

The remote computer coukd ot be sutberticated due to problems wih s
securty cotficate. & may be unsafe 1o procend.

Certificale name

al Name in the cenficate from the remote computer:
MikceHalsey-PC

[ Tha cedficate is not from a trusted cadtiying mthaty

Dio you want to connect despes thess ceaficats amors?

| Bont ask me again for connections 1o this computer

Figure 17-9 Windows alert to potential security threats when using Remote Desktop
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Once connected, the person who initiated the Remote Desktop connection has full access
to your PC to remotely diagnose any problems.

Note

By default, most routers allow a Remote Desktop connection across the Internet. If you
cannot connect, however, you may have to log in to your router and change certain
router settings, such as opening a connection port or permitting Remote Desktop. You
should consult your router manual or help document for details on how to do this.

Windows Remote Assistance

Although Remote Desktop is helpful and common in organizations where the computers
are owned by the employer and people do not keep personal files and data on their machines,
home users need something that can give them more control over what a remote user can
access. Furthermore, Remote Desktop grants complete, unfettered control of a PC to a
remote user for long periods of time, but it isn’t so user-friendly for the person sitting in
front of the computer. He is logged out of the computer and unable to see what

is happening.

Windows Remote Assistance addresses this issue by enabling the user receiving the support
to monitor exactly what's being done throughout the remote help session. Remote Assis-
tance also provides controls to enable a user to regain full control of the PC and terminate
the remote connection at any time.

Remote Assistance is intended for use over the Internet; you will need a broadband connec-
tion that's not busy with other activities, such as downloading files.

Note

The PC offering the remote assistance does not need to be running Windows 7. It could
be running an older version of Windows that supports this feature.
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1. Access Remote Assistance by typing remote assistance in the Start menu search box
and selecting Windows Remote Assistance from the results that appear (the easiest
method) or by pressing F1 on your keyboard to open Windows Help, clicking More
Support Options in the bottom-left corner of the window, and then clicking Windows
Remote Assistance when the options change.

Programs (1)
o Windows Rernote Assistance

Control Panel (3)
B Al Rermote Assistance imvitstions to be sent from this comp...
13 Allowws st aceess 10 your camputer

18 Select users who can use remate desktop

2 See mare realts

[remote assistance] < Shut down | b |
@ g .
ﬁl J =ind t)' &

2. When Windows Remote Assistance opens, you can select either Invite Someone You
Trust To Help You or Help Someone Who Has Invited You. Click the second option to
help someone if you received an invitation through Easy Connect.

lo) o Windows Remote Assistance

Do you want to ask for or offer help?
Windaws Remate Assistance cannects twa campiters 1o that ane perion can help trauble shaat ar fic

problems on the other perion's compater.

2 Invite someone you trust 1o help you
‘four helper can view your sereen and share contrel of your computer,

2 Help someone who has invited you
Respand to s request for sssistance from ancther person.

| cancel |
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INSl DE OUT Remote assistance using Easy Connect

Easy Connect allows two computers running Windows 7 to connect using Remote
Assistance without the need to send an invitation file. This may not always be available
depending on whether your router supports the Peer Name Resolution Protocol.

Easy Connect is a very useful and easy way to connect two computers for remote assis-
tance and is worth trying to see if you can get it to work. It uses a secure peer-to-peer
network managed by Microsoft to handle the connection.

3. If you are requesting assistance, you will need to indicate how to send a remote
assistance invitation. This will commonly be sent via email. If you have an email
program installed on your PC, such as Windows Live Mail or Microsoft Office
Outlook, click Use E-Mail To Send An Invitation. Otherwise, click Save This Invitation
As A File, and then send it via webmail. Alternatively, you can click Use Easy Connect.
See the previous Inside Out sidebar entitled, “Remote Assistance Using Easy Connect.”

@ £ Windows Remote Assistance

How do you want to invite your trusted helper?

‘You can create an iritation and send it to your helper, You can alsa use Easy Connect ta simplify

connections to your helper, How do [ know which |

= Save this invitation as a file
Wou can send this mvatatson a3 an altachment if you use web-based e-mail

& Use Easy Connect

Use this eptien if Easy C

it also available to your helper

Cancel

4. You will now be given a password. If you are using Easy Connect, tell or send the
password to the person providing the support. Otherwise, email the invitation file
that's been saved to your PC.
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5.

6.

7.

b Windows Remote Assistance = | =
Chat () Settings [ Traubleshaat @ Help

Give your helper the invitation file and password
ZEWYSLSTRXKC

é Waiting far incaming connection...

If you are the person providing the support, either enter the password in the dialog
box that appears on your screen, or open the invitation file you received.

Hemate Assistance 0

Enter the password to connect to the remate
CDIT‘.puT?I'

‘You can get this passwerd from the person requesting
assistance. A Remote Assistance session will start after you
type the password and click QK.

Enter paccword:

ZSWYSLSTRXKC

[ox ][ cancal |

If you are the person receiving the support, allow the person providing support
access to your computer by clicking Yes in the dialog box that appears.

Windows Remate Assistance @

Would you like to allow Mike to connect to
your computer?

After cennecting, Mike will be able to see whatever is on your
eskivp.

L e el

At this point, the person providing the support can look at what's happening on the
other PC but cannot control it by default. This can be a useful security feature and
handy when you just want to show someone what's happening on your computer.

If you are providing support, in the Remote Assistance console, click Request Control.

b Windows Remote Assistance - Helping Mike Halsey

&chu:n contral [ Actual size Chat ¥ Settings b Help

If you are receiving support, do not be too alarmed about someone taking control of
your computer because you will be able to see at every stage what is going on.
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e 7
Note

In the Remote Assistance settings, you can also set the software to break the connec-
tion instantly when you press Escape on your keyboard.

L Windews Rernate Assistance Settings ==

You can custorize Remote Assistance by changing the settings below.

Use ESC key to stop sharing contral
7] Sawe - log of this session
| Bxchange contact information when using tasy connect
Bandwidth uiage

Low
-Use 16-bit color
~Tum off font smoothing
=Tum off background

=Don‘t allow Full window drag

0K Cancel

\ v

8. When someone requests control of a remote computer, a dialog box appears asking
if this is allowable. If you allow the access, you should also select the check box
allowing the help provider to respond to User Account Control security prompts.
This will mean that the person supplying remote support will have full control of
your PC to repair it. If you do not select this option, you will have to respond to the
UAC prompts yourself. This is a more secure approach and can be used if you do not
completely trust the person providing the support, but it can also slow the process,
and you will have to remain at your PC throughout the entire session.

Windows Remaote Assistance E 4
Would you like to allow Mike to share contral of your desktop?

Ta stap shanng contral, in the Remate Assistance dislog bax, click Stop thaning

J| Allow Mike to respend to User Account Control | G Ves HNo
prompts

Problem Steps Recorder

The Problem Steps Recorder feature was introduced in the Windows 7 beta to enable
technical beta testers to more effectively report problems to the operating system develop-
ment team at Microsoft. It was so well received that Microsoft kept it in the final release of
the operating system. This is a hidden feature only available by typing problem steps in
the Start menu search box.
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This tool records actions on your screen at key points (such as when you click something
or an error appears), saving each event as a screenshot. You can click Add Comment on
the Problem Steps Recorder to annotate the screenshots and give more information (see
Figure 17-10).

1= Prablem Steps Recorder =) & &
@ ot Record Qo =] : oo @ -

Figure 17-10 Problem Steps Recorder

When you stop the recording, Problem Steps Recorder saves all of the information it cap-
tured, complete with additional details about your computer and what software was run-
ning at the time, as a zip file that can be sent via email to a support person. This zip file
contains a document viewable in any web browser (see Figures 17-11 through 17-13).

Recorded Problem Steps

This file containg all the steps and intorm ation that was recorded to help you desanbe the problem to others,
Before sharing this file, you should verify the follewing:

ps below accurately describe the problem

10 information below or on any screenshots that you do not want others to see

- The su

= There is
corded, except for function and shorteut keys that you used,

Passwords or any other text vou typed were net e
You can do the fellowing
= Rewiew the recorded problem steps

» Review the recorded problem steps as 3 shde show

* Review the additional details
Froblem Steps

Problem Step 1: (11/08/2010 11:232:13) User left dick on "Start {push button)” in “Start”

Broblem trp: Rec

oeed 10 Pap Becord

Figure 17-11 The Problem Steps Recorder information file (1 of 3)

As shown in Figure 17-12, Problem Steps Recorder annotates all the screenshots to show
what you were clicking when an event occurred. This can be an excellent way to get sup-
port for a computer, because it provides a great amount of detail about the state of your
PC at the time of an error and simplifies what could be a complicated description by using
screenshots.
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Frevious

Problem Step 3: (11/06/2010 11:32:41) User rmouse drag start in "Event Viewer"
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Figure 17-12 The Problem Steps Recorder information file (2 of 3)

Additional Details

The following section contains the additional details that were recorded that can help find a solution for wour problern.
These details help accurately identify the programs and LI you used while recording the problerm steps,

Thiz section may contain text that iz internal to programs that only very adwanced users or prograrmmers may understand,
Pleaze rewiew these details to enszure that they do not contain any infermation that yvou would not like others to see,

Recording Session: 11/06/2010 11:32:01 - 11:33:08 -
Problem Steps: 3, Missed Steps: 0, Other Errors: 0

Operating System: 7600.16365.x86fre.win?_rem.090713-1255 6.1.0.0.2.45

Problem Step 1: User left click on "Start (push button)"” in "Start”

Program: Windows Explorer, 6.1.7600.16385 (win7_rtm.090713-1255), Microsoft Corporation, EXPI
UI Elements: Start, Start, Button

Problem Step 2: User keyboard input in "Start menu” [... ENTER]

Program: Windows Explorer, 6.1.7600.16385 (win7 rtm.090713-1255), Microsoft Corporation, EXPI
UI Elements: DirectUIHWND, SearchEditBoxWrapperClass, Search Box, Desktop OpenBox Host, Start
Problem Step 3: User mouse drag start in "Event Viewer"

Program:
UI Elements: SysTreeViewd2, MMCVievWindow, Event Viewer (Local), MMCChildFrm, MDIClient, Ever

Figure 17-13 The Problem Steps Recorder information file (3 of 3)
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Summary

When Remote Help was first introduced with Windows XP, the weak point of this extremely
useful system was the fact that broadband Internet connections were typically very slow
and unreliable and most people still used dial-up Internet connections. Now, that problem
has gone away.

Remote Help has also come a very long way since it first appeared in Windows. If you are
receiving remote support, you can now use this feature safe in the knowledge that it is
secure, and, if you are still concerned about safety, you can use Remote Assistance, enabling
you to terminate a session at any time.

For professionals providing assistance, the new remote help systems in Windows 7 are con-
siderably faster than before and are a reliable alternative to third-party solutions, such as
VNC, which people receiving support may not know how to install and configure.
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ecosystem has built up around it over the years to provide help and support.
There's help everywhere and not just on the Microsoft websites | mentioned in
Chapter 17, "Remote Help."

M icrosofT Windows is used by so many people around the world that an enormous

Windows Help

You can access Windows Help at any time by pressing F1 on your keyboard or by selecting
Help And Support on the Start menu. You might be wondering why | haven't mentioned
Windows Help before Chapter 18. The reason is that the help system in Windows is more
of a basic manual than anything else. It can be helpful for guiding you through unfamiliar
features, but it is not exhaustive. There are other resources you can use for assistance, and |
will cover them in this chapter.

Third-Party Software

You can download many different utilities, some for free and others for a fee, that will help
solve problems on your PC. Some of these are more helpful than others. You should decide
for yourself about the value of individual software packages, but | recommend the follow-
ing packages.

Sisoftware Sandra Utilities

www.sisoftware.net

Sisoftware Sandra is an excellent information and diagnostic utility. This package’s extremely
detailed reports about every aspect of your PC, including hardware, drivers, and installed
software, can help enormously when diagnosing computer-related problems.

Create Report on the Tools tab in Sandra utilities is a useful tool that generates a complete
report about your computer (see Figure 18-1). This tool does everything the Windows 7
System Information panel and System Health Report do, but it provides even more detail
about your PC.

289
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Windows Sysinternals

www.sysinternals.com

Windows Sysinternals is a suite of tools and applications from Microsoft that help you man-
age, troubleshoot, and diagnose your Windows systems and applications. These extensive
tools provide huge amounts of detail about your PC when troubleshooting problems. How-
ever, some of these tools are quite complex and are designed for experienced computer
users.

Zinstall zPOD

www.zinstall.com

Zinstall zPOD is an excellent software package that enables you to turn your copy of Win-
dows and all of your software into a virtual machine that can be stored on a removable
hard disk or even a USB pen drive. You can then use this virtual machine on any PC. This
means you can always have your copy of Windows and your programs (perhaps even your
files) with you whenever you need them.

GoToAssist

www.gotoassist.com

GoToAssist is software that performs the same functions as Windows Remote Desktop and
Windows Remote Assistance but offers a few additional functions for serious technical sup-
port. Most notably, it allows you to restart the remote computer (which can be essential
when performing some support functions), and it runs on and from Apple Mac computers.
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SpinRite
www.grc.com

Another software package held in extremely high regard by many computer professionals
is SpinRite from computer security specialist Steve Gibson. This utility runs from a disk or
USB flash drive and checks your hard disk for errors, physical or otherwise, that are causing
malfunctions and/or data loss, then helps repair problems. | will describe SpinRite in more
detail in Chapter 23, “Third-Party Rescue Tools and Services." It is an extremely useful piece
of software.

Windows Memory Diagnostic

oca.microsoft.com/en/windiag.asp

The Windows 7 installation DVD contains a memory diagnostic tool (see Chapter 15,
"Advanced Repair Methods"), but Microsoft also provides this other memory diagnostic
tool if your Windows 7 install DVD is lost or damaged and you can't boot into the com-
puter repair console in Windows 7.

Norton Ghost

www.symantec.com/ghost

Norton Ghost from Symantec is one of two packages on this list that create system images
of Windows. Although this functionality is already built into Windows 7, these packages
offer additional backup and restore functionality for people who work in a corporate
environment.

Acronis True Image

www.acronis.com

Acronis True Image is another system image backup and restore application. This pack-
age is useful in business scenarios where you need more control over Windows 7 system
images than is available through the Microsoft Windows Image Backup that ships as part
of Windows 7.

Paragon Partition Manager

www.paragon-software.com

Sometimes you need a utility to manage the partitions on your hard disks. Windows 7
includes a partitioning tool, but it's not especially powerful. Paragon Partition Manager
can make working with partitions much simpler.
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Acronis Disk Director Suite

www.dacronis.com

Acronis Disk Director is another partitioning management package that will make working
with and managing partitions on your hard disks much simpler.

Third-Party Websites

There are hundreds of PC help websites, some of which require a subscription (although
| wouldn’t recommend these). You should decide for yourself about the value of specific
websites, but | recommend the following sites.

Tom's Hardware

www.tomshardware.com

Tom's Hardware is a long-standing website devoted to hardware and hardware problems.
This site includes extensive forums containing a huge wealth of information, and experts
are always available to help diagnose and fix difficult problems.

Tech PC Forums

www.tech-pc.com

Tech PC Forums is a forum website that contains a wealth of valuable information. Experts
are available to answer your questions and help solve your computer-related problems.

Computing.net

www.computing.net

Run by the people behind Tom’s Hardware, Computing.net is an excellent resource for help
with complex and difficult PC problems.

How-To Geek

www.howtogeek.com

How-To Geek helps you perform a wide variety of tasks in Windows 7 and other operating
systems and software packages. Many tasks help resolve PC issues and problems.
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Annoyances.org

WWW.annoyances.org

This is the accompanying website to the book Windows 7 Annoyances: Tips, Secrets, and
Solutions by David A. Karp (O'Reilly Media, 2010). It's an excellent archive of problems that
you can search through to find solutions to common Windows 7 problem:s.

Gibson Research

www.grc.com

Steve Gibson is a well-respected IT security expert. On the Gibson Research website, he pro-
vides many tools to help diagnose and repair security flaws in your installation of Windows.

ATI Support

support.amd.com

Graphics card problems are common with Windows. Fortunately, there are only two major
manufacturers providing the core hardware for graphics card technology, so help is central-
ized. You can find support for an ATI-based graphics card at the ATl support website.

nVidia Support

www.nvidia.com/page/support.htm/

Similar to the ATl support page, the nVidia support website is the place to visit if you have
an nVidia-based graphics card in your PC.

MSDN Diagnostics

msdn.microsoft.com/en-us/library/ee663269(v=VS.85).aspx

The Microsoft MSDN site offers an extensive section for diagnosing and troubleshooting
Windows 7. This includes the Windows Troubleshooting Platform (WTP) that enables sys-
tem administrators to write custom troubleshooting packs.

Within Windows

www.withinwindows.com

Software author Rafael Rivera has years of experience delving deep into Windows, produc-
ing fixes to undocumented features and providing software to enhance the functionality of
Microsoft products.
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The Long Climb
www.thelongclimb.com

The Long Climb is my own website. | offer PC support and updates on security and other
issues with PCs and Windows. | will also offer specific help and advice, adding to the con-
tent of this book during the lifetime of Windows 7. | can also be contacted through this
website with any questions you may have.

Summary

There are a huge number of places online where you can get help and support, usually for
free. It's worth asking friends and colleagues where they find help, and I'd also recommend
avoiding websites that charge for it (one notable exception being subscriptions to the
Microsoft TechNet and MSDN sites).

The sites and software I've mentioned here are extremely comprehensive and trustworthy.
You will probably find most of the answers you need on these sites.
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or plugged into the computer externally. In this chapter, I'll talk you through how to

Q problem with Windows 7 could be caused by hardware, either inside the PC case,
diagnose hardware problems and work safely with your PC.

PC Hardware Guide

A PC is a collection of assorted parts, each with its own foibles and individual characteris-
tics. Each of these parts works together in an interdependent way.

Desktop PC Case

The base unit on a PC is the main case that contains all of the parts that make a computer

work. In a laptop, notebook, or even an all-in-one desktop, all of these parts are inside the

same case as the monitor since there’s only a single unit. With a standard desktop PC, how-
ever, the base unit is the large case that probably sits on your desk or, more commonly, on

the floor. Figure 19-1 shows all of the relevant parts of the PC on the front and back of the

desktop case.

Power Supply

The power supply is probably the part of the computer most prone to failure. As shown in
Figure 19-1, the power supply is where you plug your computer into the main electrical
supply. It regulates and distributes the power going into the computer and extra compo-
nents, and it is one of only a few components within the PC to have a fan to keep it cool.
Fortunately, the power supply is very simple to replace if it does fail.
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Back Panel

Connectors
Front Panel

Optical Drive

Graphics Card

Internal Drive
Expansion Card=]

Power Supply-

Figure 19-1 A typical desktop PC case

Motherboard

The motherboard is the substrate of the PC. This is the board to which all other compo-
nents are plugged in or attached (see Figure 19-2).

Front Panel
Connectors

IDE Disk Socket~|

Memory Sockets
On-board

Power Sockets USB Sockets

BIOS (CMOS)

Processor Socket
Battery

PCI Socket
PCI-E 8x Socket
PCI-E 16x Socket

PCI-E 1x Socket

Fan Connectors

Figure 19-2 A typical PC motherboard



PC Hardware Guide 297

As you might expect, the motherboard is the component located at the very bottom of
your PC and is the most difficult to remove if something goes wrong with it.

The back-panel connectors on the motherboard shown in Figures 19-1 through 19-3 are
where you plug in additional accessories such as your keyboard and mouse, speakers, and
any USB accessories.

PS/2
Mouse SPDIF Ethernet Networking Port/
Socket Out Gigabit Ethernet

Ps/2 UsB2 Firewire USB3 Ports  Audio
Keyboard Ports eSATA (Blue) Ports
Socket |

Orange - Subwoofer/Center Out
Blue - Stereo Line In

Black - Rear Stereo Surround
Green - Front Stereo Speakers
Gray - Middle Surround (7.1)
Pink - Microphone

Figure 19-3 The back-panel connectors on a motherboard

Processor

The processor is the brain of the computer, the chip that does all the computational work
(see Figure 19-4). The processor is quite fragile and needs to be handled with care.

The processor fits into a socket on the motherboard and requires a heat sink and, normally,
a fan to keep it cool. When installing a processor, make sure that there’s plenty of silicon
paste between it and the heat sink to prevent overheating and cracking.

Chapter 19



298 Chapter 19 Diagnosing Hardware Problems

Figure 19-4 A typical PC processor

Memory

Memory in your PC (not to be confused with memory on the hard disk) is where Windows
loads files while it works with them. It's a temporary store, and files are wiped from memory
when the PC is turned off. Figure 19-5 shows an example of physical memory.

Hard Disk

The hard disk(s) in your PC are the physical storage where Windows 7 and your files reside.
Different types of hard disks have different connectors. Figure 19-6 shows a small, 2.5-inch
hard disk (which is the smaller of the three on the left side of the image) and two standard
3.25-inch hard disks. All three have SATA (Serial ATA) connectors. Older IDE (Integrated
Drive Electronics) drives have a long connector with many pins for data and a smaller
connector with large pins for power.
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Optical Drive

The optical drive is the CD/DVD or Blu-Ray drive on your computer. An optical drive con-
nects to the motherboard with either the SATA or IDE connectors, as | described for hard
disks.

Graphics Card

Your PC probably does not include a separate graphics card if the graphics technology is
built into the motherboard or, as is the case with the newest processors, built into the pro-
cessor itself. If you do have a separate graphics card, it might look similar to the one shown
in Figure 19-7.

Figure 19-7 A graphics card

This component connects to the monitor and manages what is displayed on the computer
screen.
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Expansion Card(s)

Expansion cards plug into your PC like graphics cards but likely use a different socket (see
Figure 19-2). Expansion cards can do anything from connecting to the Internet, to provid-
ing more USB ports, to acting as a television tuner.

CAUTION

Always make sure your PC is disconnected from the electrical outlet before you work
inside the case. This will avoid causing electrical damage to the components, many of
which are fragile.

Fans

Your PC has several fans to keep it cool: one or more in the power supply, one on the pro-
cessor, one on the graphics card, perhaps one on the motherboard, and one or more in the
case. Fans are important for keeping the computer cool since some components can heat
up to temperatures near 100 degrees Celsius. It's a good idea to make sure these fans are
clean and operational. If they are rattling, they might need to be replaced.

Keyboards and Mice

Keyboards and mice don't normally malfunction, but the keyboard will occasionally need to
be cleaned, especially if you eat or drink around your computer. | don't recommend wash-
ing a keyboard, however. Normally, light vacuuming (on a low setting) and a wipe will do
the job.

If you have a ball-mouse, the rollers the ball runs up against can become clogged with
dust and debris from your desk. You can remove the ball by removing a small panel on
the underside of the mouse and clean the rollers inside.

Laptops, Netbooks, and All-in-One PCs

In a laptop, netbook, or all-in-one PC, things are slightly different from a standard PC in
that all of the components and hardware are built into a single case with removable panels
on the underside of the computer (see Figure 19-8).
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Figure 19-8 The underside of a typical laptop computer

Although there are not many user-serviceable components inside a laptop, they can usually
be detached simply by removing a few screws. In Figures 19-9 through 19-11 you can see
how the optical drive, hard disk, and memory can be replaced quite easily in a laptop after
unscrewing the removable panels on the underside of the case.

Figure 19-9 Removing the optical drive from a laptop computer
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Figure 19-11 Changing the memory cards in a laptop computer
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CAUTION

Always make sure that the laptop is not plugged into an electrical outlet and that you
have removed the battery before opening the case. This will avoid causing electrical
damage to any components.

Safe Working

Many of the components on a motherboard, processor, or memory can be measured in
nanometers; they're absolutely tiny and quite susceptible to even tiny voltages of human
static electricity. To work safely with a PC, follow these guidelines.

1. Make certain that the computer is turned off but still plugged in to an electrical
outlet.

2. If the computer is a laptop or netbook, remove the battery.

3. Make sure you are wearing an anti-static wristband. Remove the side or back panel,
and attach the clip on the wristband to the metal frame of the case. This can be
difficult with a laptop, but do not clip the wristband to any components.

4. For a desktop PC, touch the power supply inside the case.
5. While still touching the case, pull the power lead out of the back.

You can now work safely with your PC.
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INSl DE OUT Other things to be careful of when working with a PC

Try to avoid working on a PC in a room with thick or nylon carpet, because these
materials can cause buildups of static electricity. Also, always place the PC on a flat and
stable surface.

Is Everything Plugged In?

It's not uncommon for a connector in a PC to come loose. If you find, for instance, that the
power button has stopped working, check to see if the front panel connectors have come
off their mountings. In the bottom right of Figure 19-12, you can see the front panel con-
nectors and connecting wires. Next to the front panel connectors are other connectors for
USB and SATA devices. If you are experiencing issues, you can check this area to ensure that
all of the cables are properly and securely plugged in.

Figure 19-12 The front panel connectors, seen in the bottom right of the image

Chapter 19
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Minimal Hardware Boot

There are so many components inside a PC that it can sometimes be difficult to determine
which one is causing a problem. If your PC won't start or is crashing regularly, the problem
could be a hardware fault.

The best way to determine if you have a hardware fault is to perform a minimal hardware
boot. To do this, first remove all external devices from your PC except for the mouse and
keyboard. This includes USB-attached devices.

If your PC is still malfunctioning after you disconnect all of the external hardware, then
open the case and remove the following components.

® The optical drive

® Any hard disks except the one on which Windows 7 is installed
e All but one of the memory cards

® Any expansion cards except the graphics card (if present)

Removing these components enables your PC to start with the minimum number of hard-
ware components. If the computer is still malfunctioning, you can conclude that no external
devices are causing the problem. However, if the PC works properly, you can begin adding
the components back one at a time, restarting and testing the PC every time you reattach a
component. This process of elimination can help you diagnose what hardware component
is at fault.

If you perform a minimal boot and the computer still doesn’t work, your task is harder
because you cannot remove anything else except the graphics card, and that only if your
motherboard has on-board graphics. In this case, the first thing to do is try each memory
card in turn, turning off the computer to change the card and restarting it each time to see
if the computer works. This will establish whether you have a faulty memory card.

4 7
Note
Sometimes changing graphics cards can result in a blank display if the currently set res-
olution is higher than your screen can support. When you are changing a graphics card
or removing one for testing purposes to use the motherboard graphics chip instead,
it's a good idea to first lower your screen resolution to 800 x 600 or 1024 x 768. You
can do this by right-clicking on any blank area of the Windows 7 desktop and selecting

Screen Resolution from the options that appear.
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If the problem persists, then it can only be caused by one of four components: the power
supply, the primary hard disk, the motherboard, or the processor. I'll cover how to jump-
start your PC in the next section, which can help determine if you have a faulty power
supply, but how do you check the other components?

You can check the hard disk by plugging it into another computer as an extra drive and
seeing if any problems are transferred with it. Don't try to use it as the boot drive on this
second PC, because the installed copy of Windows 7 won't have compatible hardware for
the new computer and Windows will fail to start.

If you determine that the hard disk is not the problem, then the processor or the moth-

erboard might be the culprit. Because you can't start the PC without either of these, you
might consider consulting a technical professional. But before you do so, there are some
other things you can try first.

Resetting the BIOS

Sometimes the computer’s BIOS (Basic Input Output System) can become corrupt. This can
cause Windows to fail to boot or malfunction when the operating system cannot properly
communicate with your hardware. On these occasions, you can reset the BIOS to its default
configuration.

The first and easiest way to reset the computer’s BIOS is to access the BIOS by pressing
Delete or F2 on your keyboard at startup and then restore the default BIOS settings.

Your motherboard, which houses your BIOS chip, has a CMOS battery and a BIOS/CMOS
reset button or jumper. You can remove the battery for between 20 seconds and two min-
utes to reset the CMOS.

1. Place the PC on a level, firm surface, and make sure it is turned off and disconnected
from the electrical outlet. Ground yourself by touching an unpainted area on the PC
case, using an anti-static wristband if possible, and open the side of the PC to expose
the motherboard.

2. Locate the battery on the motherboard. It looks like (and, indeed, is) a large watch
battery. Unclip the battery to remove it from the motherboard.
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3. Thereis a Clear CMOS jumper on the motherboard, close to the battery; check the
motherboard manual for the exact location. The jumper is three pins with a small
connector covering two of them (shown in the image following step 2). Remove the
connector, and move it to cover the center pin and the uncovered pin. A small pair of
tweezers is useful for doing this.

1.2 3 123

. olNG -

1-2 On. Normal 2-3Cn
(default) Clear CMOS Data

4. Leave the jumper as described in step 3 for 10 seconds, and then move it back to its
original position.

5. Replace the motherboard battery.
6. Reassemble the PC case, and reconnect it to the main power supply.

On some motherboards, instead of a CMOS jumper, there is a small reset button on the
back of the panel (see Figure 19-13).
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Clear
CMOS

Figure 19-13 Some PCs include a Clear CMOS button.

This button, which you can normally press with a paper clip, can make it easier to reset
the BIOS.

|NS| DE OUT Updating the BIOS firmware

If you find that you can’t use new hardware with your PC, you might need to update
your computer’s BIOS to a newer version. To do this, check your motherboard manual
or the support section of the manufacturer’s website.

Jump-Starting Your PC

If you suspect that the power supply has failed on your desktop PC, you can try to jump-
start it if you have another computer available. To do this, remove the two power con-
nectors from the motherboard in both PCs. Place the computers side by side, and plug
the power connectors from the working power supply into the motherboard in the non-
working PC. (If the cables aren't long enough. simply unscrew the working power supply,
supporting it carefully, and hold it closer to the other PC.)

Next, try to start the nonworking PC. If lights and fans activate on the motherboard, it is

drawing power perfectly well, and you can be certain that the power supply in your PC
is not working.

Chapter 19
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Summary

The methods detailed here should help you diagnose the vast majority of computer hard-
ware problems. If you need to do anything beyond the diagnostics in this chapter, such as
check voltages, you will need a multi-meter, and, to be honest, it's worth surrendering the
PC to a specialist hardware engineer.
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‘ve talked several times so far in this book about the importance of making sure

all your data and files, and Windows 7 itself, are backed up. Sometimes, though, a

recent backup will not be available or your backup media—especially if you back
files up to CD or DVD—could itself be corrupt. It can still be possible to reover your
files and data, and this chapter will show you how.

You Did Back It Up, Didn't You?!

At some point, something bad will happen with your computer, and you won't be able

to access your copy of Windows or your files and data. What's more, this kind of disaster
always seems to happen at the worst time, when you're up against a deadline or planning a
vacation, for instance.

The easiest and quickest way to get back up and running can be to restore your operating
system or files from a backup. Although restoring from a backup can be much faster than
diagnosing and fixing the actual problem, you should be wary about restoring your files
from a backup too hastily if the backup isn't recent and the originals might still be saved.

If, however, Windows 7 won't start at all and can't be repaired using the conventional tools,
you should be prepared to rely on your most recent files and data backups (unless you keep
your files and data on a separate hard disk or partition from your copy of Windows).

Even now, though, you might be surprised at just how much you can do to rescue your
system and get it working again.

Restoring Windows and Data from a Backup

The first thing to do when your system crashes is to restore Windows. You may have created
a system image using the Windows 7 built-in feature Complete PC Backup, or you may have
used a third-party solution such as Norton Ghost or Acronis True Image. Any of these back-
ups will do.

313
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To restore an image created using the built-in Windows 7 backup tool, you will need the
Windows 7 system repair disc or the original installation DVD for your operating system.

When restoring from the Windows 7 installation DVD, skip the language selection, and then
select Repair Your Computer from the install screen, as shown in Figure 20-1.

What to know before installing Windows

Repair your computer

Copyright & 2009 Microsoft Corporation. All rights reserved.

Figure 20-1 Restoring Windows 7 from your installation DVD

Startup Repair will first try to repair your Windows installation, but when offered the choice,
you should choose to restore your copy of Windows from an image backup, as shown in
Figure 20-2.

Syslem Recovery Options. I x|

(% Lwe recovery tocls that can help fix problems startng Windemws.
SEECt An OPErAtng SyStEm to repar.

I your aperabng system isn't ksted, dick Load Drivers and then
install drivers for your hard disks.

e System | Pactiton Size | Location |
m’ # 1) Local Disk

" Restore your computer USNg A System mage that you reated
sarker,

st |

Figure 20-2 Restoring Windows 7 from an image backup

|NS| DE OUT Storing your backups on the same hard disk as Windows

Windows System Image Backup will warn you if you try to store a Windows system
image on the same physical hard disk as your copy of Windows (although, on a laptop,
this could be unavoidable).

The problem is that if the disk becomes damaged or malfunctions, you could lose your
image backup. If you do not have another hard disk in your computer, back up your
copy of Windows 7 to a USB-attached external hard disk instead.
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It doesn’t normally take long for Windows 7 to be restored from a backup, after which you
can use whatever backup software you have used to make backup copies of your files and
data to restore them, too.

In Figure 20-3, you can see the Windows 7 standard backup software quickly finds the loca-
tion of your backups for restoration.

|-
.'\", (@) W v Control Panel b Systern and Security » Backup and Restore .i., b
L
Centrol Panel Home .
Back up or restore your files
B Turmn off schedule Backup
K Creste 5 system image Location: Netwerk path: \\N2\backups 0 Back up now
By Create a system repair disc —
= 33291 GBtree of 93104 GB
-

1! Files in Bbraries and personal Tolders for all users
Schedule Every Sunday at 18:00

B Change setting

Restore

‘Wou can restore your files that were backed up on the current Bestore my files

Action Center

B Windows Easy Transter

Figure 20-3 Restoring files from a backup using Windows 7 Backup and Restore

| NSl DE OUT Always have at least two backup copies of files

If your only backup copy of your files is on a hard disk inside your PC, there’s a chance
that it will be lost if disaster strikes. You should always keep at least two copies of back-
ups. Preferably, you should have an extra copy in your home or office for quick restore,
perhaps on a network attached storage (NAS) drive or external hard disk, and another
copy off-site.

Data Restore Through Over-the-Top Reinstall

Even if all of your files and data are on the same partition as Windows 7 and you must
reinstall the operating system, you can still save the files from deletion.
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To do this, boot your PC from the Windows 7 installation DVD, select your language, and
then click Install Now. After this, you will be asked if you want to upgrade Windows 7 or
perform a clean install, as shown in Figure 20-4.

wWhich type of installation do you want?

Upgrade

Upgrade te a newer version of Windaws and keep your files, settings, and programs.
| The option to upgrade is only available when an existing version of Windows is
running. We recommend backing up your files before you proceed.

Custom (advanced)
Install a new copy of Windows. This option does not keep your files, settings, and
pragrams. The optien to make changes to disks and partitions is available when you
*' start your computer using the installation disc. We recommend backing up your files

before you proceed,

Help me decide

Figure 20-4 Upgrading Windows 7 over a previous installation

Oddly, at this point you should select Custom (Advanced), because the upgrade option
will work only if you are running the installer from within a working copy of Windows 7

or Windows Vista (see Figure 20-5).

Compatibility Report

the i ion dise and

The camputer started using the Windows i inn dise. R
restart your computer so that Windows stats narmally. Then, insent the installation dise and
restart the upgrade. (Do not select "Custom (advanced)” to perfarm an upgrade. “Custam
(ndvanced)” installs a new copy of Windows and deletes your programs and settings.)

Figure 20-5 You can't upgrade Windows 7 by selecting the upgrade option if you have booted
from the installation DVD.
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When you perform a custom install, select the hard disk or partition on which Windows 7
is installed, but do not format the drive. You will then be presented with a message saying
that another Windows installation has been found and that it will be archived in a folder
called Windows.old, as shown in Figure 20-6.

el

Irnstall Windows

The partition you selected might contain files from a previous Windows

B installation, I it does, these files and folders will be moved to a folder named
Windows.cld, You will be able to access the information in Windows.cld, but
you will not be able to use your previous version of Windows.

ok | [ Cancel ||

Figure 20-6 Installing Windows 7 over the top of a previous installation

After you have reinstalled Windows, you will find that all your previous files and data are
safe, although you will need to reinstall all of your programs and readjust your settings.
Your files are in the Users folder under Windows.old, as shown in Figure 20-7. You should
back up these files to a secure location, such as an external hard disk.

|NS| DE OUT Do you have enough disk space?

If you are short on disk space in the partition where you are reinstalling Windows 7, it
may fail to install. This is because Windows 7 keeps all of the files for the previous ver-
sion of Windows 7 in a folder called Windows.old. If you cannot install over the top,
you may need to try to rescue Windows using another method. Chapter 21, “Restor-
ing from Another PC,” through Chapter 23, “Third-Party Rescue Tools and Services,”
describe ways that you can do this.
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Figure 20-7 Your files are saved inside the Windows.old folder.
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RAID Drives

Sometimes hard disks are connected using a system called Redundant Array of Indepen-
dent Disks, or RAID. This system can automatically create backups of files or data that can
be used in the event that one of the disks fails, or it can span your files across several disks,
essentially creating more space.

CAUTION

RAID is most useful for recovering data when a hard disk fails. If that data is deleted or
moved from one drive, however, this action will be copied on the other, and the data
will be lost there, too.

Sometimes, one drive fails to appear at startup, and you can't access your files and data.
This is not necessarily a crisis, however.

In this situation, turn off your PC, and unplug it from the electrical outlet. Remove the side

panel on the PC, and carefully remove and reseat all the data and power cables to the hard
disks that are part of the RAID array. This will also involve reseating the cables in their sock-
ets on the motherboard or RAID card. You should be careful to keep plugs in their current

sockets.

After doing this, a RAID array will often spring back into life. If you still encounter problems,
you should attempt a repair in the diagnostic console for your RAID hardware. Consult your
RAID card or motherboard manual for details on how to access the diagnostic panel and
perform a repair, since the procedure will vary from one computer to the next.

Summary

The most important thing to remember is to always keep an up-to-date backup of your
files and data so that they at least are safe in the event of a disaster. Although | have
detailed several methods here for recovering data and files, the success of these recovery
attempts depends entirely on individual circumstances. For example, if the partition or par-
tition table on your hard disk is corrupt, you may not be able to perform an over-the-top
reinstall.

Always back up your data on a regular schedule, and keep the data somewhere safe, sepa-
rate from your PC.
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on it. You can do this by unplugging the physical hard disk from your PC and connect-

ing it to another computer. You can connect the hard disk to another computer by either
plugging it in inside the new host computer as the main or secondary hard disk or by
putting it in a USB hard disk caddy.

| f your own PC is out of commission, you may still need to access files and programs stored

Restoring a Windows Image on Another PC

If you need to restore an image of Windows 7 from a backup, you can plug the disk(s) con-
taining the corrupt Windows 7 installation and the Complete PC Backup system image into
a working PC. You should probably unplug the host computer’s hard disk(s) at this point to
prevent accidental damage to or deletion of its files.

Next, boot from the Windows 7 installation DVD, and instead of clicking Install Now, click
Repair Your Computer (see Figure 21-1).

What to know before installing Windows

Repair your computer

Copyright € 2009 Microsoft Corporation. All rights reserved.

Figure 21-1 Restoring a system image from the installation DVD

Click through startup repair, and choose the option for restoring your computer from a
system image. Select the correct system image backup and the correct restoration location,
then click Next. Your copy of Windows should now restore, ready for you to put the hard
disk(s) back into your main PC when it is repaired.

319
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|NS| DE OUT Can you run Windows 7 from one PC on another computer?

You can run a Windows installation from one PC on another only if the motherboards
of both computers match. Any difference between the two will result in a Blue Screen
of Death (BSOD), and Windows will not start.

Although you can restore a copy of Windows on another PC, only do so if the host PC
is identical to the one you have removed the hard disk from, for example, if they are
from the same business environment.

zPOD

Although you cannot run a Windows 7 installation on a PC with a different hardware speci-
fication from the original, you can run it in a virtual machine. US-based company Zinstall
has developed a piece of software called zPOD that allows you to create a virtual machine
out of any Windows installation. The virtual machine you create will also include all of your
installed programs. This installation can be loaded onto a USB disk drive or even a pen drive
(also known as a thumb drive) and run on any PC, regardless of the installed hardware.

zPOD is available from www.zinstall.com. You can find out more about this software in
Chapter 23, "Third-Party Rescue Tools and Services.”

Restoring Windows File by File

In Chapter 4, "“Backup and Restore,” | described how Windows Backup encrypts files so they
can't be read unless you restore them, discouraging some people from using this feature.
Windows Complete PC Backup and third-party solutions from Symantec and Acronis do the
same thing.

Many people find it more useful to boot into another operating system, such as a Linux disc
(see Chapter 22, “Linux: An Operating System on a Disc"), and create a file-by-file backup
copy of Windows on another hard disk or partition.

This approach has many advantages when it comes to restoring a malfunctioning operating
system. For instance, you can copy back only the driver store folders or the registry files if
they are causing the problem. This means that you can restore all of your critical operating
system files, leaving settings and programs intact. Or you could replace only the files for a
faulty program.
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For more information on what file does what in Windows, see Chapter 16, “Windows Prob-
lems Demystified.”

| NSl DE OUT To copy the Windows registry or not?

You can choose to copy back every file from your file-by-file Windows 7 backup to its
original location. Doing so restores Windows, but software or settings might not work,
because you will have also copied back old Windows registry files.

You can get around this by leaving the existing registry files on the original disk. There
is one registry file in each user folder called Ntuser.dat. This is a hidden file, so you
might need to set your computer to show hidden files before restoring your backup to
the original computer. It is sometimes easier to simply not copy the C:\Windows\Users
folder at all, since the only Windows system files it contains are the registry.

Restoring Your Data by Using Another PC

Although a copy of Windows 7 from one computer won’t work on another, accessing your
data on an alternative PC is much simpler.

CAUTION

When attaching hardware to a PC, always be careful that the power is switched off and
that the PC is disconnected from the main electrical outlet. Use an anti-static wristband
when installing an extra disk into a PC case, if possible (see Chapter 19, “Diagnosing
Hardware Problems”).

Simply plugging the hard disk from your dead PC into a host PC will enable you to access
your files and folders. The hard disk and any partitions from the defunct PC will appear in
My Computer on the host PC. This way, you will be able to recover lost files, but sometimes
you won't be able to write data back to the disk. This is because Windows 7 on the origi-
nal PC has set access permissions for the drive’s files and folders, and the new computer
doesn’t have permission to write to them. This is simple to fix, however. In My Computer,
right-click the relevant drive or folder, and select Properties. In the Properties dialog box
that appears, on the Security tab, choose the appropriate user(s) for whom you want to set
permissions (see Figure 21-2).
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Figure 21-2 Taking ownership of files and folders

Click Edit with the specific user or user group highlighted and, in the dialog box that
appears, give that user or user group Full Control of the disk or folder.

The system will now set the permissions for all files in that drive or folder. You should allow
this process to complete and not cancel it. Depending on the number of files in the folder,

this could take some time.

|NSI DE OUT Your disk isn‘t appearing in My Computer

Sometimes new hard disks or partitions won't appear immediately in My Computer on
a host computer, because they are sharing a drive letter (for example, the D drive) with
another drive or partition. This is simple to rectify.

Type Computer Management in the Start menu search box, and run the Computer
Management console when it appears in the search results. Then click the Disk Man-
agement link in the left pane of the console window.
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Right-click any drive or partition that is not appearing in My Computer, and select
Change Drive Letter And Paths. Designate a new drive letter (only unused drive letters
will appear in the choice list), or set it to appear as a folder on another drive.

Unless you store your files and data on a separate partition (which | definitely recommend;
see Chapter 1, “Prevention Is Better Than Cure,” and Chapter 4, “Backup and Restore”), your
files and data are stored in the Users folder on the drive or partition containing your Win-
dows 7 installation. This is shown in Figure 21-3.

Chapter 21
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Figure 21-3 The Users folder in Windows 7

Summary

There are a great many ways to restore your files in Windows by using another PC, some
complex and time-consuming and others simple and automated. The process you choose
will depend on your circumstances and whether there is any important data you need to
rescue. You'll learn about some of these methods in more detail in the next few chapters.
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URPRISING as this may sound, one of the best ways to rescue a dead Windows installa-

tion or your data could be a Linux distribution (commonly known as a distro). There

are several advantages to using Linux this way; most importantly, it's nonintrusive in
that it won't change or overwrite any files or settings in your Windows installation.

System or Data Restore Using Another Operating System

Many Linux distributions can run from a CD or DVD. For example, Figure 22-1 shows the
popular Ubuntu Linux running on a PC, booted from the installation DVD.

When you start up a copy of Linux that can run from a DVD, you are asked whether you
want to install the operating system on the hard disk or run it from the DVD to test it. You
should choose the second option if your intention is to use Linux to rescue a faulty copy of
Windows or your files.

Note

Linux distributions vary, and the locations of the specific items | cover in this chapter
might differ depending on the Linux variant you're using or even the version of that
variant. Also, some of the tools mentioned in this chapter might not be available in
your particular copy of Linux.
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d Frijun 11, 2

Figure 22-1 The Ubuntu desktop

|NS| DE OUT Keep a Linux boot disc on standby

You never know when disaster will strike and you'll need to recover files from your

PC or still be able to work with them when up against a tight deadline. | reccommend
downloading a Linux disc ISO and burning it to a CD or DVD to keep on standby, just in
case. You can find download links at the end of this chapter.

One of the biggest advantages of Linux is that it's free to individual users, with the distribu-
tors making money by charging for optional support contracts. One disadvantage is that
many people do not find Linux as user-friendly as Windows, although variants like Ubuntu
have made enormous strides in general usability.
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Another disadvantage is that the software you usually use in Windows isn't available

in Linux. However, most Linux distributions come bundled with some software already
installed, including a web browser, a graphics package, and an office productivity package,
such as OpenOffice. This software will normally open your files, even the newer Microsoft
Office file formats, so you can keep working in the event of a disaster until your own PC or
copy of Windows can be repaired.

INSIDE OUT

Some Linux variants include a tool that enables you to boot the operating system from

Linux on a flash drive

a USB flash drive. As long as your computer’s BIOS permits booting from a USB device,
this can be a useful tool in the arsenal of any Windows troubleshooter.

Figure 22-2 shows the Ubuntu computer browser, accessed on the Places menu at the top
of the desktop.
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Figure 22-2 Accessing your Windows drive in Ubuntu
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You can see all of your unencrypted hard disks and files from within Linux. This means that
you can access your files through Linux and back them up to a DVD or to another loca-
tion, such as a network drive or external USB hard disk. You can also use a Linux installation
to restore Windows 7 on a file-by-file basis. See Chapter 21, "Restoring from Another PC”
for more information on how to do this; the process from within Windows and Linux is
identical.

Note

If any of your disks or partitions are encrypted by Windows Encrypted File System (EFS)
or BitLocker, they will not be readable from within Linux.

Figure 22-3 shows how some Linux distributions include advanced disk management and
diagnostic tools. For example, in Ubuntu you can edit and work with drives, sometimes on
a far more advanced level than Windows 7 will allow.
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Figure 22-3 Managing drives in Ubuntu
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You can also run disk file system checks similar to using the Chkdsk command in Windows.
Figure 22-3 shows the disk management console that you can access from the System
menu at the top of the Ubuntu desktop by clicking Administration and then clicking Disk
Utility. (This will vary from one Linux distribution to another.)

Note

Because many hardware manufacturers do not support Linux, you might be unable to
print any documents you need, such as copies of software or Windows product codes.

Figure 22-4 shows the Ubuntu partitioning utility, accessed from the System menu at the
top of the desktop by selecting Administration and then selecting GParted. (Again, this will
vary depending on what Linux distribution you use.)

© © @ /dev/sda - GParted
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Jdev/sda5s jdev/sda3 Jdev/sdad
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jdev/sdal AZ ntfs Windows 7 48.83 GiB --- boot
- Jjdev/sda2 extended 416.93 GiB --- Iba
fdev/sda5 ntfs /media/Files Files 416.93 GiB.  306.82 GiB 110.11 GiB
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Figure 22-4 Managing partitions in Ubuntu
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Many Linux distributions contain a disk partitioning tool. Sometimes Windows 7 fails
because the partition it sits on has become corrupt. You might be able to repair the parti-
tion using a Linux disk partitioning tool, or, if you have a system image backup of Windows
7, you can use Linux to delete the corrupt partition and create a fresh one in its place. You
can then restore Windows 7 by booting from the Windows 7 installation DVD and restoring
from an image backup using Complete PC Restore.

CAUTION

When you boot your PC from a Linux CD or DVD, you have full administrator access to
Windows and data drives in your computer. Always be careful not to delete critical sys-
tem files or data that is not backed up or replaceable.

Useful Software in Linux

The software packages covered in this section vary in name, location, and availability
depending on the version (distro) of Linux you are using. However, some are very useful
tools in the operating system if you have access to them.

Remote Desktop

Some Linux packages include remote access software similar to Remote Desktop in Windows,
as shown in Figure 22-5. You can use the Linux version of the remote desktop software to
allow a remote support person access to your PC, so they can help diagnose and repair
problems with Windows 7. The remote support person might need to be running the same
version of Linux that you are, but other operating systems and some third-party remote
desktop packages are compatible.

|NS| DE OUT Connecting to the Internet in Linux

Hardware driver support for Linux is not as widespread as it is with Windows. You
might be unable to get online if you use Wi-Fi on your PC, especially if you connect
through a USB dongle. If you intend to use a USB dongle with Linux, from a working
PC with Internet access, first visit the manufacturer’s website for the USB dongle and
see if they supply a Linux driver you can install from a CD or flash drive. The best way
to get online when using a Linux disc is with a physical network cable.
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Sharing
Allow other users to view your desktop

Nobody can access your desktop.

Security

Notification Area

Figure 22-5 Remote Desktop in Ubuntu

System Monitor

System Monitor in Ubuntu, as in many Linux distributions, is very similar to the live Sys-
tem Monitor in Windows (see Figure 22-6). System Monitor provides live details of CPU,
memory, and network activity on a PC. This can be useful for helping diagnose hardware

errors; for instance, it can help determine if you are having difficulty getting online because
of networking problems.

Chapter 22
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Figure 22-6 System Monitor in Ubuntu

System Testing

Some Linux distributions come with advanced system testers like the one shown in Figure
22-7. These will test many aspects of computer hardware to find and diagnose problems.
The system tester in Ubuntu is an excellent example. It tests every aspect of the hardware
and guides you through automated diagnostics with a helpful, wizard-based interface.
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Hardware Database
Welcome to System Testing!
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properly. Once you are finished running the tests, you can view a
summary report for your system.

Gathering information from your system...

Figure 22-7 The system tester in Ubuntu

CD and DVD Burning in Linux

All Linux distributions come with CD and DVD burning software standard. If you've lost
your Windows 7 installation DVD but still have an image of the disc (or of your system

repair disc), you can use Linux burning software to make another copy of the Windows
disc (see Figure 22-8).

|NS| DE OUT Keep an ISO copy of your Windows installation DVD

It is an excellent idea to keep a backup I1SO (disc image) of your Windows installation
DVD in case you damage or lose your original DVD. A quick search online will reveal a
great many software packages, some free, that can create a backup ISO.

You can also burn new Windows installation discs from 1SO files from within Windows 7
by double-clicking the ISO file to open the ISO Image Burner.

Chapter 22
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Figure 22-8 Burning a CD or DVD in Linux is usually easy.

Compatible Linux Operating Systems to Run from a Disc

The list of the best and most popular Linux distributions can be found online at www.linux.org.
They include the following.

Ubuntu

www.ubuntu.com

Ubuntu is the Linux variant that | have used to demonstrate Linux throughout this chapter
and is shown in Figures 22-1 to 22-8. | used Ubuntu because it's widely considered to be
one of the most user-friendly Linux variants and is shipped with some new PCs by compa-
nies such as Dell.
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Other Variants of Linux

A few other variants of Linux include
® Debian www.debian.org
® SuSe en.opensuse.org
® Fedora www.fedoraproject.org

® Knoppix www.knoppix.com

Creating a Linux Installation Disc or Pen Drive

All downloadable Linux variants are available as ISO files. Windows 7 now supports these

natively and allows you to burn them to a CD or DVD. To burn an ISO file to a CD or DVD
in Windows, simply double-click the file, select the appropriate disc burner, and then click
Burn (see Figure 22-9).

Windows Disc Image Burner {5 |
Disc irnage file: uburty-10.04-desktop-i3#.iso
Dize bumer: OV R Drive 0 -

Tatus

To staet busrning the dise image, chick Bum.

o Verifyy disc after burning

Bum Cancel

Figure 22-9 Burning a disc image file to CD or DVD in Windows 7

You should check online for the latest utility to write a bootable ISO file to a USB pen drive.
Note that if you want to boot your copy of Linux from a USB pen drive, you should check
that the computer’s BIOS supports booting from a USB device and that this is set in the
boot order, as shown in Figure 22-10.
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Figure 22-10 Setting the boot options in the BIOS

Summary

Linux is a full operating system in its own right and, with modern distributions like Ubuntu,
can keep you working if your copy of Windows fails. Although Linux is not as popular,

because most people prefer the familiarity of Windows, it can be extremely useful when
rescuing or repairing a Windows system.
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soft Windows 7. These tools vary in price considerably from free to hundreds of dol-

lars. They can also vary considerably in quality and functionality. This can make it very
difficult to choose the best recovery and rescue option for you. In this chapter, | will high-
light some of my favorite software and packages that have received general acclaim.

T HERE are a huge number of third-party rescue and recovery tools available for Micro-

Zinstall and zPOD

www.zinstall.com

Zinstall and zPOD aren't marketed or sold as Windows rescue tools, but you'd be surprised
just how effective both can be when it comes to getting a damaged PC working again.
Even if your PC has failed completely, as long as your hard disk or your copy of Windows 7
isn't damaged, you can use Zinstall or zPOD to rescue the system, complete with all of your
software, and be back up and running again quickly.

They're slightly different types of software, but both get a copy of Windows running in a
virtual machine (VM). Here's a brief description of their primary functions.

Zinstall

Zinstall was designed primarily to ease the upgrade from Windows XP to Windows 7 by
creating a VM of your copy of Windows XP to run in the new Windows 7 environment,
complete with all of your programs. This means that when upgrading to Windows 7 from
Windows XP, you can keep downtime to an absolute minimum and perform a clean install
of all of your software and files into Windows 7 in your own time.
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zPOD

zPOD works in the same way as Zinstall, but it allows you to copy the VM it creates to an
external USB hard disk or even to a pen drive and run Windows from that device on any

other computer.

Both programs operate in an incredibly simple way by allowing you to create a VM with a
single click. They automatically search for your installed operating systems and then enable
you to quickly and easily choose a destination. Both software packages will work with any
version of Windows, including Windows 7, and can even rescue a copy of Windows from a

dead PC.

To rescue a copy of Windows 7 from a dead PC, follow these instructions.

1. Plug the hard disk from the dead PC into another computer. Remember to make sure
both computers are turned off and disconnected from the electrical outlet before

working inside the case.

2. Boot the working computer into the copy of Windows that's installed on it.

3. Install the Zinstall or zPOD software on the working PC, and run it.
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.' Searching. ..
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4. By default, Zinstall or zPOD will find the main, running copy of Windows. To point the
software toward the copy of Windows on the imported hard disk, press Advanced.
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@ settings A 7

HB; The: migration procass wil not affect your Computer

0'!‘,____“1 Computer (Source): ZPOD (Target):

Source and + 8 B This computer C> + 71 B2 Zinseall an 3168 drive [c:)
target 5 B

selection [} 31GB hard drive ) Zinstall on 316E drive [:]
[~
f

=

Copy Filters

&)

Security
settings

You can choose to omit certain file types. By default, Zinstall and zPOD exclude any
files in the Users folder. Indicate whether to include or omit other files in the Copy
Filters panel of the Advanced settings window.

@ Settings (=R ==
1g‘1 7] Exchude lies
b"f:_‘_‘; Wicksss (avi, g, ey, ...}
Source amd
target Fuwdia (mp3, wma, 099, ..
election
[ Tmages (jpeg, of, W1, .0
ot
\ | Archives (2, rar, ...)
Copy Filters Disk. aned Baschup Images.

s | Documants (doc, pf, pee, -..)

- Inestalers (s, ms, ...}
Secunty

settings
Fkes Larger than: 10048 =

zPOD uses 256-bit encryption to secure the VM so you can carry it around with

you, safe in the knowledge that only you can access this copy of Windows and your
programs. Activate this option by setting up a password in the Security Settings panel
of the Advanced settings window.
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@ settings [0

-

g ==
Source and
target
selection

| /
\____V Password:

Copy Filters

£l

Security
seftings

(3

7. It could take several hours for Zinstall or zZPOD to create the VM. When the process is
complete, a utility for running the VM appears.

Switch to zPOD
Show zPOD files

About
Language 3
Exit

658 AM |

3/19/2010

|NS| DE OUT Zinstall or zPOD: Which is right for you?

If you intend to use the VM only on the PC that you create it on, then Zinstall will do,
since it creates the VM to run on the computer where it is created. Use zPOD if you
want to use your virtual copy of Windows 7 on other computers, too.

The single biggest advantage of zPOD and Zinstall is continuity of productivity. Simply put,

this means that, as long as there is a spare computer available that you can use, you will
always be able to keep working.

Although you can’t use Complete PC Backup, you can use other disk imaging utilities, such
as Norton Ghost or Acronis True Image (see Chapter 18, "Where to Find More Help and
Support,” for more details) to create an image of the rescued copy of Windows 7. You might
also be able to use a third-party tool to rescue programs from the damaged Windows 7
installation that you do not have the original installers for.
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Either way, you now have a rescued copy of Windows 7 and your programs that you can
continue using.

GRC SpinRite

For some years, GRC SpinRite has been widely considered one of the best, if not the best,
hard disk rescue and maintenance tool available. SpinRite is a DOS program that runs from
a bootable CD, DVD, or other device, such as a floppy disk or USB pen drive. Because you
boot your computer into SpinRite, the software has full low-level administrator access to
the hard disks on your computer.

SpinRite can perform a broad range of checks on your hard disk(s) and includes the follow-
ing features.

® A real-time graphical status display, showing the health and status of your hard disk
(see Figure 23-1). This graph is updated in real time, displaying data and disk recov-
ery and repair as it happens. All events are also logged so you can review them later.

Graphic Statuz Display e + ™

renain
37 9

Figure 23-1 Graphical log of the state of a hard disk in SpinRite

® Detailed technical logs of the hard disk (see Figure 23-2). Helpfully, the error infor-
mation these logs provide includes clear descriptions that can help you determine
exactly where errors are located and what they are. GRC boasts about the clarity of
the language they use when providing reports on your hard disks, and | can confirm
that the quality of the information SpinRite can give you is excellent indeed.
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Cursor pad functions may be used to review this leg
Figure 23-2 Detailed technical information about your hard disk displayed in SpinRite

The Surface Analysis Monitor uses exhaustive techniques to detect defects on the
hard disk (see Figure 23-3). It deliberately creates scenarios on your hard disk to try
to replicate the worst types of failure that can occur. This is an extremely thorough

and excellent way to check for defects.

tern Monitor

+ tt

Figure 23-3 Comprehensive disk error checking tools in SpinRite

Extensive data recovery tools that work tirelessly to recover your data (Figure 23-4).
A special tool called Dynastat appears if SpinRite has trouble reading data on a faulty
hard disk. This tool provides more detailed information in real time about the soft-

ware's attempts to recover your files and data.
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L hit 2,074 Sector's Defective Region located  hit 2,106 -

Figure 23-4 SpinRite gives up trying to recover your data only when you do.

® Detailed information about the existing partition structure on hard disks. SpinRite
also checks partitions for errors, as shown in Figure 23-5.

Figure 23-5 SpinRite checking existing partitions on a disk for errors

In all, SpinRite is an invaluable tool for diagnosing and repairing errors on physical hard
disks. Its support for different drive formatting options is extensive, and it is, as | have said,
held in high regard within the technical community.

|NS| DE OUT SpinRite and solid state disks

Solid state disks (SSDs) operate differently from mechanical hard disks in that they
store all of your data on silicon chips and include no moving parts. Therefore, SpinRite
is not the best tool for diagnosing errors on these types of disk.
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Other Third-Party Tools

Many companies provide specialist software for rescuing data or hard disks, and you should
try the forums mentioned in Chapter 18 for recommendations. Here are details of packages
| recommend.

0O&O Disk Recovery

www.00-software.com

O&O Disk Recovery is a comprehensive package that performs several useful functions. The
most commonly used function of the software is an unerase program to help recover files
and folders that have been accidentally deleted. There are also other functions within the
software that can provide recovery in scenarios such as the accidental formatting of a hard
disk. This can be extremely useful, as in Windows 7 it can be annoyingly simple to acciden-
tally format disks.

This software can be useful for rescuing data or a faulty disk in your PC, and you can also
remove the hard disk from your PC and plug it into another computer to run these rescue
tools on it.

Ashampoo WinOptimizer
www.ashampoo.com

Although Ashampoo WinOptimizer traditionally has not been used as a tool for rescuing

a hard disk or data, it now contains a small utility that can help you do just that. This tool
analyses your hard disk(s) to try to find defective areas or problems with the disk(s). It con-
tains tools that can then be used to apply automatic repairs and fix some of the more com-
mon problems that you can encounter.

Other Third-Party Services

At some point, you might reach the stage where there’s nothing more you can do with your
disk. If the disk includes critical data that you must recover, you will need to go to a profes-
sional data recovery specialist.

These companies offer extremely comprehensive services, and they can be hugely success-
ful at recovering data from damaged hard disks, but they will not be inexpensive.

You can find data recovery specialists in your area by searching in your local telephone
directory online or through a search engine.



Summary 345

Summary

The best way to make sure you can always rescue your files and data is to have at least one
backup copy that is regularly refreshed. Windows 7 contains a tool to enable you to do this,
and there are also many third-party tools that do the same thing. You can read more about
backing up your files and data in Chapter 4, “Backup and Restore.”
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OMETIMES you might encounter a situation where the files and data you are trying to

recover are encrypted. Windows provides some tools to aid with unlocking data, but

you will need access to the recovery keys specific to the locked data. There are several
methods that can be used in Windows 7 for encrypting files, data, and even entire hard
disks.

Encrypted File System

The Windows Encrypted File System (EFS) has been around for over a decade and is used to
provide file and folder encryption for individual users, for instance, two people who share a
computer but want to keep their files private from one another.

EFS uses a public/private key encryption method similar to that used by the popular Pretty
Good Privacy (PGP) encryption software and utilizes methods used by digital certificates

to send and receive personal information over the Internet. This public/private key encryption
technique uses two keys, one stored on the computer and another that the user has access to.

You need to carefully configure EFS to avoid losing access to your files if something goes
wrong with Windows.

INSIDE OUT  e¢s ana removabe rives

EFS encryption will work only on drives formatted with New Technology File System
(better known as NTFS). This means that if you copy any encrypted files to a non-NTFS-
formatted device, such as a FAT 32—formatted external hard disk or an exFat-formatted
USB pen drive, the encryption on those files will be removed when they are copied.
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Setting Up EFS

1. To configure EFS, right-click the file(s) or folder(s) you want encrypted, and select
Properties.

2. On the General tab, click Advanced.

3. Inthe Advanced Attributes dialog box, select the Encrypt Contents To Secure Data
check box, and then click OK. When prompted, make sure you apply the action to the
folder and all files and subfolders.

Advanced Attributes @

;,E, Choase the settings you want for this folder.

‘When you chck O or Apoly on the Properties dialog, you vl be
sk I yous wanik Hhes changes b affect al subfokders and Fles
a5 well

Ancheve and Indzx sttributes

Falder 15 ready for archiving
of| Ao Fibe:s i this Folder o b addition to fiks
properties

Compress or Encrypl triates

Comnpress conkents Lo save dek space

| Encrypt contents ko secure daka

[

4. The files and folders will be automatically encrypted, and when this process is
complete, a message in the taskbar notification area prompts you to back up your
file encryption key.

CAUTION

If you do not back up your file encryption key to a safe location, you might never be
able to access your files again if you need to reinstall Windows.

L
j ? i Back up your file encryption key Ax

This helps you avoid permanently losing access to your
encrypted files.

16:48 el
16/06/2010 |

A )
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You can choose to back up your key immediately, or Windows can remind you to do
so the next time you log on. | recommend you make a backup immediately.

21 Encrypting File Systern @
rh) g Back up your file encryption certificate and key

Creating this hackup file helps you avod permanently losing access o your
encrypted hiles d the onginal certficate and key are lost or comupted.

= BRack up now (recommended)

You should back up the certificate and key to removable media.

< Back up later
Windeows will remind you the next time you leg on.

* Never back up
You could lose access to your encrypted files.

[ Cancel |

Why should | back up the certificate and key?

The Certificate Export Wizard appears.

Certheate Export Wirard @

Welcome to the Certificate Export
Wizard

- This wizard helps you copry certificates, certificate trust

= st arn] vertiicate revorstion bsts from a certificse
Faser Store b0 your dish.
- Acemtificate, which s sued by & certiication auoriy, s

i your identty and

protect, dika or Lo estabish relwark.
connections. A cestificate store i the system area where
cerlicales are kept,

To contirue, chk Nt

Bach Mot > | | Cancel |

The standard options will probably serve your needs, but Windows 7 does offer
additional backup options when you save a copy of your file encryption key. Here
you can choose what aspects of your security key you want to back up.
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Cerificate Export Wizard @
Export Fil Fomat
Certificates can be exported in a vaniety of file formats,
Select th Format you want to use:
FIE)
@ Personal Information Exchangs - FKCS #12 { PIY)
Inchude all certificates in the certification path I possible
Dielete the privats key i the suport is successhu
Export 8l exterded properties
Microsott Serishized Certhicate Store {,55T)
Learn more sbout certificate He Formats
<Back || Nests concel |

7. Seta password for your backup. You won't need to enter this password to read
encrypted files, but you will need it if you must restore the file encryption key.

You should not lose a record of or forget this password.

Certheate Bxport Wizard @

Password
To maintain secueity, you must protect the peivate key by using a password,

Type and corfirm a password,
Password:
e
Type and confirm password (mandstory):

sonsl

[ <bok || etz | [ comel |

8. Enter a file name, and decide where to store your backed-up file encryption key.
Make sure it is kept in a safe location and that you have more than one copy.
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Save A =5
OU (8 ¢ Libraries » Documents » = [ ¢ |[ Search Documents P
Organize v MNew folder = @
¢ Favorites Documents library T by Faider=
B Desktop Includes: 2 lecations s N
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Save s type: | Persanal Information Exchange [7.ph) -
- [z
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CAUTION

In the example in the above procedure, | mistakenly backed up my file encryption key
to a folder that is encrypted using EFS. Windows won't prevent you from doing this, so
be careful. Any key backed up to an encrypted drive will not be accessible if something

goes wrong or if you have to reinstall Windows.

Your files and folders will now be encrypted.

= R |
@K.:’"l El ¢ Mike Haliey + My Documents b <[4 I Sewven — )
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|NSI DE OUT EFS and user passwords

EFS does not require that a user password is set up on your Windows account; however,
it provides no protection if your user account is not password-protected since anyone
can log in to your account and have unrestricted access to the files.

Restoring an EFS Key

If you have to reinstall Windows 7, perhaps because of a critical error, then your EFS-
encrypted files are unreadable until you restore your EFS encryption key using the follow-
ing steps.

1. Double-click the backed-up EFS encryption key to open it, and then click Next on the
first two pages.

Cenificate Import Wizard

Fille trs Trnpuaat
Spachy the s you wank b rport.

File rearme:
- UsersiMikae Halsery\ Documen s ncryption _key_backup.pfx rereer—

Mote: More than one certificate can be stored in & sirgla file in the Following Formats:
Peesonal Information Exchange- PRCS #12 (PFX, P12}
Cryphoo aphi; Message Syrkax Slarddard- PRCS #7 Certificates { P78)
Microsoft Seriakzed Certificate Stors (.55T)

Learn more abouk certificane file formats
| seack |[Lbema ] [ ol

2. Enter the password you set when you created the EFS encryption key, and then
click Next.
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Centificate Import Wizard
Paseword
To il sk pr ¥ ke passend.
Type the password For the private key.
Password:

|| Enable strong private key protection, You Mbenrmdmymme
prrvate ety is used by an spphcation # you ensbis this aption,

1Mk bhis ke as exportable. This will show you to back up or branspart your
leerys 2k 2 later time,

] Tnchude sl extended properies.

Learn more shout probacting private keys

[ bk |[ metx | [ comcel

Restore the certificate to the default store in Windows 7 or to a different location if
your network requires this.

Certficate Impart Wirard ]

Certificate Store

Certificate stores are system areas where certificates are kept.

4 ally selact & certificats stoes, o youl can specky & kocation for
e cerlificate.

@ Automatically selact the certificate store hasad on the bype of certificate
Place ol vertiicates in U Foloring store

Learn more abouk istifieshe stores

<hack || Met» | [ comel

The EFS encryption certificate will now be restored, and you will again have access to your
files and data.
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|NS| DE OUT When might you need to restore your EFS key?

If the Windows default password store becomes corrupt, you will need to restore
your EFS key. Or, if someone tries to forcibly reset your password to access your files
and folders, the system will lock out the EFS-encrypted files until you can restore the
correct key.

Turning EFS Off

You may want to turn off EFS encryption for files or folders after it has been set up. You use
almost the same procedure as when you set up the encryption.

1. Right-click the file(s) and folders(s) you wish to decrypt, and select Properties.
2. On the General tab, click Advanced.

3. In the Advanced Attributes dialog box, clear the Encrypt Contents To Secure Data
check box, and then click OK. When prompted, make sure you apply the action to
the folder and all files and sub-folders.

EFS Certificates

If your encryption key is damaged or lost, you might be able to recover your files and fold-
ers using an encryption key certificate. You can create one of these when you encrypt your
files or at any time afterward.

1. Type command in the Start menu search box, and when Command Prompt appears
in the search results, right-click it, and run it as an administrator.

2. Navigate to the folder on a spare hard disk or removable drive where you want to
store your EFS certificate. Do this by typing the drive letter and colon (for example,
type E: to move to the E drive), and then use the CD command to move to the
correct folder (for example CD ./Files/Backups to move to the Backups folder in the
Files folder).

3. Type cipher /r: file name (where file name is the name you want to assign to the
backed-up EFS certificate), and then press Enter on your keyboard.
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Windows creates a backup of the EFS certificate, which can be restored using the following
method.

1. In the Start menu search box, type secpol.msc, and run the secpol (Security Policies)

program when it appears.

Programs (1)
_=a secpal

12 See more results

[ secpolme
EFlle . o

Open the Public Key Policies section in the left pane of the Local Security Policy
window that appears, right-click Encrypting File System, and select Add Data
Recovery Agent. Use the wizard that appears to select and install the EFS certificate

x | Shut down |+

7 Local Security Palicy RN ="
File Action View Help
o 2@ o0/E e He
T Security Settings
3 Account Policies

5 1., Mo Enceypting File System Palicies Detined
+ [ Local Policies ALY
B Windows Finawallwith Manced Secll - o, 0 Dlicy has o Encpting File Syvbem policies definsd direstly onit. To defing
| Network List Manager Policies pokicy yow can sk on the Encryptmg Fle System mode and select Add Dats Recovery
4 ] Public Key Policies Agent frorm the All Tasks menu,
Encrypling File Systern
7 BitLocker Drive Encryg Add Data Recovery Agent...

| Software Restnetion Polic
_ Application Control Polici

B, 1P Security Policies an Loc View
| Aubvanced Audit Policy Co

Al Tasks .

Refresh
Properties

Help

¥l i "

Add an edsting certificate to the Group Policy as a data recovery agent
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3. In the Start menu search box, type command and open Command Prompt.

4. Type gpupdate, and then press Enter on your keyboard.

Smart Cards and EFS Certificates

If you use a smart card with EFS to access your data, you will need to back up the certificate
for your smart card. To do this, follow these steps.

1. Type mmc in the Start menu search box, and open Microsoft Management
Console (MMQ).

Programs (1)
T e

J e mare resuits

i | Shut deran | #

e - O

2. On the File menu, click Add/Remove Snap-in.

'@ Consolel - [Consale Raat] [ |-@- =]
Action  View Favortes Window Help _ e
& Mew CtrdaM
Open.. Clls0 e
Save Ctrles
T . o i th Consule Ruat -
e £t ATk A it B show in this vies.
More Actions b
Add/Rermove Snap-in.. Corl b
Optinns..
1 secpal
Zcomprngmt,
3 eventaar
Euit

Enables you to add snap-ins to or remave them from the snap-in console,
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Select Certificates in the left pane, click Add, and then click OK.

Add or Remove Snap-ing ﬁ
You can sebeck snap-ins for this console From those svaiable on your computer and configurs the selected set of snap-ins. For
extensible snap-ins, you can configure which catensions are enabled.

Avaldie sep-: Sebecled snepei:
Snapn endor & 1l Console Root Edt Extensons. .
<1 ke Control Microsaft Cor... o
T sushorizstion Manager Mcrasat Cor -
B0 rtiticates Microadt Cer... |
(8. Component Services  Microsoft Cor. Maove Lip
B Commpuber Managem...  Microsalt Cor. =
4 Device Manager Microgoft Cor, ) [—] =
24 Disk Management Microsott snd. iz
[ Evere viewer Microsaft Cor.
C Felder Microzaft Cor.
| Group Pokcy Object ... Mirasaft Cor...
B1p securiy Mordr Microsalt Cor.
2,17 Scouriy Polcy M. Mcrosoft Cor...
=Lk to Web Address  Microsalt Cor... e
Description:
The Certificates snap-in alows you ko b the the certifi For wourself, & cervice, o & computer.
ok || conel

Select Computer Account on the next screen, and then click Next.

Centificates snap-in @

This snapa vall ghrays menage ceilify |
My uzer account
*) Garvcs sccourd

@ Compatter account

Back Mt > Cencel

Make sure Local Computer is selected on the next screen, and then click Finish.
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Certificates appears in the Selected Snap-ins section. Click OK to exit this window.
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In the main MMC window, click Certificates.

Click the certificate that lists Encrypting File System under the Intended Purposes
section. If there is more than one, select them all.

On the Action menu, select All Tasks, and then click Export.
In the Export Wizard, select Export Private Key.

Click Personal Information Exchange, and then click Next.
Assign a password for this file; don't forget this password.

When prompted, indicate where you want to save your backed-up security certificate,
and then click Finish.
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To restore your security certificate, follow steps 1 through 6 in the previous procedure, and
then follow these instructions.

1. On the Action menu, click All Tasks, and then click Import.

2. Click Next, and navigate to the location of your backed-up security certificate. In the
list next to the file name box, select Personal Information Exchange.

3. Type the password you set when creating the certificate, and then finish the wizard.

File Encryption Certificate Manager

By typing file encryption in the Start menu search box, you can open the File Encryption
Certificate Manager (see Figure 24-1).

2. Encryphing File System

Manage your file encryption certificates

To encrypl fles lor addiional security. you must have an encryplion cerificale and its
assoriated decryption key on your compasier or on & smar cand Yiou can't accnss your
encrypted files without this cemificate and key.

Usie this wizard to

- Selector create afile encryption cenificate and key,

- Back up the conificate and key to svoid losing accoss 1o your encrypted files.

= Set Encrypting File System to use a sman card,

- Update previoushy encrypted files to use a different conificate and key.

[ Hea | [ Cancel |
Figure 24-1 Managing your file encryption certificates in Windows 7

This dialog box allows you to view, back up, update, and restore EFS certificates in Windows
7 by using a friendly interface; however, you may not find it as powerful or flexible as the
methods described previously in this chapter.

Recovering EFS-Encrypted Files

You should always keep a copy of your EFS encryption key and your password safe. If you
lose the backed-up copy of your key, you won't be able to gain access to your files, and if
you lose your password, you won't be able to restore the key.
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Although EFS is very secure, employing a 256-bit ECC (Elliptic-Curve Cryptographic)
algorithm cipher to secure your data, it may still be possible to recover your password by
purchasing special software or by taking your computer to a computer security specialist.
Following are two examples of software you can use to recover a password.

Advanced EFS Data Recovery

www.elcomsoft.com/aefsdr.html

Advanced EFS Data Recovery is advanced software for cracking EFS passwords. The com-
pany claims that even if data is damaged or if someone has attempted to tamper with the
encryption key, it can still recover data.

EnCase Forensic

www.guidancesoftware.com/computer-forensics-ediscovery-software-digital-evidence.htm

EnCase Forensic is password-cracking software for EFS drives and much more. EnCase
Forensic includes a full suite of analysis, bookmarking, and reporting features.

Cipher.exe

Cipher.exe is a command-line tool accessed through Command Prompt in Windows 7, as
shown in Figure 24-2. (Type CMD or command in the Start menu search box, right-click
Command Prompt or CMD in the search results that appear, and run the Command Prompt
as an administrator.)

Cipher is a powerful tool for managing encryption and decryption in Windows 7. You can
access a list of switches that you can use with the program by typing cipher /? Into the
Command Prompt window.

One of the most useful features of Cipher in Windows 7 is the ability to completely and
securely wipe data from a disk. This is a very powerful tool and must be used with caution,
because you cannot later recover files that have been wiped.

You access this facility by typing cipher /w x:\folder, where x indicates what you want to
wipe. For instance, if you want to wipe your D drive, type cipher /w D:\. If you want to wipe
a folder called Personal in your C drive users folder, type cipher /w C:\Users\Mike Halsey\
Personal\.
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Figure 24-2 Cipher.exe

BitLocker and BitLocker To Go

BitLocker is a full-drive encryption method that was introduced with Windows. It encrypts
data using a 128-bit AES (Advanced Encryption Standard) key and works at its most secure
if your computer’s motherboard contains a TPM (Trusted Platform Module) chip.

There are three modes that BitLocker works in when authenticating the user.

® Transparent Operation mode This is used when you have a TPM chip on your
motherboard; the encryption key is stored on the chip.

® User Authentication mode This mode requires the user to type a password before
the operating system boots to provide authentication.

® USB Key mode In this mode, the user must insert a USB pen drive containing the
encryption key.

You can use BitLocker in Windows 7 to encrypt internal partitions, hard disks, external hard
disks, or USB pen drives. These drives can be encrypted only in the Enterprise or Ultimate
versions of Windows 7, but they can then be used in any other Windows 7 version and

on any other PC running Windows 7 by entering a password or by using a smart card or
USB pen drive containing the decryption key. (See the Inside Out sidebar titled “Reading
BitLocker-encrypted hard disks on another computer” on the next page.)
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|NSI DE OUT Reading BitLocker-encrypted hard disks on another computer

You can read a BitLocker-encrypted disk on another computer running Windows 7
unless you have encrypted it using a TPM chip. This chip will lock that hard disk to that
specific motherboard, rendering it unreadable on another computer.

In Windows XP you can read, but not write to, drives protected by BitLocker To Go by
downloading the BitLocker To Go Reader from the Microsoft website. You can find it at
www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=64851943-78c9-4cd4-
8e8d-f551f06f6b3d.

BitLocker is also more flexible than EFS for encrypting drives because you can easily carry a
BitLocker drive from one computer to another without having to go through the rigama-
role of exporting and importing security keys and certificates using complex management
consoles.

1. Access BitLocker by typing BitLocker into the Start menu search box or, from Control
Panel, by clicking System And Security, and then clicking BitLocker Drive Encryption.

Control Panel (4)
S BitLocker Drive Encryption
By Manage Bitl acker
82, Manage file enciyption certificstes

8 Protect your computer by encrypling data an your disk

= See mare results

bitlacked » Shut dawn |+

2. In the BitLocker Drive Encryption window, you can manage the drives that are
encrypted using BitLocker. Click the TPM Administration link in the bottom left
of the window to manage a TPM chip on your motherboard if you have one.
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Control Panel Home

See als
5 TEM Administration
¥ Disk Management

Riead our privacy statement
online

O\J |8 » Control Panel » All Control Panel lems b BitLocker Drive Encryption « | ég || search Comtrot Pane

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryplion helps prevent unauthorized access to any files stored on the drives shown below,
Vaou are stle to use th puter normally, but ized users cannct read or use your files,

What should | knew about Bitlocker Drive Encryption befare [turm it on?

BitLocker Drive Encrypticn - Hard Dick Drives

_ Windows 7 (C) & Tumn On Bitlocker

w ol
Backup (%) W Tum On BitLocker

s Off
. Files (E} & Turn On Bitlecker

Copr O
Installers (7 W Tum On BitLocker

|'_:_-# Off
. Seratch (G:) ® Tumn On Bitlocker

s o
Complete PC Backup (H) W Tum On BitLocker

r_:_-_;.? Off

BitLocker Drive Encrypticn - BitLocker To Go

Insert a removable drive 1o use BitLocker To Go.
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3. When you encrypt a drive, you will have several options, including setting a password

or using a smart card. These options will allow you to access the drive on another

computer. Choose which options you want to use.

Select Automatically Unlock This Drive On This Computer if you intend to use the

drive only on the computer where it was encrypted (such as a laptop). For this option
to work, the copy of Windows 7 on that computer must also be encrypted with

BitLocker.

€] g BitLocker Drve Encryption (G:)

Choose how you want to unlack this drive

171 Use & passwerd to unlock the diive

1 Uce my cmart card te unlock the drive
You will need to nsert your smart card. The smart card PIN will be required when you unlock the drive.

Automstically unlock this diive on this computer

Chapter 24
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From the BitLocker Management Console, you can change your password, disable BitLocker
for a drive, or temporarily suspend BitLocker encryption.

CAUTION

Unlike EFS, which encrypts specific files and folders, BitLocker encrypts entire disks or
partitions and is extremely secure. A hard disk encrypted using BitLocker will be com-
pletely inaccessible on another PC without the password or correct smart card or USB
pen drive access.

Some security and data recovery companies may offer professional services to recover lost
BitLocker encryption keys. Commercial software is also now available. One such program is
Passware Kit Forensic (available at www.lostpassword.com). This software can quickly recover
encryption keys for drives protected with BitLocker. Passware also offers other security soft-
ware that can, for example, recover lost Windows user passwords.

Creating a Copy of Encrypted Data

Sometimes it can be difficult to tell whether data you encrypt will still be encrypted when
you make a copy of it. You can use the information in Table 24-1 to determine if your data
will still be encrypted in different scenarios.

Table 24-1 Will your encrypted data still be encrypted when you make a copy of it?

Bitlocker- Unencrypted
EFS-Encrypted Encrypted Folder or
Folder Drive Drive CD/DVD
FAT32-Formatted Not Supported  Yes No Not Supported
exFat-Formatted  Not Supported  Yes No Not Supported
CDFS-Formatted  Not Supported Not Not No
Supported Supported
NTFS-Formatted  Yes Yes No Not Supported
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Summary

You should always keep backups of your files and data, whether encrypted or not, in secure
locations where they cannot be affected by disasters such as fire or theft.

The encryption systems available in Windows 7 are extremely useful but can very easily
render your data forever beyond your reach, especially if you cannot afford the services
of a professional data recovery company. They should always be used with care.
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n this chapter I'll look in more depth at the specific diagnostic and troubleshooting tools
in Windows 7 and examine how you might use them for detailed problem solving and
analysis.

Computer Management

The Computer Management console is the central location for managing and monitoring
Windows 7. You can access the Computer Management console either by right-clicking
Computer on the Start menu and clicking Manage (see Figure 25-1) or by typing manage
in the Start menu search box and running Computer Management from the results that
appear.

l' Gethng Started ¢

! Cannecto s Projector

u

o Calculstor

Sticky Motes

o
3& Enipping Toal
."f Paint

n
o WP Viewer o

W hManage

:'@" Windows Fax and Scan

;% Magnitier
:g Computer Mansgement

P AllPrograms

Map network drive...

Disconnect network drive...

Show on Desktop

Rensme

Properties

Search progeams and files o

8 - O

Figure 25-1 Accessing the Computer Management console
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In the main Computer Management window, the tools are divided into three categories:
System Tools, Storage, and Services and Applications (see Figure 25-2).

& Computer Managerment
File Action View Help

s |@ = BE
& Computer Management (Local) Marre
a [} System Tools 1 System Toels
a () Task Scheduler ™~
= a 2 arage
- Task Scheduler Librany = Senvi 4 Apslicat
T Microsoft T Services and Applications

@ wep
a ] Bvent Viewer
7 Custorn Views

a [ Windows Lags

5] 2pplication

I-] Security

] Setup

[] Systen

[] Forwarded fuernts
= Applications and Senvices Lags
.1 Subscriptions
Shared Folders

) Shares

.
-]

3l Sestont
s Open Files
4 & Local Users and Groups
Users
Groups
o (H) Pearmance
& Manitaring Tanls
» Data Collector Sets
[ Reports.
2 Device Manager
a 2% Starage
i Disk Management
4 [y Services and Applications
Tervices
& WMI Control

Figure 25-2 The Computer Management console

System Tools

System Tools manages events, tasks, file and folder sharing, users, and user groups and
monitors the performance of your PC.

Task Scheduler

Task Scheduler in Windows, shown in Figure 25-3, isn't just the place where you can set
your programs to run automatically at startup or on a schedule; a great many Windows
components also use this feature.
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Figure 25-3 Task Scheduler

General | Triggers | Actions | Conditions | Settings | History (disabled)

Harne: SysternTatk

Location:  \MicrasaB\Windows\Certificate Service sClient
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You can expand any item on the list of Windows components under Task Scheduler to see

its scheduled tasks. You can use the tabs across the center of the window to modify and set
up tasks.

General

This tab summarizes information about the task and also contains some

basic security options for the task. A useful feature on this tab is the option to run
a task in compatibility mode for Windows Server 2008 or Windows Vista.

Triggers On this tab you can specify what (if appropriate) will trigger the task.

Actions This tab indicates what happens when the task activates. You can set
programs to launch and commands to run on this tab.

Conditions The settings on this tab give you more control over a task, allowing
you, for instance, to only run the task if the computer is idle or if it is plugged into

an electrical outlet.

Settings This tab includes additional settings associated with the task.

History

If any events are associated with the task, they appear on this tab.

Chapter 25
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Adding New Tasks

You can create a new task by selecting Create Basic Task or Create Task from the Actions
pane on the right of the Computer Management console. The Create Basic Task option
launches a simpler wizard, but Create Task gives you more control. Clicking Import Task in
this pane imports tasks that you have created previously and saved using the Export Task
options in the Task Scheduler (see “Exporting Tasks” below).

You can also select Display All Running Tasks to display all of the currently running tasks
or Enable All Tasks History to enable or disable the event history recording for tasks.

In business or corporate environments where tasks have been created using the AT.exe
tool, it may be necessary to click the AT Service Account Configuration link to set what
user account (that is, privilege level) these tasks will run at (see Figure 25-4).
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a §} System Tools
Task Scheduler | Ovenaiew of Task Scheduler &

Task Scheduler -

»

s Create Basic Task...

l_ Wou can uge Task Scheduler to create and manage common 3] Create Task...
tasks that your computer will camy out automatically at the

i : : © B M@ Import Task.,
Ative Directory Rights :::\:;you specify. To begin, click a cormmand in the Action mprt T
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Figure 25-4 Assigning tasks to specific user accounts

Exporting Tasks

You can right-click any task and select Export to export the task to a file (see Figure 25-5).
This can be useful if you want to use a task on different computers, or if you want to keep
a backup of the task in case you need to later reinstall Windows 7.

You can also right-click a task and select Properties to see more detail and have more con-
trol over the task.
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Figure 25-5 Exporting tasks

Event Viewer

Event Viewer is probably the most useful troubleshooting component in Windows 7, and

General | Triggers | Actions Cnndi\inml&m'ni

Name:

AD RS Rights Policy Template M
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it's highly configurable. The Actions pane on the right of the Computer Management con-
sole includes options to save and reopen event logs and to search for specific events (see

Figure 25-6).

View  Help

«s| 2@ EE

File  Action

a-: Computer Managernent (Local)
a 0 System Tools
o (B Task Scheduler
a [[§] Event Viewer
5 L Custorn Views
4 L Windows Logs
[5] Application
(5] secunty
[ Senup
| Systern
| | Forwarded Events
4 [ Applications and Services Logs
[5] Hardware buents
[5] tntermes Eaplarer
[5] Key Management Service
=] Media Center
a [ Microsoft
4 [ Windows
o 1 APLTracing
ApplD
Application-Experience
AppLocker
Audin
Authentication Liser Int
Backup
Biometrics
Bits-Client
Bluetnoth-MTPEnum
BranchCache
BranchCacheSMB
CAPIZ

| Level Date and Time Source  EventlD TaskC.. =| |Actions :
(D Information  D2/0172000 12:40:22 Senice... I None | | Sptem A
(Dintamastion 020572000 12:03:37 Fuerit.... 6013 None & Open Swved Log..
(D information  03/0772010 11:52:00 Service... 036 Mone i CuaL
(D information  03/0772010 11:49:08 Senvice... 036 None
(DIformation  02/07/2010 11:45:07 Tewvick.. T3 None Trnport Curtom View..
@In[unnll.iun 02/07/2010 11:46:07 Service... T036 None Clear Log...
(Dinformstion  02/07/2010 13317 Servicew 7036 Mune ¥ Fiter Curent Log..
(i) Information  02/07/2010 11:12:50 Janvice.. T036 Mone T - _
5 e = [] Praperies
Event 7036, Service Control Manager % | Find..
— fel Save Al Events A...
Genersl i
nerd | Desail| Attach s Task Tathis |
Multimedia Class Scheduler sarvice enterad the rnning state. View
& PRefresh
EH vep
Event Properties
Log Mame: System ] Attach Task To This Ev..
Source: Serace Control Manager Logged: oy | By Copy
Buvent ID: To36 Task Category: None [ Save Selected Events...
Level: Infarmation Kaywordsz Classic B Refresh
User: A Computer:  MikeHalse B
OpCade: Info il

More Information:  Evert Log Onkine Help

CastificateServicesClien _

.

I

Figure 25-6 Event Viewer

Chapter 25



Gz 13deyd

Event Log Filtering

Also in the right pane is the Filter Current Log option. This can be extremely useful for dis-
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playing certain types of logs, for instance critical and error logs (see Figure 25-7).
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Figure 25-7 Filtering events
Windows 7 stores a great deal of information in its event logs; being able to filter the infor-

mation by using the Filter Current Log option can prove a real timesaver when trouble-
shooting problems.

You can also filter by the event source, namely by Windows component and by user.

Attaching a Task to an Event

You can attach tasks to specific events so that they happen automatically when the event
occurs. This could include automatically running Problem Steps Recorder to alert you that
something is happening you want to see or to send an email to a support person letting
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them know that a specific error or event has recurred. This is useful for problems that occur
occasionally and are difficult to diagnose.

You can also trigger an on-screen message when an event occurs (see Figure 25-8). You

may want to use this as an alert that something has happened (remember, not all errors are
immediately obvious) and include instructions on what to do when it does happen. You can
do this by highlighting an event and clicking Attach Task To This Event in the Actions pane.

Create Basic Task Wirard ]

-—1 Display a Message

Create a Basic Task
‘When an Beent Is Logged This action dizplays a message box on the desktop.
Title:

Meszage:

< Back | Cancel
Figure 25-8 Displaying a message for an event

For instance, these instructions could direct a user to send an email to a support person
detailing exactly what software was running, what was happening when the error occurred,
what hardware was plugged into the computer, and what user account was being used.

Creating Custom Views

In the Custom Views section in the left pane, you can create new views in Event Viewer (see
Figure 25-9). You can do this by right-clicking Custom Views or by selecting Create Custom
View from the Action menu.
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Figure 25-9 Creating custom event views

For the example in Figure 25-9, | created a custom view that reports all errors and critical
events associated with the Windows Kernel (startup). If you are troubleshooting a specific
part of Windows, this can be an invaluable timesaver and allow you to create a very detailed
and concise error log that can then be exported and emailed to a support person if
necessary.

Shared Folders and Local Users and Groups

The Shared Folders and Local Users And Groups options are very similar, so | will deal with
them together. They give you control over file and folder shares and any users or groups of
users on the PC. You can right-click any item in the central panel of this window to review
its properties.

This can be useful, for instance, in the following scenarios.
® Shared files are not showing on another computer.
e Afile is being reported as open by Windows but does not appear so.

® You want to set specific security or other policies for a user or a group of users.
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Performance
I will talk about the performance tools in more depth later in this chapter.
Device Manager

The Device Manager, shown in Figure 25-10, is a quick and easy way to get access to the
hardware drivers in Windows 7.
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Figure 25-10 Device Manager in Computer Management
On the View menu are several options that you may find helpful.

® Devices By Type This is the default Device Manager view, showing your hardware
devices grouped by their device type.

® Devices By Connection This view shows core Windows hardware devices for your
computer.

® Resources By Type This can be an extremely useful view, showing you, for instance,
what devices are sharing Interrupt Requests (IRQs), memory segments, and Input/
Output (I/O) connections with your motherboard. Some hardware problems are
caused by IRQ conflicts, and here you can see if any exist.

® Resources By Connection This view shows core Windows hardware devices by 1/0,
IRQ, and memory connections.

® Show Hidden Devices Probably the most useful tool on the View menu, this
option shows hidden devices. By default, not all devices appear in Device Manager,
and sometimes a device may disappear from the list. With Show Hidden Devices, you
can force Device Manager to display all of the devices that are attached to, or are a
part of, your PC.
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Storage

| covered the Disk Management feature in Chapter 14, “Advanced Diagnostic Tools in Win-
dows 7." You use Disk Management to see all fixed and removable drives that are attached
to your PC and to partition, format, and initialize new disks.

Services and Applications

Services are programs that require no interaction from the computer user and that perform
specific tasks within Windows, such as searching for Windows updates or print spooling. In

the Services panel you can see what services are installed in Windows 7 and which are run-
ning, and you can perform actions on them.

| find it useful to click the Status column heading to sort the processes by status to easily
see which are currently started (see Figure 25-11).
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Figure 25-11 Windows Services

The useful service descriptions can help you determine what they are and what they do.
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You can right-click any service and select Properties to view the service’s settings. In the
Properties dialog box, you can set the service's status and disable it if necessary.

Figure 25-12 shows the Recovery tab in the Properties dialog box for a service. On the
Recovery tab, you can set what Windows should do if a service causes a problem and fails.
One option is to run a program, Problem Steps Recorder, for instance.

Desktop Window Manager Session Manager Praperties (Local Corn... | 52
General | Log On | Recovery | Dependencies

Sebeed e comprle's respore f e sevvce [als, Helb e -

Fusl ladure. _ﬁes!ul the Service s
Second falure: Resait the Sesvice =
Subsecuent fadures T ake No Achon X
Rieret [l oot afben, o das

Fiestait service alter: z minides

Ensble achons for shops vt sdioes.

Fur program

UK Cancel

Figure 25-12 Recovery tab in a service's Properties dialog box

INSl DE OUT Launching Problem Steps Recorder in response to an action

Although you can launch Problem Steps Recorder by typing Problem Steps into the

Start menu search box, where do you find it if you want to auto-launch it in response
to an event?

You will find the program listed on your Windows drive as \Windows\System32\psr.exe.

WMI Control

Windows Management Instrumentation (WMI) is a way for your computer to access and
share management information over an enterprise network. It is used by management tools
like Windows Systems Management Server and will probably not display anything on your
Windows 7 PC when you click WMI Control in the Computer Management console.
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Performance Information and Tools

On the surface, Performance Information and Tools offers a way for gamers and PC enthu-
siasts to rate their computers so that they can compare their Windows Experience Index
score with their friends (see Figure 25-13). Delve a little deeper, however, and you quickly
find a large number of powerful help and diagnostic tools.

|FER = |
—
(_J\_J) M « i Contol Panel ems » Performance Information and Tools w [+ | Search Controt Pane )
L
Centrol Panel Home s .
Rate and improve your computer's performance
¥ Adjust visual effects The Windews Experience Index assesses key system companents on a scale of 10 te 7.9,
Adjust indening ophons e
Adjust power seltings Vour Windows bxpenence Index has not yet been established. | Rste thes computer
Open disk cleanvp Component What is rated
Advanced tools
Pracessor: Caleulations per secend (unrated)
Memory (RAM): Memory cperations per secand (unrated)
Graphics: Desktop peformance for Windows Aero {uncated)
Gaming graphics: 3D business and gaming graphics performance (unrated)
Primary hard disk: Disk data transles rate {unaated])

Action Center

Figure 25-13 Performance Information and Tools

In Chapter 14, | wrote about the features in Performance Information and Tools, but here
| will go into more detail about specific features that can prove invaluable for diagnosing
and repairing problems with Windows.

Visual Effects

You can access the Visual Effects options by clicking the Adjust Visual Effects link in the blue
pane on the left side of the Performance Information and Tools panel. The options do much
more than just change the way some Windows components look.

On the main Visual Effects tab (see Figure 25-14), you can turn off effects that are causing
Windows to behave sluggishly, such as animation settings. On some computers, particularly
older machines or low-power computers such as netbooks and tablets, changing some of
these settings improves the performance of the operating system.
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Figure 25-14 Adjusting Visual Effects

The Visual Effects tab also includes default settings for running Windows 7 optimized for
best appearance and best performance.

On the Advanced tab (see Figure 25-15), you will see the virtual memory settings. (See
Chapter 1, “Prevention Is Better Than Cure,” for details on how to change these settings.)
On this tab, you can also adjust the performance of Windows for the benefit of either pro-
grams or background services.

Performance Options |t
| Wesssd Eftects | Advanced | Data Exseution Prevention |
Procassee schadifing

Chiouse v bo sbocste ovessorn resources,

Adyi for hast perfarmance of:
@ Programs Dackground services

Virtual memary

A piaging Hle is an ares on e hard disk Hhat Windows ses
IF It were RAM.

Tokal paging file size for all dives: 1024 M8
I

| Change... ]

) G

Figure 25-15 Virtual memory and processor scheduling setting
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You should select the Programs option unless you are running a dedicated device for a
specific task, such as a file or print server.

On the Data Execution Prevention tab, you will find the settings for Data Execution Pre-
vention (DEP) (see Figure 25-16). These settings are related directly to visual settings. DEP
is a system to prevent viruses and other malware from running code from nonexecutable
memory. Code run in this way could cause a buffer overflow in the memory stack and
crash the operating system. A buffer overflow is where a program writes data to memory
reserved and/or being used by another program or service.

Performance Options i
visual Effects | Advanced | Data Execuion Prevention
Dt Fecution Prevention (DEP) helps protect
against damage from viruses and cther security
theaats. Liow doss & vorkd?
@ Turn on DEP for essential Windows programs and services
cely

Turn on DEP For All programs and services sxcept thass 1
select:

Tour Computer's processor supports hardware-based CEP,

Figure 25-16 Data Execution Prevention settings

Unfortunately, some software will occasionally be blocked by DEP, especially certain games.
If you are having a problem with a program or game, you could try allowing it through DEP
to see if it fixes the problem.

To do this, follow these instructions.

1. On the Data Execution Prevention tab, select Turn On DEP For All Programs And
Services Except Those | Select.

2. Click Add, and navigate to the folder where the program is located. This will
commonly be in the Program Files folder on the C drive.

3. Select the program you want to allow through DEP, and then click OK.

4. Add any other related programs (multi-player mode, for example) the same way,
and then click OK on the Data Execution Prevention tab when you are done.
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Indexing Options

The Windows 7 Index is a database of all of your files and their contents. If this database
becomes corrupt, it can prevent the search facility in Windows 7 from operating correctly.

You can reset the index by clicking Advanced in the Indexing Options dialog box and then
clicking Rebuild in the Advanced Options dialog box (see Figure 25-17).

£ Indesing Options o I

35,346 boms — Advanced Options ﬁ

- Inder Setlings | Fis Types
|j"" Loncdexinng speed i rechuced due Lol
- File Settings
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Inchuded Locations
# Inbemet Explorer History Troublechooting ) )
¥ offine Fies Delete and rebuld index | Rtk
Sant Merns
Users .
Tooubie
Tredes location
Current locaton:

CelirogrambDataiMicrosoft

Mewe bocation, alter service is restarteds

Sekectiew |

Figure 25-17 Rebuilding the index

Power Settings

| have a problem on one of my own self-built PCs that causes it to continually go to sleep

every few seconds. The only way around this is to keep wiggling the mouse and pressing a
key on the keyboard until | can get into the power options and disable the Sleep function.
This can be an annoying first step each time | reinstall Windows 7.

In the Power Options panel (see Figure 25-18), you can change a great many settings for
Windows 7 that go far beyond choosing power options for running a laptop on battery
power or changing the default action of the Start menu power button.
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Shaw additional plans

Figure 25-18 Windows 7 Power Options

By clicking Choose When To Turn Off The Display in the left panel, you open the Advanced
Settings panel. Click Change Advanced Power Settings to change the power settings for a
wide variety of Windows components (see Figure 25-19).

INSIDE OUT

Windows 7 on a laptop, netbook, or tablet

On a portable computer, the Power Options dialog box displays additional options by
default, giving you much more control over power consumption and battery life.
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Figure 25-19 Advanced power management options

Sometimes a hard disk or network adapter doesn't function properly after being brought
out of sleep. In the Power Options dialog box, you can disable settings such as Sleep and
Hibernate modes for your PC.

You might also see a link in the Power Options dialog box to Change Settings That Are
Currently Unavailable. Clicking this link will lead to more power options to choose from.

Disk Cleanup

Disk Cleanup is a useful utility that can delete temporary files and other items that can
cause Windows to run slowly, including items in the Recycle Bin. Too many deleted files in
the Recycle Bin can cause Windows 7 to slow down if you do not have much free hard disk
space.

Advanced Tools

| wrote about Advanced Tools (see Figure 25-20) in Chapter 14, but in this section | go into
more detail about what each tool does and how it can help you troubleshoot problems on
your PC.
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Figure 25-20 Advanced Tools

Event Log

You can read all about Event Log in the “Event Viewer"” section earlier in this chapter.

Performance Monitor

By default, the Windows 7 Performance Monitor shows you only the current processor
usage on your PC (see Figure 25-21). It's extremely customizable, however, and all sorts

of other tools and features can be added to it.

By pressing the green plus (+) sign on the top toolbar, you can add counters to the Perfor-
mance Monitor, and there are many to choose from (see Figure 25-22).
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Figure 25-22 Adding counters to Performance Monitor

Chapter 25



388 Chapter 25 Advanced Windows Diagnostic Tools in Depth

Some of the most useful counters you can add are for the network interface. One of the
glaring omissions from Windows over the years has been any kind of useful and easy-to-
access Internet traffic monitor. The network status monitor can tell you how much data is
being sent and received, but the network traffic monitor in Task Manager, which presents
the information more usefully as a graph, doesn’t show Internet traffic.

By adding some of the network interface tools counters to Performance Monitor, you can
see a better real-time interpretation of what is going on.

This graph view can be more useful than a numeric counter, because it makes it easier to
see what effect different devices or software are having on your Internet connection.

The pen icon in the toolbar allows you to highlight one or more indicators on the graph
to make them stand out.

Data Collector Sets

You can save data from Performance Monitor as Data Collector Sets. These are accessed
from the left pane in Performance Monitor and include predefined system and user-
configurable options.

These can be exported to be viewed on another PC by a support technician or imported
and viewed in Performance Monitor on your own PC. Data Collector Sets are invaluable in
providing specific detail about parts of Windows 7 that cause problems.

1. In Performance Monitor, click Data Collector Sets and then User Defined in the left
pane.

2. Right-click anywhere in the blank space in the main panel. Select New, and then
select Data Collector Set from the context menu that appears.
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Choose to create your Data Collector Set from a template or to have more control by
creating it manually.
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4. Next, choose the type of information you want collected.

@ () Create new Data Collectar Set.
What type of data do you want to include?
@ Create dats logs
[¥] Performance counter

[#]event trace data

17 System configuration information

Pedfarmance Counter Alert

Net | [ Finsh | [ Concel |

5. Now add specific counters to the Data Collector Set. Here | have added the

networking monitors.

@ (N) Create new Data Collector Set.
Which performance counters would you like to log?
Perfarmance counteri:
WNetwork InterfacelTie Add...
| Remowe
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2 ¥ |geeondnsen)
[ bet || Finih | [ Cancel

6. Optionally, add event logs to the Data Collector Set.
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@ (%) Create new Data Collector Set.
Which event trace providers would you like to enable?
Pronviders:
Properties:
Froperty Value o
[ Nea | [ Finish | [ coneet |

7. Choose a file name and storage location for the logs. This can be on your PC or on a
network location.

@ (%) Create new Data Collectar Set.
Where would you like the data to be saved?
Raat directory:
g L Trmnd Drowst..
Nea | [ Finish Cancel

8. Choose a user that the Data Collector Set runs as, or leave it as the default (current)
user. Click Finish when you are done.

Chapter 25
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Viewing Data Collector Sets

The Performance Logs for Windows 7, shown in Figure 25-23, are kept by default on the
Windows drive under the X:\\PerfLogs folder. Here you can find and either open the files to

read or email them to a support person.
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Figure 25-23 Accessing the custom Performance Logs
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Scheduling Data Collection

You can schedule data collection to occur at certain times and on certain days. You might,
for instance, note that a particular problem tends to occur only on Mondays (when, say, the
payroll is processed), so you can set the collection to run only on that day. Alternatively, if

you are prone to leaving your computer on overnight, you may want to collect data only
during working hours.

To do this, right-click your custom Data Collector Set, and select Properties. On the Sched-

ule tab in the dialog box that appears, select the options for when you want data collected.
This will open another dialog box (see Figure 25-24).
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Figure 25-24 Scheduling Data Collector Sets

Resource Monitor

Resource Monitor enables you to view information about how your hardware and software

are operating in real time. You can view data about specific Windows 7 processes or more
general information.
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Across the top of Resource Monitor are five tabs: Overview, CPU, Memory, Disk, and Net-

work (see Figure 25-25).
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Figure 25-25 Windows 7 Resource Monitor
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Each of these tabs provides general or specific information about every piece of hardware,
software, or Windows component that is using a resource, complete with the details of how

resource hungry it is.

Below the tabs are other collapsible panels providing more specific information in the con-
text of the tab you have chosen.

Figure 25-26 shows an active Memory tab. You can see exactly what programs and Windows
components are using the memory on the PC. The columns can be sorted and filtered by
clicking them. This way, you can quickly find processes and programs that are being too
greedy or consuming unnecessary resources.
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Figure 25-26 You can use Resource Monitor to find resource-hungry processes

Resource Monitor is especially useful for monitoring disk and network activity. On the Disk
tab and the Memory tab, you can not only view programs and services that are using those
resources, but you can see the throughput of data.

Resource Monitor offers additional functionality over Performance Monitor, because if there
is a problem, you can easily see specifically what disk, program, network device, or process

is causing the issue.

INSIDE OUT

Monitor specific processes and programs exclusively

In the main panel at the top of the Resource Monitor window are check boxes next to
running programs and processes. If you need to monitor a specific one (or several), you
can select the corresponding check boxes, and all the information in the other graphs
and panels will change to show information about these selected items exclusively.
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Task Manager

Task Manager is not a tool | recommend using for troubleshooting. It provides a subset of
the features found in Performance Monitor and Resource Monitor. However, it can be a
useful and quick way to close faulty programs or processes.

System Information

The System Information panel (see Figure 25-27) provides a large amount of detailed infor-
mation about your PC, your copy of Windows, and your system configuration. It can be
especially useful if you suspect that something like a Windows Environment Variable (that
is, the pointer to the Windows system folder) has become corrupt or has changed. You can
also use it for diagnosing conflicts between hardware driver interrupt requests (IRQs).
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Figure 25-27 System Information

Appearance and Performance

Appearance and Performance was covered earlier in this chapter in the section entitled
“Visual Effects.”

Disk Defragmenter

With Disk Defragmenter, you can control and monitor the defragmenting of hard disks
in your PC. Fragmentation is the splitting of files across the disk when there is not
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enough space to put the entire file in one place. This can slow down access to the file.
Defragmenting brings all of the pieces of files back together for faster access.

Defragmenting and solid state disks

Because solid state disks (SSDs) are a random access technology based on silicon
chips rather than on spinning disks, they do not need to be defragmented, and
doing so will probably yield no performance benefit.

System Health Report

A system health report (see Figure 25-28), sometimes known as a system diagnostics
report, brings together all of the information from Performance Information and Tools.
It is described within Windows 7 as a tool that will:

Generate a report detailing the status of local hardware resources, system response times,
and processes on the local computer along with system information and configuration data.
This report includes suggestions for ways to maximize performance and streamline system
operation.
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or gaimes. Disabling Aero Glass mey inprove performance in multimedia applicstions or games. I the problem continues the
display adapter miy need an updated diver of may need to be upgraded.
Relatesk Perforn is

Sevenily: A Information ¥

Figure 25-28 A system health report
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This report is long and complex, but it is broken into collapsible panel sections, each detail-
ing a specific part of the PC's hardware or software system. This can make it very easy to
find the detailed information you require.

|NS| DE OUT Sending a system health report to a third party

In the File menu of the System Diagnostics Report dialog box, you can choose to either
save the report as a file or to automatically send it via email if you have email client
software (such as Microsoft Outlook) installed on your PC.

Control Panel Troubleshooters

Windows 7 has built-in troubleshooters that are much more useful than small help wizards
to configure the odd option or two (see Figure 25-29). Access the troubleshooters by typ-
ing troubleshooting into the Start menu search box, by selecting Troubleshooting from
the Action Center, or by selecting Troubleshooting when the Control Panel view is set to
show all items (large or small icon views).

ol |l# » Contral Panel + 411 Cantrol Panel Berns b Troubleshooting v | 43 ||| Search Troubleshoohing el

Contral Panel Home
Troubleshoot computer problems

View all Click on a task te automatically troublesheot and fix commen computes problems. To view more
troubleshaoters, click on a categary or use the Search box,

View history

Change settings B R

1. Do you want the mast up to date content available for troubleshootin...
By choosing yes, you will have sccess to the latest onfine troubleshooters and receive nolifications
for solutions Lo known problems.

Get help from a friend

Fead the pr Yeg | Ne

Action Center

Help and Support

Recavery

Figure 25-29 The Windows 7 Troubleshooting panel
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Although the Windows 7 troubleshooters can provide useful diagnostics for users, they are
also extensible in two important ways.

First, as you can see in the example in Figure 25-29, they can be automatically updated
over the Internet to provide new features and functionality.

Second, there is also the ability for corporate and business users to write their own trouble-
shooting add-ins for this system.

The troubleshooters are organized into easy-to-use categories and are also searchable
using the search box in the top right corner (see Figure 25-30 where | have searched for
Internet-related troubleshooters).

o ]

@ Rt = |[ & « A1l Cantral Panel Berns b Troublesho oting b Search Results w | #p || intemet

Search Results

1 results for “internet”
Mame Description Lacation Category  Publisher

e Intemnet Connections Connect to the Internet or te a pa..  Local MNetwark Micrasoft ..

S lntemet Explorer Performance Help prevent add-on problems, a..  Local Web Brow... Microsoft ...

i Intemet Explarer Safety Help prevent mahvare, pop-ups, .. Lacal Weh Brow...  Micrasoft ...

Figure 25-30 Searching for Internet-related troubleshooters

When you run a troubleshooter, you can select Advanced Options, which will appear as
a check box in the bottom-left of the Troubleshooter dialog box. This will allow you to
clear the option to have Windows 7 apply any repairs it deems necessary automatically,
so that you can review them first. You can also optionally run the troubleshooter as an
administrator.

If the troubleshooter cannot find a problem or a solution, you can click Explore Additional
Options. As shown in Figure 25-31, the troubleshooter will guide you to sources of help and
support online.
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Find additional information related to the Web Browser problem.
0 Search Help ai ort
Search help a part for tepics related to this problem.

TS Post & question or search for an answer in Windows communsbies.

[’ Find related troubleshooters
'* Find ather troubleshooters related to this problem.

If the problem still exists you can try any of the following to resolve your issue.

i

Giet hel 1 & frend
Use Remote Asuistance to contact somenne you trust for help

Recavery
" Unde changes to system files and programes,

ﬁ Oniine Supgort

¥ Fortechnical sssistance, contact Customer Suppert online.

Figure 25-31 The Windows 7 troubleshooters can help you find advice elsewhere.

TROUBLESHOOTING
Not all the troubleshooters fix problems

It's worth noting that not all of the automated troubleshooters fix problems with
Windows 7. Some, depending on the troubleshooter, will simply reset a Windows
component to its default state.

Summary

The advanced diagnostic and troubleshooting tools in Windows 7 are innovative and, in
parts, complex. All they can really do, however, is give you information on what is happen-
ing and where. You will need to rely on your own experience and intuition in most cases to
interpret this information in a way that will enable you to diagnose and repair problems in
Windows and with your PC.

Due to the size of the Windows ecosystem, with thousands of possible pieces of hardware
and hundreds of thousands of software packages, it's simply beyond the scope of any auto-
mated system to be able to diagnose and fix everything.
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n Chapter 10, "Viruses, Malware, and Other Threats,” | wrote about the online threats

to a modern PC, how to identify and avoid them, and how to repair any harm done by

them. In Chapter 10, | stressed that the biggest part of maintaining security on any PC is
making sure that you are properly educated and informed about the threats and problems
associated with carelessly clicking on links or opening files that could contain malicious
software. Viruses, malware, and hackers can never gain access to a PC without user inter-
vention. If users are careless about what they click online and which websites they visit, they
may also be careless about maintaining their anti-virus and anti-malware protection, leaving
it unattended and out of date. Careless users may even have no anti-virus protection at all.

A common belief is that you must have third-party anti-virus, anti-malware, and firewall
software with Windows. This thinking goes back to the early days of Windows XP and the
first appearance of e-commerce. Originally, Windows XP didn’t come with any protection
at all, and, therefore, users were wide open to attack. Now things are different, especially
where it concerns the firewall. Windows 7 includes a perfectly competent firewall as stan-
dard with all versions, and in this chapter I'll detail how you can use it to great effect to
secure your PC.

Windows Firewall

Simply put, a firewall is a barrier between your PC and the outside world. It acts as a barrier
that prevents software on your computer from communicating with the outside world, and
it prevents the outside world from being able to access your computer. A good firewall pro-
tects your computer from even being detectable from the outside at all.

Figure 26-1 shows the results of a test done on my computer running only the standard
Windows 7 Firewall in the standard configuration. You can see that the firewall successfully
blocks some ports, but not all. The firewall in my Internet router provides an additional
layer of support that hides the PC completely.

401
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TruStealth
Analysis

Solicited TCP Packets: RECEIVED (FAILED) — As detailed in the port report balow, one or mere of your system's ports actively
responded to our deliberate attempts to establish a connection. It is generally possible to increase your system's security
by hiding it from the probes of potentially hostile hackers. Please see the details presented by the spacific port links below,
as well as the various resources on this site, and in our extremely halpful and active user community.

Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-affact of our
attempts to elicit some response from any of the ports listed above. Some questionable parsonal security systems axpose
their users by attempting to "counter-probe the prober”, thus revealing themselves. But your system remained wisely
silent. (Except for the fact that not all of its ports are completely stealthed == shown below.)

Ping Reply: RECEIVED (FAILED] — Your system REPLIED to our Bing (ICMP Echo) requests, making it visible on the Internet.
Most parsonal firavalls can be configured to block, drop, and ignore such ping requests in order to batter hide systems
from hackers. This is highly recommended since "Ping” is amang the oldest and most common mathods used to locate
systems prior to further exploitation.

Port Service Status Security Implications

" Your computer has responded that this port exists but is currently closed to
o <nil= Closed [0 oo

FTP servers have many known security vulnerabilities and the payoff from
21 FTP OPEN!  =xploiting an insecure FTP server can be significant. This system's open FTP port
is inviting intruders to examine your system more closaly.

Secure Shell provides s secure-connection version of the Telnet remote consale
service with additional features. Unfortunately, the SSH services and their security

22 SSH OPEN! | sdd-on packages have s long history of many widely exploited buffer overflow
vulnerabilities. If your system has this port exposed to the outside world you
should be vigilant in keeping your SSH service updatad.

Telnet provides = remots command prompt window which sllovs remots systams
to b= configured and controll=d. Any system that appears to be offering a Telnst
connaction — like yours is right now — is offering the potential for total command-
leval sccess. Since a surprising number of Telnet servars are known to hava no

U
23 Telnet OPEN! password, this open Telnet port will be attracting a LOT of the wrong kind of
attention. If your network contains a residential NAT or DSL router, it may be that
its "WAN-side” management interface is open and accepting connections. o
matter what the cause, you should immedistely attand to this opan Telnat port.
25 SMTP cl § | Your computer has responded that this port exists but is currently closed to

connections.

Your computer has responded that this port exists but is currently closed to
Closed | | _ions.

79 Finger

The web is =0 insscurs these days that new sscurity "sxploits" sre bein
discovered slmost daily. There are many knovn problems vith Microsoft's

80 HTTP OPEN! | Perscnal Web Sarver (PWS) and its Frontpage Extensions that many pecple run
on their personal machines. So having port 80 "open” as it is here causes

Figure 26-1 A firewall test done at www.grc.com

This ShieldsUp! test provides an excellent assessment of your firewall, and you can find it
online at www.grc.com, which is a site I've recommended elsewhere in this book.

You access Windows Firewall settings (see Figure 26-2) in the Security section of the Action
Center or in Control Panel by clicking System And Security, and then clicking Windows
Firewall.
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=3 Ech == |
\_J=|@F v Conteal Panel & Systern and Secunty + Windos Firewall v [ #3 || Search Cantrod Panet
Lt s
Cantral Panel Home o

Allgw a program or feature
through Windows Firewall

Change netification cettings

%
B Tum Windows Firewsll on or
aff

B Restore defaults

% Advanced settings

Traubleshoat my netwark

See alsc
Action Center

Metwerk and Sharing Center

Help protect your computer with Windows Firewall

‘Windows Firewall can help prevent hackers or malicicus software from gaining access to your computer
through the Internet or a network,

How does a fireveall b my computer?
What are network
. & Home or work (private) networks Connected (&

Metwerks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On
Inceming connections: Block all connections te programs that are not on
the list of allowed pregrams
Active home or work (private) networks: EE Network
Metification state: Metify me when Windaws Firewall blocks a new
program
. @ Public networks Not Connected (¥

Figure 26-2 Windows Firewall

Windows Firewall with Advanced Security

The basic Windows Firewall settings include turning the firewall on and off and allowing
a program through it. However, clicking Advanced Settings in the left pane opens the
Windows Firewall With Advanced Security management panel (see Figure 26-3).
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W Windows Firewsll with Aduanced Seeurity [l -m- =]
File Action View Help
«= @ EE
[N R ERTR s el with hvanced sy on oo Computer |2
B2 Inbound Rules r & [eindows Frewallwith A &
E ';.‘:::‘::::r"*i‘r‘”wmm * Windows Frewal with Advanced Securty providss netwoek secury for Windows computess. 4 Import Palicy..
B pMonitoring Expart Palicy...
Overiew - Restore Default Pulicy
Damnin Profile Diagrose f Repair
@ windouws Fuswal is on View »
Q Inbound coraections that do not maich & nde ate blocked SR
@ Dutbourd connections that do not malch a e aee alowed. =
Properties
Private Protile is Active . E Help

O Wirdowss Fuewsl 1z on.

S Inbownd cornechans that do not match & nde ae blacked
0 Duthourd connections that do not match & nde se slovesd
Public Profile

& \wirsdows Firewal is on.

O Inbournd cormections thal do ot malch 8 e are blocked.
& Dutbourd cormectons thal do nol malch & rule se slowed.

B windowes Fisswal Properiss

Getting Started -

Create connection securiy 1des to specify how and when ions b COMpULBNs e and
peotectad by wing Intemet Protocol secuty (Pisc)

Cannechon Secushy Fuies

View and create hrewall rules
[raate firmasd bt by e or bk et b i £ et a e Al e i et ek

Figure 26-3 Windows Firewall with Advanced Security

By default, the main advanced firewall settings screen includes three panes of information
and controls, just like any other management console in Windows 7. In the center pane is
status information about the firewall, and below that are some quick links to help you set
up advanced rules.

In the Actions pane on the right are links for working with advanced firewall policies once
you've set them up. Here you can import and export firewall policies or reset the firewall to
its default state if something has gone wrong or become corrupt. You can also use options
in the Actions pane to launch the Windows 7 troubleshooters that are relevant to the
Windows Firewall.

|NS| DE OUT How to reset Windows Firewall

If something goes wrong with your firewall or the firewall settings become corrupt,
you can reset it to the default state by clicking Restore Default Policy in the Actions
pane on the right side of the Windows Firewall With Advanced Security management
panel.
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Managing Firewall Rules

In the left pane of the Windows Firewall With Advanced Security management panel, you
can manage inbound and outbound rules. Inbound rules cover connections that are made
to your PC from your network or from the Internet. Outbound rules affect Windows soft-
ware and your installed applications that may want to communicate with your network,
the Internet, or other devices.

Clicking these links opens a list of existing rules. Quite a few of these rules deal with indi-
vidual Windows components that need to communicate with the outside world, such as
Windows Update.

The currently enabled rules are identified by a green check mark. If you want to turn a rule
on or off, right-click it and select either Enable or Disable. To modify a rule, right-click it and
select Properties (see Figure 26-4).

File and Printer Sharing (SMB-Out) Praperties el
Protocols and Peds I Scope Advanced
Leneral Programs and Services Compuiers
() Thizs a puedefnad s and scems of 2 paopeties canol
be e

Outbournd nube los File ard Frrber Shanrg Lo sliow Server
Message Block ransmission and iecepsion via Named

#| Enabled

Aiction
9 Alow the connection

Allow the connechon # # i securs

Block: the connection

Ok, _ | Cancel
Figure 26-4 Managing the properties of a firewall rule

There are several tabs in a firewall rule Properties dialog box.

General

The General tab displays common information about the firewall rule with controls for
switching it on and off or blocking the connection completely.
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A useful setting on this tab allows a connection only if that connection is secure. You can
set the rule to allow a connection only if certain security measures are in place, such as an
encrypted connection across a company network.

Program and Services

If the firewall rule applies to specific programs or Windows services, you can set and config-
ure it on the Programs And Services tab.

Computers

The Computers tab is useful for controlling firewall connections on organization networks.
Here you can limit the connection to certain computers on your network only.

Protocols and Ports

Your PC has 65,535 ports, each of which is a communications “doorway” into your PC. Some
of these ports are reserved for specific functions, some are used by Internet and other com-
munications software on your computer (some used exclusively by external hardware such
as your router), and others are user-configurable.

The protocols these ports use to communicate vary, but the most common communication
method is Transport Control Protocol and Internet Protocol (TCP/IP) used on the Internet.

In a business environment where your computer is connected to a server, you might want
to open or block access to specific ports. Or, if you engage in online gaming or peer-to-
peer file sharing, you sometimes have to open access to a specific port in Windows and/or
in your router to allow communications access.

Scope

Similar to the Computers tab, the Scope tab is where you can limit access to or from specific
IP addresses on your network and in the wider world.

Advanced

Finally, on the Advanced tab you can specify profiles to apply to a rule. For example, you
can specify that a rule applies only when you are connected to a public network with a
certain type of connection, such as a Wi-Fi connection.

Adding New Inbound or Outbound Firewall Rules

In the Inbound Rules or in the Outbound Rules section of the Windows Firewall With
Advanced Security management panel, click New Rule in the Actions pane to create a new
custom rule.
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1. First, determine the type of firewall rule you want to create: a rule for a program, a
port, or a Windows service.

W New Outhound Rule Wirard =
Rule Type
Sebect the lype of frewal s Lo cisale.

Steps
Rude Trom What lype of sl woakd pous Be o craste?
Frogram
@ Action & Program
o Preis Fiude that eantiols cornsstions far 4 progem
& Mame Poit

Flule that confolz connections for a TCP or UDP port
Predefined

HeanchCache - Contert atneval [L1ses HTTF]

Rule thal controls conmections for & Windows experence.

Custom
Cutinm ke,

Leain axe aboul e bpey

2. Next, specify the program, port, or service the rule applies to. The following two

images show the options for programs and ports. These will be the most common
types of rules you set.

B New Outhaund Rule Wirard ==
Progrom

Spmcily e (ol progeam path ared el abe name of e progism that thes s malches,

Stepx
o RueType [eats Bhis ndes sl 1o A0l e o6 & spscibc program?
Frogram
@ Action Al programs
o Profie Fiude apples to all connections on the computer that match other e peoperties.
@ Mame

@ This program path:
|

Exomple. o \pelbApropram.ens
AP1oguamFilesii\beovrser\browsel. et

cBock | Hews || Concel
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W New Outbound Rule Wizsrd =
Protocol and Ports
Specily the protocols and potts ta which this nle apples.
Steps
 Fule Type Dies this e apply o TCP o UDP?
Protocol and Poas o e
@ Action UDP
@ Puofia

H. 3
@ Home Do this rule apoh 10 ol remots porl of tpeciic ramate pas?

All remote ports
@ Specihic remote parts:

Example; 80, 443, 50005010

Leam mees bt peotorol and pods

cBack || Mets || cConcal |

3. On the Action page, set the firewall action. Do you want to always allow this
connection, allow it only if the connection is secure, or are you blocking it?

W New Outhound Rule Wizned
Action
Spely lhe st e Lk t y Fres e B lved it ol
Stepe
@ Fule Typs ‘What achon thould be laken when hon matches the shed
@ Progiam
i < Allow the connection
o This inchu ions that are po IPgac: 3z wel a1 those are not.
) Piclie
. Allow the connection d i s secure
Hare Thet mchdas only Hhat have besn g Fisc. T
will be secured using the settings in IPsec propaities and rubes in the Connection Security
Fiude node

@ Block the conneclion

il iy
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4. On the Profile page, indicate what network types this connection applies to. Do you

want it to apply to all network types or perhaps just the corporate network or public
networks?

W New Outhound Rule Wirard =
Profile
Specify the profiles for which thiz rule applies.

Stepe
Rude Typs When does s ke sppls?
Program
Action ¥ Doman
Froi Apphes when & compute i conneched 1o ity coporste domsn
M /| Private

Apples when 3 computer i connected 1o a private network, location.
. Public
Aphes when a compuler is connected 10 a public network location.

Leain more about profles

< Back. Meats | Cancel

5. Finally, on the Name page, give the rule a name and, optionally, a description.

B New Outhaund Rule Wirard ==
Name

Spcily v rames ared devcrption of this e,

Stepe

@ Rue Tyoe
Program
HAction

Profie rH]

Hame: I

Description [optional)

cBack || Fnsh || Concel
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Setting a Connection Security Rule

Below Incoming Rules and Outgoing Rules in the left pane of the Windows Firewall With
Advanced Security management panel, you will find Connection Security Rules. You can use
this feature to set new rules for controlling connections between your PC and other com-
puters or servers (see Figure 26-5).

WP New Connection Security Rule Wirard =
Rule Type
Seteoc the lype of cormection seguly s o cieale
Stepe
Rude Trom What lype of connechion secunly nis would pou e bo craste?
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Flestict cornections based on suthentcahon crtena, such a5 doman memberthi o
heakh stae.

Authentication exemption

Do rrol bt ale conrectiorns fum Hee specied compuler

Server-to-zerver
- 3

Tunnel

Custom
Cusztom rule.

Mote: Connection securily des specify how and when authersication occurs. buk they do not
2 . Toslows hon, creste bound o outbound e,

Lensen s abend e s

|__HNed»> || Concel

Figure 26-5 New Connection Security Rule Wizard

This feature can be very useful in any environment where security is essential. You can use it
to set rules for a variety of scenarios, including office-bound PCs, PCs connected via virtual
private networks (VPN), and other scenarios.

You can also use this feature to set a variety of authentication methods between two com-
puters, including the use of root security certificates. Some options also let you select the
encryption method(s) used to transmit data between computers.

Monitoring

Click Monitoring in the left pane of the Windows Firewall With Advanced Security manage-
ment panel to access information on the current status of your firewall and any custom
rules you have set up in it.
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More importantly, opening the Monitoring panel displays the results of the most recent
activity of any particular firewall rule. You can check if the rule is working correctly (access-
ing the correct port, for example) and see what it is allowing through the firewall and what
it is blocking.

Port Control for Routers

Some connection problems cannot be solved by using Windows Firewall to unblock access
to specific ports if these ports are blocked by the router you use to connect to the Internet.

To see your router’s firewall settings, you can log in to your router, typically by typing the
address 192.168.1.1 or 192.168.2.1 into your web browser. Figure 26-6 shows a router
with firewall options in the left pane. Under the Client IP Filters link, you can see the
options to set or block port access for specific computers (IP addresses).

& Firewall » Client IP Filters - Windows Internet Explorer =|[=E
@Q- [ ) hitp://192.168.2.1/Fw_clientip il «| &[4 | x || = 8ing £ -
o Favontes | oy @8 Suggested Stes v B W

@ Firewall > Chient IP Filters P v B - [0 g v Page~ Safety~ Tools~ g+

BELKIN. ModemRouter Setup
Homi| Hedp| Logowt  Intornet Status: No Connectlon

Firewall > Client IP Filters

Internet WANK The Router can be configured to restrict access to the Internet, e-mail or other network services at
specific days and tmes. More Info

| | eot | Type | BlockTime | pay | Time | Enable |

@ TCPp b 1200 A M
: @ Always SUN = | 1200AM - —,
1972.160.2, - | L IOOF Block SUN - 1200 AM - =
) BOTH
e [ 51 1200 AM
168.2, | | || J uoP -
192.168.2 b ) plock SUM = [1200AM =
JBOTH
o
TCR ) Abays SUM = | 1Z00AM =
2.168.2, " = uoP
el Block SUN + [1200AM ~
“ BoTH
B ICE 3] Aars 12-00 A M 3
192.168.2, - | _ uop >3 1
Block 1200 AM -
BOTH
]
TCD" @) Abiayz SUM - || 1Z00AM -
92.188.2. ~ b ) uop
=i | Block SUN - || TZ00AM -
BOTH
TN (& iiars 1200 AM =
- - IDP
192.168.2. U i SUN = 1200AM =
BOTH
Clear Changes | Apply Changes ]
Dane D Internet | Pratected Mode: On e Rk -

Figure 26-6 Router firewall control
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|NS| DE OUT Troubleshooting router blocks

The router will assign your computer an IP address when it connects. This should
always be the same, but sometimes the router assigns a different IP address for your
computer, which can cause connection problems.

The router will have a section in its control panel where you can see the IP addresses
for all the computers on your network. If you have previously set a port unblocking
rule and it is not working, it is worth checking here to see if the IP address assigned to
that rule still points to the correct PC.

Summary

Many people prefer to use a third-party firewall with Windows, and you might feel more
comfortable doing so. However, even the most advanced Windows Firewall settings are

easy to use and can provide all the control you need over your networking and Internet
connection settings.
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he registry is a database of settings and configuration options for Windows and all
of your programs. In its description of the registry on the Microsoft support website,
Microsoft describes the operation of the registry as follows.

The registry contains information that Windows continually references during operation,
such as profiles for each user, the applications installed on the computer and the types of
documents that each can create, property sheet settings for folders and application icons,
what hardware exists on the system, and the ports that are being used.

You might occasionally need to change a setting for Windows or for a program that is con-
tained within the registry, perhaps because an error has occurred and a program or Win-
dows component is malfunctioning or because you are making (or undoing) a tweak to the
operating system or a program to change its behavior or performance. If this is the case,
you can access Registry Editor (see Figure 27-1) by typing regedit in the Start menu search
box.

o Registry Editor = e

File Edit View Favorites Help

2 58 Cornputer fiiii
HEKEY_CLASSES_ROOT
HEKEFY_CURRENT _LISER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

Type Data

Computer

Figure 27-1 Windows Registry Editor
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Each user has an individual registry file called Ntuser.dat, which is a hidden file that's stored
in the root of the user’s C:\Users\UserName folder.

Registry Sections

The registry is split into five different sections, two for the current user, two for the machine,
and one for system startup.

HKEY_CLASSES_ROOT

HKEY_CLASSES_ROOT is a subkey of HKEY_LOCAL_MACHINE\Software. This section stores
all of the information for registered applications, including file associations. This key is
sometimes abbreviated as HKCR. If you write a registry key to HKEY_CLASSES_ROOT and
the key already exists under HKEY_CURRENT_USER\Software\Classes, Windows will use the
information stored in the HKEY_CURRENT_USER\Software\Classes as the master key instead.

HKEY_CURRENT_USER

The HKEY_CURRENT_USER section contains configuration options for the current user’s
profile, including the location pointers to the user’s documents folders, display options,
and Control Panel settings. This registry key is sometimes referred to as HKCU.

HKEY_LOCAL_MACHINE

The HKEY_LOCAL_MACHINE section of registry keys is the most commonly altered. It con-
tains settings specific to the PC, including installed applications. It is sometime known as
HKLM.

HKEY_USERS

The HKEY_USERS section in the registry contains keys that are subkeys corresponding to
HKEY_CURRENT_USER. It stores information for each user profile that is actively loaded. It is
sometimes known as HKU.

HKEY_CURRENT_CONFIG

HKEY_CURRENT_CONFIG includes information gathered at startup. Information and keys
are stored here temporarily and are replaced when the PC is restarted.
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Registry Keys and Settings

There are different types of registry keys and settings. They are usually stored as binary,
decimal, and hexadecimal numbers.

® REG_BINARY Raw binary data for storing hardware component information.

® REG_DWORD Data represented by a 4-byte number (32-bit integer). DWORDS are
used as the parameters for many settings, including device drivers and software and
configuration options.

® REG_EXPAND_SZ A variable length data string.

® REG_MULTI_SZ A multiple string, for example a list of multiple values in a format
that people can read. These are usually separated by commas or spaces.

® REG_SZ A fixed-length text string.

® REG_RESOURCE_LIST A resource list in a series of nested arrays. These are used by
device drivers.

® REG_RESOURCE_REQUIREMENTS_LIST An array list of hardware resources
required by device drivers.

® REG_FULL_RESOURCE_DESCRIPTOR Nested arrays used to store resource lists for
physical hardware devices.

® REG_NONE Data without any particular type.

® REG_LINK A Unicode string that names a symbolic link.

® REG_QWORD Data that is represented by a 64-bit integer.

Note

In the same way that 64-bit versions of Windows 7 have two Program Files folders for
32-bit and 64-bit programs, the registry contains different sections for 64-bit registry
keys. You can find these in HKEY_LOCAL_MACHINE\Software\WOW6432Node.
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Backing Up and Restoring the Registry

Before you do any work in the registry, always back it up in case a change you make causes
Windows 7 or one of your applications to become unstable or unresponsive. You can do
this on the File menu in Registry Editor by selecting Export (see Figure 27-2).

o Requstry Edibor
File | Edit View Favorites Help
mpart...

Export..
Connect Metwork Registry...

Print.., Curl+P

Exit

Figure 27-2 Backing up the Windows registry

You can restore the registry the same way.

Note

If changes to the registry have made Windows 7 unresponsive, you might be able to
boot into Safe Mode or use System Restore in the System Recovery options to restore
the registry. See Chapter 11, “Easy Ways to Fix Windows 7,” and Chapter 15, “Advanced
Repair Methods,” for more information on how to use System Restore and Safe Mode
to rescue your PC.

Working with the Registry

Using Registry Editor is just one way you can work with the registry. The following list
describes some other methods.

® You can use Group Policies and Microsoft Management Console (MMC) to administer
networks, your PC, services, or other operating system components.

® You can use .REG files, which contain registry keys that can be added to the registry
by double-clicking to open and run them.
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® You can use VBScript or Jscript scripts directly with Windows Script Host.

® You can use Windows Management Instrumentation (WMI), an enterprise-based tool
for managing the Windows operating system, to automate certain tasks.

® You can use the command line program Reg.exe in a command prompt window. Type
reg /? to get a full list of supported commands. You will need to run the command
window as an administrator.

Microsoft provides more information on using these methods online at http.//support.
microsoft.com/kb/256986.

Editing, Deleting, or Adding Registry Keys

Right-click any registry key to modify, rename, or delete it (see Figure 27-3).

2 Reguty Editor [E=5 EE 5|
File Edit View Favorites Help
a CurrentVersion = || Mame Type Diats
App Managemer || a5 oty REG_SZ rmain.cpl-1020
App Paths B it | HEG FYPONN 57 SSioterBlaoticursoriaern_swarking.ani
mz::" 3t Brow Mhodify... emBloctiheursor\aera_amow.cur
BitLocker Delete i -
HITS a0 Help ternRout¥hcursoriaer_helpsel.cur
Companent Base 22| 1Bearn Ruramt
4 Control Panel 4| No REG_EXPAND_IZ WlyrtermPootiicursorsiaero_unavail.our
Cpls ab| NWPen REG_EXPAND 5Z HIyrternRootid\oursors\aero_pen.cur
a Cursors %/ Scheme Source  REG_DOWORD 00000002 (2
Defanlt b Sizell REG_EXPAND_SZ HSystermPRootidhoursorsiaero_move.cur
Schemes |&)|| 20 SizeNESW REG_EXPAND_SI HoSyrtermRootiCheursors\atro_nesw.cur
DoMotUnloac ali] SizeNS REG_EXPAND_SI HoSysternRootiCheursors\atro_ni.cur
don't load ] Sime NWEE REG_EXPAND ST HSystemBontihcursariiacrs_mase.cur
Edended Pro ab| Sire WE REG_FNPAND_S7 HSystemRaotiEheursori\asro_sw.cur
Glass Calariz: 35 p o REG_EXPAND_SF SaystemBaotihcursoraern_up.cur
. E‘“I'“ngld | Wit REG_FMPAND_5F iy stermbaotiicursorthasrn_busnan
ontrols Folder
DiateTirne
Devace Installer
Dievice Metadata
Diipacnias
F] (0 '
Computer\HKEY_LOCAL MACHINEVSOFT i i ontrol PaneP\Cursors\Default

Figure 27-3 Editing or deleting a registry key

By right-clicking any blank space in the right pane of Registry Editor, you can create new
registry keys of any type (see Figure 27-4).

Chapter 27
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2 Regisry Editor
File  Edit View Favontes Help
a CurrentVersion (| Marne Type

App Managemer || aijip rauiy REG 52
App Paths
Bpplets
Audia New v Key
Authentication
. BitLucker
BITS
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fvalue not et

String Value
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Figure 27-4 Adding a new registry key

Backing Up Specific Registry Keys

You can also back up specific registry keys, or sets of keys, in Registry Editor by right-click-
ing the folder in the left pane and selecting Export (see Figure 27-5). This will create a .reg
file that you can later reimport to the same or to a different PC.
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Figure 27-5 Backing up a specific registry key set
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Finding Information in the Windows Registry

Although the registry is large and complex, it is logically organized. You will find most of
the Windows 7 settings, for instance, in the following key.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
Similarly, most of your software configuration options can be found in
HKEY_LOCAL_MACHINE\SOFTWARE

Registry keys are also sensibly named, so if you are looking for a specific setting, it is usually
relatively simple to find.

CAUTION

You should always create a backup of the registry whenever you intend to work with it.
Even the smallest, seemingly innocent change can cause Windows or one of your pro-
grams or hardware drivers to become unstable.

Summary

Precisely what you will want to change in the registry will depend entirely on what you are
trying to do and whether it is with Windows 7, a hardware driver, or a software application.
If you need more specific guidance on working with the registry, you can usually find a

great deal of advice available via a quick search on the Internet. See Chapter 18, “Where to
Find More Help and Support,” for details about how to contact a help and support person.
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APPENDIX A

Windows 7 Editions

32-bit 64-bit
Memory  Memory

Edition Limit Limit Availability Notes
Windows 7 Starter 2GB — System Builders —
Only
Windows 7 Home 4GB 8 GB Emerging Markets —
Basic Only
Windows 7 Home 4GB 16 GB Retail/System —
Premium Builders
Windows 7 4GB 192 GB Retail/System —
Professional Builders
Windows 7 4 GB 192 GB Volume Licensing —
Enterprise
Windows 7 Ultimate 4 GB 192 GB Retail/System —
Builders
Windows 7 N 4GB 16 GB/ European Union As above but with-
Editions* 192 GB* Only out Windows Media
Player

*Windows N Editions include Windows 7 Home Premium N, Professional N, and Ultimate N
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APPENDIX B

Windows 7 Features by Edition

e 5 k: g
g ope pE & 0§ E
; 2 o s o9 o = £
User interface features & T ITo a i, =)
Windows Basic Ul Yes Yes Yes Yes Yes Yes
Windows Standard Ul — Yes Yes Yes Yes Yes
Aero Glass Ul — — Yes Yes Yes Yes
Aero Peek — — Yes Yes Yes Yes
Aero Snap Yes Yes Yes Yes Yes Yes
Aero Shake — — Yes Yes Yes Yes
Live Taskbar Previews — Yes Yes Yes Yes Yes
Live Preview (Explorer) — — Yes Yes Yes Yes
Jumplists Yes Yes Yes Yes Yes Yes
Windows Flip Yes Yes Yes Yes Yes Yes
Windows Flip 3D — — Yes Yes Yes Yes
Windows Search Yes Yes Yes Yes Yes Yes
e 5 k: g
g gy 22 & 0§ E
Bundled applications & £ é 2 g 3 E 5
Calculator Yes Yes Yes Yes Yes Yes
Games (Basic) Yes Yes Yes Hidden* Hidden* Yes
Games (Premium) — — Yes Hidden* Hidden* Yes
Microsoft Internet Yes Yes Yes Yes Yes Yes
Explorer 8
Paint Yes Yes Yes Yes Yes Yes
Snipping Tool — — Yes Yes Yes Yes
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e 5 g g

g oge pE & 0§ E

Bundled applications a - n‘E £ 3 g E 5
Sticky Notes — — Yes Yes Yes Yes
Windows Fax and Scan Yes Yes Yes Yes Yes Yes
Windows Gadgets Yes Yes Yes Yes Yes Yes
Windows Journal — — Yes Yes Yes Yes
Windows PowerShell Yes Yes Yes Yes Yes Yes
WordPad Yes Yes Yes Yes Yes Yes
XPS Viewer Yes Yes Yes Yes Yes Yes

*Can be unhidden in Control Panel by clicking Programs and Features, and then clicking Windows Features

e 5 g g
T T
- . 2] R o < c =
Digital media features & Im ITa o ] =)
AAC and H.264 Yes Yes Yes Yes Yes Yes
Device Stage Yes Yes Yes Yes Yes Yes
Dolby Digital — — Yes Yes Yes Yes
DVD Playback Canbe Canbe Yes Yes Yes Yes
Added  Added
MPEG-2 Decoding — — Yes Yes Yes Yes
Sync Center Yes Yes Yes Yes Yes Yes
TV Tuners Supported — — 4 4 4 4
Windows DVD Maker — — Yes Yes Yes Yes
Windows Photo Viewer Yes Yes Yes Yes Yes Yes
Windows Media Center — — Yes Yes Yes Yes
Windows Media Player 12 Yes Yes Yes Yes Yes Yes
Windows Media Player - — — Yes Yes Yes Yes

Remote Media Experience
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e 5 g g

2 ey pE & 3 £
Security features g 28 2 3 g E 5
Action Center Yes Yes Yes Yes Yes Yes
Bitlocker — — — — Yes Yes
Bitlocker To Go — — — — Yes Yes
DEP Yes Yes Yes Yes Yes Yes
Encrypting File System — — — — Yes Yes
Fast User Switching — Yes Yes Yes Yes Yes
IE 8 Protected Mode Yes Yes Yes Yes Yes Yes
Parental Controls Yes Yes Yes Yes Yes Yes
UAC Yes Yes Yes Yes Yes Yes
Windows Defender Yes Yes Yes Yes Yes Yes
Windows Firewall Yes Yes Yes Yes Yes Yes
Windows Update Yes Yes Yes Yes Yes Yes

e 5 2 g

gogy g2 & 0§ E
Performance features g :% r§ :'I::) 5 g E g
64-Bit Processor Support Yes Yes Yes Yes Yes Yes
Maximum RAM (32-Bit) 2Gb 4Gb 4Gb 4Gb 4Gb 4Gb
Maximum RAM (64-Bit) — 8Gb 16Gb 192Gb  192Gb 192Gb
Physical Processor Support 1 1 1 2 2 2
Processor Core Support No Limit No Limit No Limit No Limit No Limit No Limit
Superfetch Yes Yes Yes Yes Yes Yes
Windows ReadyDrive Yes Yes Yes Yes Yes Yes

Windows ReadyBoost Yes Yes Yes Yes Yes Yes
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- : g
g gy EE g 5 E
Reliability features a z8 L& g & 5
Backup Yes Yes Yes Yes Yes Yes
Back to Network — — Yes Yes Yes Yes
Disk Defragmenter Yes Yes Yes Yes Yes Yes
Previous Versions Yes Yes Yes Yes Yes Yes
Problem Steps Recorder Yes Yes Yes Yes Yes Yes
System Image Yes Yes Yes Yes Yes Yes
System Rescue Yes Yes Yes Yes Yes Yes
System Restore Yes Yes Yes Yes Yes Yes
e 5 £ 2
googy pg: & 5 E
Networking features a £ § £ g 2 E 5
Ad-Hoc Network Support Yes Yes Yes Yes Yes Yes
Connect to a Projector Yes Yes Yes Yes Yes Yes
Homegroup Join Join Yes Yes Yes Yes
Only Only
[IS Web Server — — Yes Yes Yes Yes
Network Bridge — Yes Yes Yes Yes Yes
Network and Sharing Yes Yes Yes Yes Yes Yes
Center
Offline Files — — Yes Yes Yes Yes
Remote Desktop Yes Yes Yes Yes Yes Yes
Remote Desktop Host — — Yes Yes Yes Yes
RSS Support Yes Yes Yes Yes Yes Yes
SMB Connections 20 20 20 20 20 20
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e 5 o g
g £y E£E R 5 £
Mobility features & 23 2& g & 5
Improved Power Yes Yes Yes Yes Yes Yes
Management
Mobility Center — Yes Yes Yes Yes Yes
Sync Center Yes Yes Yes Yes Yes Yes
e 5 o g
g £y E£E R 5 £
Enterprise features g 3 £ 3 g & 5
AppLocker — — — — Yes Yes
BranchCache — — — — Yes Yes
DirectAccess — — — — Yes Yes
Domain Join — — — Yes Yes Yes
Federated Search — — — — Yes Yes
Location-Aware Printing — — — Yes Yes Yes
Multi-Language Packs — — — — Yes Yes
Subsystem for UNIX — — — — Yes Yes
e 5 2 g
googy gf & 5 E
Other features g 2 n‘E £ 3 g E 5
Boot from VHD — — — — Yes Yes
Create and Attach a VHD Yes Yes Yes Yes Yes Yes
Libraries Yes Yes Yes Yes Yes Yes
Multi-Touch Support — — Yes Yes Yes Yes
Tablet PC Functionality — — Yes Yes Yes Yes
Windows Sideshow — — Yes Yes Yes Yes
Windows XP Mode Yes Yes Yes Yes

(via Add-In)







APPENDIX C

Windows 7 Shortcut Keys

Windows 7 provides many shortcut keys to help you complete tasks faster and save you time.
Many applications also use the same shortcut keys. Of course, any application caninclude addi-

tional shortcuts to its own unique features.

Table C-1 General keyboard shortcuts

Task Shortcut Key(s)
Copy selected item Ctrl+C

Cut selected item Ctrl+X

Paste cut or copied text or item(s) to current folder Ctrl+V

Undo the most recent action Ctrl+Z

Delete selected icon(s) and move to Recycle Bin Delete or Del
Delete selected icons(s) without moving to Recycle Bin Shift+Delete
Rename selected icon(s) F2

Extend selection through additional icons

Shift+any arrow key

Select all items in a document or window

Ctrl+A

Search for a file or folder F3

Display properties for selected icon Alt+Enter
Close program in the active window Alt+F4

Open the shortcut menu for the active window Alt+Spacebar
Close the active document in multiple document program Ctrl+F4
Show Flip 3D ~WS+Tab
Switch between open programs Alt+Tab
Cycle through open programs in the order they were opened Alt+Esc

Cycle through screen elements on the desktop or in a window F6

Display the shortcut menu for the selected item Shift+F10

Open/close the Start menu

Ctrl+Esc or ~WS

Open menu option or perform menu command

Alt+underlined letter

View menu bar in active program

F10 or Alt

Move left or right in menu bar

«—and —
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Task

Shortcut Key(s)

Move up or down in menu

Tand {

Select highlighted menu command Enter

Refresh the active window F5

View the folder one level up in Windows Explorer Backspace
Cancel the current task Esc

Open Task Manager Ctrl+Shift+Esc
Copy dragged item to destination Ctrl+drag
Move dragged item to destination Ctrl+Shift+drag

Table C-2 Dialog box keyboard shortcuts

Task Shortcut Key(s)
Choose option with underlined letter Alt+letter
Select a button if the active option is a group of option buttons Arrow keys ...
Open a folder one level up if a folder is selected in the Save As Backspace

or Open dialog box

Go to previous tab Ctrl+Shift+Tab
Go to next tab Ctrl+Tab

Same as clicking OK Enter

Same as clicking Cancel Esc

Help F1 key

Display the items in the active list F4 key

Move to previous option Shift+Tab
Select or deselect the check box Spacebar
Move to next option Tab

Table C-3 Windows Explorer keyboard shortcuts

Task Shortcut Key(s)

Collapse the selected folder —on numeric keypad
Display all the subfolders under selected folder * on numeric keypad

Select or collapse parent folder —
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Task Shortcut Key(s)
Expand current folder or move to next subfolder 2

Display the contents of the selected folder + on numeric keypad
Display the bottom of the active window End

Display the top of the active window Home

Open selected folder in new instance

Shift+Double-Click

Table C-4 Ease of Access keyboard shortcuts

Task

Shortcut Key(s)

Open Ease of Access Center

~WS+U

Switch the MouseKeys either on or off

Left Alt+Left Shift+Num Lock

Switch High Contrast either on or off

Left Alt+Left Shift+Print Screen

Switch ToggleKeys either on or off

Num Lock for five seconds

Switch FilterKeys either on or off

Right Shift for eight seconds

Switch StickyKeys either on or off

Shift five times

Table C-5 Windows Help keyboard shortcuts

Task

Shortcut Key(s)

Open Windows Help and Support F1 or ~WS+F1
Display the Table of Contents Alt+C
Display the Connection Settings menu Alt+N
Display the Options menu F10

Move back to the previously viewed topic Alt+«
Move forward to the next (previously viewed) topic Alt+d
Display the Customer Support page Alt+A
Display the Help home page Alt+Home
Move to the beginning of a topic Home
Move to the end of a topic End
Search the current topic Ctrl+F
Print a topic Ctrl+P

Move to the Search box

F3
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Table C-6 Microsoft Natural Keyboard shortcuts

Task Shortcut Key(s)
Display or hide the Start menu ~WS

Lock the computer ~WS+L
Display the System Properties dialog box ~WS+Break
Show the desktop ~WS+D

Open Computer folder ~WS+E
Search for file or folder ~WS+F
Search for computers Ctrl+~WS+F
Display Windows Help ~F1

Minimize all the windows ~WS+M
Restore all minimized windows ~WS+Shift+M
Open the Run dialog box ~WS+R

Show Flip 3D ~WS+Tab
Open Ease of Access Center ~WS+U

Open Windows Mobility Center ~WS+X

Table C-7 Text navigation and editing shortcuts

Task

Shortcut Key(s)

Move cursor down one line

!

Move cursor left one character «—

Move cursor right one character -

Move cursor up one line T

Delete character to left of cursor Backspace
Move cursor to start of next paragraph Ctrl+l—
Move cursor to start of previous paragraph Ctrl+T
Move cursor to start of previous word Ctrl+«
Move cursor to start of next word Ctrl+—d
Select all Ctrl+A
Copy to Clipboard Ctrl+C
Copy the selected text to destination Ctrl+drag

Select to end of paragraph

Ctrl+Shift+—

Select to end of word

Ctrl+Shift+4&

Select to beginning of word

Ctrl+Shift+«
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Task Shortcut Key(s)
Select to beginning of paragraph Ctrl+Shift+T
Select to end of document Ctrl+Shift+End
Select to top of document Ctrl+Shift+Home
Paste Clipboard contents to cursor position Ctrl+V

Cut to Clipboard Ctrl+X

Undo last action Ctrl+Z

Delete selected text or character at cursor Del

Cancel the current task Esc

Select to character in line above Shift+T

Select to character in line below Shift+l—
Select character to left Shift+«

Select character to right Shift+—{
Select from cursor to here Shift+Click
Select to end of line Shift+End
Select to beginning of line Shift+Home

Select text down one screen

Shift+Page Down

Select text up one screen

Shift+Page Up

Table C-8 Microsoft Internet Explorer shortcuts

Task Shortcut Key(s)
Add "www." to the beginning and “.com” to the end of text in Ctrl+Enter
address bar

Add the current page to Favorites Ctrl+D
Click the Information bar Spacebar
Close current tab (or the current window if tabbed browsing Ctrl+W

is disabled)

Close other tabs Ctrl+Alt+F4
Close Print Preview Alt+C
Close the current window (if you have only one tab open) Ctrl+W
Copy selection to Clipboard Ctrl+C
Display a list of addresses you've typed F4

Display a shortcut menu for a link Shift+F10
Display first page to be printed Alt+Home
Display last page to be printed Alt+End
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Task

Shortcut Key(s)

Display next page to be printed

Alt+l

Display previous page to be printed Alt+«
Display zoom percentages Alt+Z
Find on this page Ctrl+F

Go to home page Alt+Home
Go to selected link Enter

Go to the next page Alt+l

Go to the previous page

Alt+<« or Backspace

Go to the Toolbar Search box

Ctrl+E

Help F1

Move back through the items on a web page, the address bar, Shift+Tab

or the links bar

Move back through the list of AutoComplete matches -

Move backward between frames (if tabbed browsing is disabled) Ctrl+Shift+Tab
Move focus to the Information bar Alt+N

Move forward through frames and browser elements (if tabbed
browsing is disabled)

Ctrl+Tab or F6

Move forward through the items on a web page, the address bar,  Tab

or the links bar

Move forward through the list of AutoComplete matches l
Move selected item down in the Favorites list in the Organize Alt+l
Favorites dialog box

Move selected item up in the Favorites list in the Organize Alt+T
Favorites dialog box

Move the cursor left to the next punctuation in the address bar Ctrl+«
Move the cursor right to the next punctuation in the address bar ~ Ctrl+—
Move to the beginning of the page Home
Move to the end of the page End
Open a new tab in the foreground Ctrl+T
Open a new tab in the foreground from the address bar Alt+Enter
Open a new website or page Ctrl+O
Open a new window Ctrl+N
Open Favorites Ctrl+1
Open Feeds Ctrl+)
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Task

Shortcut Key(s)

Open History

Ctrl+H

Open links in a new background tab Ctrl+Click

Open links in a new foreground tab Ctrl+Shift+Click

Open search query in a new tab Alt+Enter

Open the Organize Favorites Ctrl+B

Page Setup Alt+U

Paste Clipboard contents Ctrl+V

Print the current page or active frame Ctrl+P

Refresh the current web page F5

Refresh the current web page regardless of timestamp Ctrl+F5

Save the current page Ctrl+S

Scroll down a line 1

Scroll down a page Page Down

Scroll up a line )

Scroll up a page Page Up

Select all items on the current web page Ctrl+A

Select frames to print in framed website Alt+F

Select the text in the address bar Alt+D

Set printing options and print the page Alt+P

Stop downloading a page Esc

Switch between tabs Ctrl+Tab or
Ctrl+Shift+Tab

Switch to a specific tab number

Ctrl+n (wherenis a
number between 1
and 8)

Switch to the last tab Ctrl+9
Toggle between full-screen and regular views F11

Toggle Quick Tabs on or off Ctrl+Q

Type the number of the page you want displayed Alt+A

Zoom in Alt+Plus Sign

Zoom in 10 percent

Ctrl+Plus Sign

Zoom out

Alt+Minus Sign

Zoom out 10 percent

Ctrl+Minus Sign

Zoom to 100 percent

Ctrl+0







APPENDIX D

BIOS Beep Codes

When your computer can't start or give you a display, it can still provide you with useful
troubleshooting information in the form of beeps. Depending on your motherboard’s BIOS
(consult your motherboard manual to determine which one you have), these can provide
useful feedback to help you diagnose and fix problems with your PC.

Table D-1 Standard Original IBM Error Codes

Sound

Meaning

1 short beep

Normal-everything OK

2 short beeps

POST error (shown on screen)

Continuous beep

Power supply, system board, or keyboard problem

Repeating short beeps

Power supply or system board problem

1 long, 1 short beep

System board problem

1 long, 2 short beeps

Display adapter problem

1 long, 3 short beeps

Enhanced graphics adapter problem

3 long beeps

Keyboard card error

Table D-2 AMI BIOS Beep Codes

Sound

Meaning

1 short beep

DRAM refresh failure

2 short beeps

Parity circuit failure

3 short beeps

Base 64k RAM failure

4 short beeps

System timer failure

5 short beeps

Process failure

6 short beeps

Keyboard controller gate A20 error

7 short beeps

Video mode exception error

8 short beeps

Display memory read/write test failure

9 short beeps

ROM BIOS checksum failure

10 short beeps

CMOS shutdown read/write error

11 short beeps

Cache memory error

1 long, 3 short beeps

Memory failure

1 long, 8 short beeps

Display test failed
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Table D-3 Award BIOS Beep Codes

Sound Meaning
1 long, 2 short Video error
Any other Memory problem

Phoenix BIOS beep codes are represented by a number of beeps followed by a pause. For
example. 1-1-2 would indicate one beep, a pause, one beep, another pause and then two
beeps.

Table D-4 Phoenix BIOS Beep Codes

Sound Meaning

1-1-2 The CPU is faulty.

Low 1-1-2 The motherboard is having an undetermined fault.
1-1-3 The real-time clock/CMOS is faulty.

Low 1-1-3 The extended portion of the CMOS RAM has failed.
1-1-4 The BIOS ROM has failed.

1-2-1 The programmable interrupt timer has failed.
1-2-2 The DMA controller has failed.

1-2-3 The DMA controller has failed.

1-3-1 The RAM refresh controller has failed.

1-3-2 The test of the first 64-KB RAM has failed to start.
1-3-3 The first RAM IC has failed.

1-3-4 The first RAM control logic has failed.

1-4-1 The address line to the first 64-KB RAM has failed.
1-4-2 The first RAM IC has failed.

1-4-3 Replace the motherboard.

1-4-4 Replace the motherboard.

2-1-1 Bit O; This data bit on the first RAM IC has failed.
2-1-2 Bit 1; This data bit on the first RAM IC has failed.
2-1-3 Bit 2; This data bit on the first RAM IC has failed.
2-1-4 Bit 3; This data bit on the first RAM IC has failed.
2-2-1 Bit 4; This data bit on the first RAM IC has failed.
2-2-2 Bit 5; This data bit on the first RAM IC has failed.
2-2-3 Bit 6; This data bit on the first RAM IC has failed.

2-2-4 Bit 7; This data bit on the first RAM IC has failed.
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Sound Meaning

2-3-1 Bit 8; This data bit on the first RAM IC has failed.
2-3-2 Bit 9; This data bit on the first RAM IC has failed.
2-3-3 Bit 10; This data bit on the first RAM IC has failed.
2-3-4 Bit 11; This data bit on the first RAM IC has failed.
2-4-1 Bit 12; This data bit on the first RAM IC has failed.
2-4-2 Bit 13; This data bit on the first RAM IC has failed.
2-4-3 Bit 14; This data bit on the first RAM IC has failed.
2-4-4 Bit 15; This data bit on the first RAM IC has failed.
3-1-1 The DMA controller has failed.

3-1-2 The DMA controller had failed.

3-1-3 The interrupt controller IC has failed.

3-1-4 The interrupt controller IC has failed.

3-2-2 The BIOS was unable to load the interrupt vectors into memory.
3-2-3 Reserved

3-2-4 The keyboard controller has failed.

3-3-1 Replace the CMOS battery or CMOS RAM if possible.
3-3-2 The CMOS configuration has failed.

3-3-3 Reserved

3-3-4 There is a problem with the video memory.

3-4-1 There is a problem with the video adapter.

4-2-1 The system’s timer IC has failed.

4-2-2 The CMOS has failed.

4-2-3 The keyboard controller has failed.

4-2-4 This is a CPU problem.

4-3-1 System RAM addressing circuitry is faulty.

4-3-3 The system timer IC has failed.

4-3-4 The real-time clock/CMOS has failed.

4-4-1 A error has occurred in the serial port circuitry.
4-4-2 A error has occurred in the parallel port circuitry.
4-4-3 The math co-processor has failed.

1-1-1-3 Verify Real Mode

1-1-2-1 Get CPU type

1-1-2-3 Initialize system hardware

1-1-3-1 Initialize chipset registers with initial POST values
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Sound

Meaning

1-1-3-2

Set in POST flag

1-1-3-3

Initialize CPU registers

1-1-4-1

Initialize cache to initial POST values

1-1-4-3

Initialize /O

1-2-1-1

Initialize Power Management

1-2-1-2

Load alternate registers with initial POST values

1-2-1-3

Jump to UserPatchO

1-2-2-1

Initialize keyboard controller

1-2-2-3

BIOS ROM checksum

1-2-3-1

8254 timer initialization

1-2-3-3

8237 DMA controller initialization

1-2-4-1

Reset Programmable Interrupt Controller

1-3-1-1

Test DRAM refresh

1-3-1-3

Test 8742 Keyboard Controller

1-3-2-1

Set ES segment to register to 4 GB

1-3-3-1

28 Autosize DRAM

1-3-3-3

Clear 512-K base RAM

1-3-4-1

Test 512-K base address lines

1-3-4-3

Test 512-K base memory

1-4-1-3

Test CPU bus-clock frequency

1-4-2-4

Reinitialize the chipset

1-4-3-1

Shadow system BIOS ROM

1-4-3-2

Reinitialize the cache

1-4-3-3

Autosize cache

1-4-4-1

Configure advanced chipset registers

1-4-4-2

Load alternate registers with CMOS values

2-1-1-1

Set Initial CPU speed

2-1-1-3

Initialize interrupt vectors

2-1-2-1

Initialize BIOS interrupts

2-1-2-3

Check ROM copyright notice

2-1-2-4

Initialize manager for PCI Options ROMs

2-1-3-1

Check video configuration against CMOS

2-1-3-2

Initialize PCl bus and devices

2-1-3-3

Initialize all video adapters in system
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Sound Meaning

2-1-4-1 Shadow video BIOS ROM

2-1-4-3 Display copyright notice

2-2-1-1 Display CPU type and speed

2-2-1-3 Test keyboard

2-2-2-1 Set key click if enabled

2-2-2-3 56 Enable keyboard

2-2-3-1 Test for unexpected interrupts
2-2-3-3 Display prompt Press F2 to enter SETUP
2-2-4-1 Test RAM between 512 and 640k
2-3-1-1 Test expanded memory

2-3-1-3 Test extended memory address lines
2-3-2-1 Jump to UserPatchl

2-3-2-3 Configure advanced cache registers
2-3-3-1 Enable external and CPU caches
2-3-3-3 Display external cache size

2-3-4-1 Display shadow message

2-3-4-3 Display nondisposable segments
2-4-1-1 Display error messages

2-4-1-3 Check for configuration errors
2-4-2-1 Test real-time clock

2-4-2-3 Check for keyboard error

2-4-4-1 Set up hardware interrupts vectors
2-4-4-3 Test coprocessor if present

3-1-1-1 Disable onboard /O ports

3-1-1-3 Detect and install external RS232 ports
3-1-2-1 Detect and install external parallel ports
3-1-2-3 Reinitialize onboard 1/O ports

3-1-3-1 Initialize BIOS Data Area

3-1-3-3 Initialize Extended BIOS Data Area
3-1-4-1 Initialize floppy controller

3-2-1-1 Initialize hard disk controller

3-2-1-2 Initialize local-bus hard disk controller
3-2-1-3 Jump to UserPatch2

3-2-2-1

Disable A20 address line
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Sound Meaning

3-2-2-3 Clear huge ES segment register
3-2-3-1 Search for option ROMs
3-2-3-3 Shadow option ROMs

3-2-4-1 Set up Power Management
3-2-4-3 Enable hardware interrupts
3-3-1-1 Set time of day

3-3-1-3 Check key lock

3-3-3-1 Erase F2 prompt

3-3-3-3 Scan for F2 key stroke

3-3-4-1 Enter SETUP

3-3-4-3 Clear in-POST flag

3-4-1-1 Check for errors

3-4-1-3 POST done; prepare to boot operating system
3-4-2-1 One beep

3-4-2-3 Check password (optional)
3-4-3-1 Clear global descriptor table
3-4-4-1 Clear parity checkers

3-4-4-3 Clear screen (optional)
3-4-4-4 Check virus and backup reminders
4-1-1-1 Try to boot with INT 19
4-2-1-1 Interrupt handler error
4-2-1-3 Unknown interrupt error
4-2-2-1 Pending interrupt error
4-2-2-3 Initialize option ROM error
4-2-3-1 Shutdown error

4-2-3-3 Extended Block Move

4-2-4-1 Shutdown 10 error

4-3-1-3 Initialize the chipset

4-3-1-4 Initialize refresh counter
4-3-2-1 Check for Forced Flash
4-3-2-2 Check hardware status of ROM
4-3-2-3 BIOS ROM is OK.

4-3-2-4 Do a complete RAM test

4-3-3-1 Do OEM initialization
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Sound Meaning

4-3-3-2 Initialize interrupt controller
4-3-3-3 Read in bootstrap code
4-3-3-4 Initialize all vectors

4-3-4-1 Boot the Flash program
4-3-4-2 Initialize the boot device

4-3-4-3

Boot code was read OK.
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32-BIT Operating systems and programs that
operate with binary numbers up to a maximum
of 32 digits long, giving a maximum of 65,535.

64-BIT Operating systems and programs that
operate with binary numbers up to 64 characters
long. These allow for addressing much larger
numbers than 32-bit systems.

ACTION CENTER Indicated by the white flag
on the Windows 7 taskbar. This is a feature that
aggregates system messages and troubleshoot-
ing help.

ADMINISTRATOR A user account level that
allows any changes to be made to an operating
system or programs.

AGP Accelerated Graphics Port, a graphics card
interface.

ADSL Asymmetric Digital Subscriber Line.
Broadband Internet connection (3 to 200 times
faster than dial-up). You need to be close to a
digital telephone exchange, connected to cable,
or have a satellite dish. You can remain con-
nected permanently.

ANTI-VIRUS PROGRAM Something that can
spot a virus attached to an email or on your
computer and remove or quarantine it.

APPLICATION A program such as Microsoft
Office Word or Microsoft Internet Explorer.

BACK UP Keeping copies of programs or data in
a separate place in case of corruption of the first
version. There are various methods. See floppy

disk and CD/CDROM/CD-R/CDRW compact disc.

BANDWIDTH A measure of the maximum
amount of data that can be transferred over
the Internet or phone system at any one time.

BETA A program that is being tested, which is
given out to users to find any problems.

BIOS The Basic Input Output System for the
computer's motherboard.

BITLOCKER A full disk and partition security
encryption system.

BITMAP A graphic image made up of many
tiny dots.

BLUE SCREEN OF DEATH Known to the trade
as BSOD, the screen that comes up in Windows
when your computer can’t cope with something.
It suggests you press a key to continue. Called
the Blue Screen of Death because pressing a key
doesn't help at all! Restart the computer.

BLUETOOTH Using radio transmission from
your PC to control everything from printers to
lights to the washing machine. See also WI-FI.

BOOT To start a PC.

BROADBAND High-speed Internet connections
such as cable or ADSL for faster connections.

BROWSER Program for browsing the Internet
such as Microsoft Internet Explorer, Firefox,
Safari, and Chrome.

BYTE A piece of data made up of eight bits (or
digits) per character.

CAB FILE A compressed file. In Windows CAB
files contain all the files necessary to create the
Windows operating system.
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CABLE MODEM Required to receive a broadband Inter-
net connection from a cable communications company.
An alternative method to ADSL.

COOKIE A small text file that is downloaded to your
computer by a website. Used to remember your login
details and record your activities for future reference.
Can be deleted by using Windows Explorer or blocked
by Internet Explorer security.

CD/CDROM/CD-R/CDRW COMPACT DISC Physical
media that hold programs and data. Some are read-only

because the tracks are burned in and cannot be changed.

The RW type can be rewritten many times.

CHIP Silicon chip. The silicon base used to mount
the millions of components that make up a computer
processor.

CLOUD Programs or services hosted on and run from
Internet servers.

COMPATIBILITY MODE A special mode in Windows
that allows programs to be run in an emulated mode
mimicking an earlier version of Windows.

COMPUTER MANAGEMENT CONSOLE An interface
in Windows for managing programs, services, and
components.

CONTROL PANEL An important set of icons that enable
you to configure the basic functions of your computer.

CONTROL KEY Marked Ctrl on the keyboard. Like
Alt and Function keys, its use varies from program to
program.

DATA EXECUTION PREVENTION A Windows service
that can make it harder for viruses and malware to cause
memory overflows.

DEFRAGMENT Reducing the fragmentation (scattering)
of files across a hard disk so that they can be read more
quickly.

DESKTOP The screen first displayed when a user logs in
to a computer.

DEVICE DRIVER A service in Windows that handles
communications between the operating system and a
hardware device.

DIGITAL The method of storing or transmitting things
as a series of numbers. These numbers never get past 1;
they are made up of Os (zeros) and 1s (ones). The speed
and accuracy with which these can be stored has enabled
most information to be stored in this way—including
television, photography, all computing, and the Internet.

DIRECTORY An organized search facility on the web.

DIRECTX A free, downloadable Windows program that
ensures that graphics programs work with all the differ-
ent types of graphics hardware.

DOWNLOAD The process of transferring files from the
web to a machine’s hard disk. You can download pic-
tures, text, and programs.

DPI Dots per inch. Used in connection with printers,
scanners, and monitors.

DRAG AND DROP The facility in most programs to
select text or a file and drag it to another position.

DRIVE LETTER An alphabetical letter from A to Z that
Windows assigns to a fixed or removable disk.

DUAL BOOT Having more than one operating system
installed on a PC and being able to choose, at startup,
which one to use.

DUAL CORE A processor with two physical cores.

DVD-ROM Digital Versatile Disk Read Only Memory.
A disc capable of holding much more data than a CD.
Used for music, films, and large programs.

DVD-RW A rewriteable DVD.

DVD Player Special disc player for DVD discs. Capable of
playing CDs as well.

EMAIL Messages sent to people over the Internet. Email
addresses always contain the @ symbol.



EMAIL CLIENT Program you use to send and receive
emails such as Windows Live Mail, Mozilla Thunderbird,
and Microsoft Outlook.

ENCRYPTION Using a cryptography technique to make
data unreadable with a method for unlocking it.

EVENT LOG Records kept by Windows of events and
errors.

FAT, FAT32 File Allocation Table. This is the file system
used on a disk. It is a form of index that is constantly
updated to keep track of everything on the disk. FAT is
limited to 4 GB per partition. FAT32 is almost unlimited
but cannot cope with files larger than 4 GB.

FAVORITES Also known as bookmarks. All web browsers
enable you to add favorite sites to a list for easy retrieval.

FIREWALL A program that ensures that a PC has no
open ports that allow hackers to access it.

FIREWIRE A socket on some PCs that enables much
faster transfer of data than via serial, parallel, and USB
ports. Needed if you are transferring large amounts of
data, for example from a digital video camera for editing
purposes.

FIRMWARE Software on a chip for a device such as a
BIOS or SSD that can sometimes be updated.

FLASH DRIVE A removable and portable USB storage
device.

FLOPPY DISK An outdated form of storage on a small,
3.5-inch disk.

FONT A collection of characters of a predefined style
such as Times or Arial.

FREEWARE Computer programs that are distributed
free of charge.

FUNCTION KEYS Programmable keys F1 to F12, which
may vary in their use.

GIGABYTE 1,073,741,824 bytes.

GIGAHERTZ A thousand megahertz.
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GRAPHICS The general term used for pictures and
drawings.

GRAPHICS CARD The part of the PC that sends signals
to the monitor or display.

GROUP POLICY Rules that can be set in Windows for
managing permissions and allowed activities for groups
of users.

HACKER A person who delights in changing software
programs to give them more features. Criminal hackers
use their knowledge to write destructive programs.

HARD DISK A set of spinning disks coated with record-
ing material. Can retain details of programs and data
indefinitely.

HARDWARE Any piece of equipment such as a com-
puter or a printer.

HOMEGROUP A networking feature that allows
Windows 7 PCs to share files and printers.

HOTMAIL A web-based email service owned by
Microsoft.

HYPERLINK A link on a web page that takes you to
another web page. Hyperlinks are often colored and un-
derlined, although images and maps can also act as links.
The mouse pointer changes to a hand graphic when
hovering over a link. See surfing.

HYPERTEXT LINKS Addresses of other sites or pages,
which might be on the same site or on the other side

of the world. They are often colored and occasionally
underlined. When a mouse pointer hovers over a hyper-
link, it changes shape. Mostly you will see hypertext
when connected to the Internet, but you may also find
it in things like encyclopedia CDs. When a hypertext

is clicked, your computer may connect to the Internet
to access the site.

ICON A graphic representation of something such as a
shortcut to a program.
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INTERNET A conglomeration of linked computers that
can be accessed by people who are connected to the
web.

INTERNET EXPLORER The most common web browser,
issued for free by Microsoft. Other browsers include
Firefox and Chrome.

ISP Internet Service Provider. A company that provides
access to the Internet.

JAVA and JAVASCRIPT A programming language used
on some web pages.

KILOBYTE (Kb) 1,024 bytes.

"

LAN Local Area Network. Computers connected “locally,
for example within a company or home, so they can
communicate and share programs and data.

LASER PRINTER A printer that uses a laser to create
an image on a light sensitive drum, which then loads
toner powder onto paper. Faster and more economical
than inkjet printers when a large amount of printing is
needed.

LINUX An operating system, like Windows, but is often
free. It requires software written especially for it.

MALWARE Unwanted and malicious software.

MACRO A small program within another program that,
at the touch of a couple of keys, performs an action or a
series of actions.

MEGABYTE (Mb) 1,048,576 bytes. See also byte, kilo-
byte, and gigabyte.

MEGAHERTZ A measure of how fast your PC processor
works. Basically, a million cycles per second. One instruc-
tion takes place each vibration.

MEMORY Hardware in a PC that Windows uses to store
files it is working with and needs to operate.

MONITOR The computer screen. Also called a visual
display unit (VDU).

MOTHERBOARD The main circuit board of a computer
to which other components are attached.

MP3 A highly compressed form of music, which can be
downloaded from the Internet and played on a computer
or a portable MP3 player. It stands for Music Program
Expert Group Audio Layer 3 (or MPEG3).

MSCONFIG A Windows feature for controlling startup
and diagnostic startup options.

NET A term used loosely to mean the Internet.

NETWORK General term for connected computers. See
also LAN.

OFFLINE Not connected to the Internet. Some things,
like writing emails, can be done before going online.

ONLINE Connected to the Internet.

OPERATING SYSTEM A software interface for a
computer in which you can run programs and control
devices.

PARALLEL PORT Almost always a 25-pin “female”
socket on the back of a computer that is used for print-
ing and also to attach devices like scanners and other
external equipment. See also USB.

PARENTAL CONTROLS A Windows feature for control-
ling permissions for children.

PARTITION A physical hard disk can be separated using
software into several logical sections, each appearing as
its own disk in Windows.

PATH The location of a file or program on a disk. for
example C:\Users\Public.

PCI SLOT Peripheral Component Interface. A type of
connector—usually white—that enables you to add
components to your PC.

PCI-EXPRESS A more recent version of the PCl standard.



PCMCIA Originally stood for Peripheral Component
MicroChannel Interconnect Architecture. Difficulty with
the acronym led to the simpler term "PC Card” for the
version 2 specification. It was originally for memory ex-
pansion, but the existence of a usable general standard
for notebook peripherals led to all manner of devices
being made available in this form. Typical devices include
network cards, modems, and hard disks.

PDF Portable Document Format. A file format from
Adobe for creating documents that can be read across
different devices.

PERFORMANCE MONITOR A Windows feature that
allows the user to track the performance of the operating
system and installed programs.

PHISHING The name given to a scam where you get an
email supposedly from your bank, requesting that you
confirm your password. If you give out a password like
this, you can expect your account to be robbed shortly
afterwards!

PROBLEM STEPS RECORDER A Windows program that
allows you to create annotated screenshots of a problem
and send them in a file to a support person.

PLUG AND PLAY Modern machines and hardware
(printers, sound cards, CD players and so on) are able
to recognize when they are connected, enabling easy
installation or use.

PORT Either a socket on your computer, such as USB,
parallel (printer), or serial (communications), or part of
the system that allows communication with your com-
puter (the latter being numbered, as in Port 110).

PROCESSOR A physical silicon chip on a motherboard
that is the brains of a computer.

PS/2 A small socket used for modern keyboard and
mouse connections.

QUAD CORE A processor with four physical cores.

RAID Redundant Array of Independent Disks. A hard-
ware-managed system for linking hard disks together to
create larger logical disks or automatic backups.
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RAM Random Access Memory. The temporary storage
facility on a computer.

READYBOOST A Windows feature that allows the use of
USB flash drives as an extra memory cache.

REGISTRY A file (one per user on a computer) contain-
ing a database of settings for Windows, user preferences,
and installed software and hardware.

REMOTE ASSISTANCE A feature that allows a person to
remotely control a PC over a network or the Internet.

REMOTE DESKTOP A feature that allows the remote
control of another computer on a network.

RESOURCE MONITOR A Windows feature for viewing in
real time the usage of computer resources.

SAFE MODE Starting Windows in its most basic form
with no background programs in operation. Used to ad-
dress various problems including virus and defragmenta-
tion difficulties.

SCANNER A piece of equipment capable of converting
a printed picture or text into a digital file.

S-VIDEO A high-quality video connection. It carries
brightness and color information separately.

SEARCH ENGINE A program, usually accessed through
the Internet, that enables you to search for information
by entering text.

SERIAL PORT A socket on the back of a computer used
to attach a mouse, a modem, or a printer. Referred to as
a COM (communication) port. Serial ports fell out of use
when USB was introduced.

SHADOW COPIES Automatic backups of previous ver-
sions of files.

SHAREWARE Free computer programs or software.
Contributions toward the costs of shareware are encour-
aged and welcomed.

SHELL FOLDER A pointer toward a physical folder on a
disk.
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SLIPSTREAMING The process of integrating a Windows
service pack into the operating system installation disc.

SOFTWARE Programs of all kinds that make the com-
puter act in a particular way.

SPAM Unsolicited advertising that usually arrives as
email.

SPYWARE Software that is installed on a computer with-
out the user’s knowledge, used to monitor and report
back what the user does.

SSD Solid State Disk. A hard disk that uses nonvolatile
memory chips for storage instead of the traditional spin-
ning disk.

STARTUP REPAIR A Windows feature for automatically
repairing a Windows installation that will not start.

STREAMING Receiving sound or pictures continuously
over the Internet (rather than downloading first).

STYLE SHEET A document that defines specific type
styles, weights, and sizes.

SURFING Using hypertext links to move from one web-
site or page to another.

SYSTEM FILE CHECKER A Windows feature that com-
pares all the currently installed operating system files
against the originals on the installation disc to find and
replace corrupt files.

SYSTEM HEALTH REPORT A Windows tool for generat-
ing a text-file report of the current status of Windows,
drivers, and programs.

SYSTEM IMAGE A backup of the installed copy of Win-
dows, stored in a single file.

SYSTEM RESCUE DISC A bootable CD or DVD that can
be used to launch Startup Repair.

SYSTEM RESTORE A Windows feature that makes cop-
ies of critical system settings and files before changes are
made; can be restored later if required.

TAB KEY The key on the left of a QWERTY keyboard
that allows you to jump certain fixed distances across the
page when using a word processor.

TASKBAR The bar containing the Start menu and
program icons that normally appears at the bottom of a
computer screen.

TEMPORARY FILES Files stored on your computer that
contain information or data to be used for a short-term
purpose. These files can sometimes be left undeleted
after use.

TFT Thin film transistor. The technology used to create
flat screen monitors.

TOOLBAR A set of icons often found at the top of a
program’s user interface.

TROJAN A virus program that is disguised as something
else. It invades a PC and can be accessed by a hacker.

UAC User Account Control. A security system in Win-
dows that helps prevent unauthorized changes from
being made to an operating system.

Ul User Interface. A way of displaying the controls for a
computer in a friendly, graphical way.

USER FOLDER A folder containing a user’s files, docu-
ments, and settings.

URL Universal Resource Locator or web address. Always
starts with http:// and, usually, www.

USB Universal Serial Bus. A versatile communication
port, which can transfer data faster.

USB 2.0 At 480 MB/s, this is even faster than USB. Looks
the same as USB, and slower devices can also be attached
to it.

USB 3.0 At this writing, the fast standard for USB,
dubbed Super Speed, with speeds of up to 4.8 GB/s. Is
backward compatible with earlier USB standards and will
run older USB devices at their native speeds.

VHD Virtual Hard Disk. A file containing an operating
system and files that can appear as a physical disk.



VIRTUALIZATION The process of running multiple op-
erating systems simultaneously on the same computer.

VIRTUAL MEMORY Otherwise known as a Swap of Page
File, a reserved space on a hard disk that Windows uses
as a memory cache.

VIRUS A malicious program that can harm a computer.
It is spread through programs, either from disks or from
the Internet. May also be called Trojan or worm.

WEB BROWSER A program to help you navigate the In-
ternet, for example Microsoft Internet Explorer or Firefox.

WEBCAM A small camera that is attached to a computer.

WEP (WIRED EQUIVALENT PRIVACY) An encryption
method for wireless networks.

WI-FI A wireless interface, using radio to link comput-
ers and other devices. A snappier name than the 802.11n
standard. See also Bluetooth.

WINDOWS 7 The very latest edition of the Windows
operating system, on which this book is based.
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WINDOWS XP Released in 2001, Windows XP was still
commonly in use on computers when Windows 7 was
launched eight years later.

WINDOWS UPDATE A feature in Windows for auto-
matically updating the operating system with the latest
updates.

WIZARD A program that helps step a user through a
process such as installing new software or hardware.

WORM A virus program that spreads by sending itself
to people in a user’s email address book.

WPA An encryption method for wireless networks.
WWW World Wide Web.

XP MODE A special copy of Windows XP Professional
that runs in a virtual machine in Windows 7.

ZIP FILE Compressed file that ends in .zip. To see their
contents, they must be viewed using a special program
such as Winzip or Enzip.
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Previous Versions, 163
Problem Steps Recorder, 285
Registry Editor, 246, 413
Services panel, 244
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System Recovery Options, 250
Windows drive in Ubuntu, 327
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Windows Remote Desktop, 278
Windows Task Manager, 224
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confirmation links, 146
guest, 83
user, 80-86

administrator passwords, 81-83
guest accounts, 83
parental controls, 84-87
Acronis Disk Director, 292
Acronis True Image, 291, 313
Action Center, 17-20
Check For Solutions option, 18
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Maintenance section, 18
Network Access Protection, 19
notifications, 19
panel, 18, 19
program compatibility notifications
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viewing, 19
repelling attacks, 137-138
Security section, 402
settings, 19
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User Account Control, 19
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Windows 7, 8
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add-ons
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address bars Advanced Tools (Performance Information and
Tools), 385-398

Disk Defragmenter, 396-397
Event Log, 386

Performance Monitor, 386-393
Resource Monitor, 393-395

online security, 49
Adjust Visual Effects link, 380-382
Administrative Events pane (Event Log), 220
administrator mode

Program Compatibility Assistant, 30
System Information panel, 396

Task Manager, 396

AES (Advanced Encryption Standard)
BitLocker, 43-47

AES (Advanced Encryption Standard) key, 361

administrator passwords
user accounts, 81-83
Advanced Attributes dialog box, 348
advanced diagnostic tools
Computer Management console, 227-229
Event Log, 219-221
Performance Monitor, 222-223
Resource Monitor, 223-224

alerts
User Account Control (UAC), 40-41
all-in-one PCs, 301-303

System Health Report, 226-228 cleaning, 99
System Information tool, 224-225 Amazon S3, 62
AMI

Windows Task Manager, 224

Advanced EFS Data Recovery, 360

Advanced Encryption Standard (AES)
BitLocker, 43-47

Advanced Encryption Standard (AES) key, 361

beep codes, 439
and, using in Internet searches, 274
annotating screenshots (Problem Steps Recorder), 286
anti-malware
Microsoft Security Essentials, 38
Windows Defender, 26-27
anti-malware software, 38-40, 140-144
malicious, 150-151
Malwarebytes, 39, 143

Microsoft Windows Malicious Software Removal
Tool, 142-143

advanced options
system repair disc, 250
Advanced Options dialog box, 383
Advanced security settings
Windows Firewall, 403-411
Inbound rules, 406-409
managing firewall rules, 405-406
Qutbound rules, 406-409

repairing attack damage, 153

SpyBot Search & Destroy, 39

setting Connection Security Rules, 410
9 ¥ Spyware Blaster, 144

advanced settings
Windows Firewall, 24-25

Spyware Terminator, 39, 76, 143
Windows Defender, 39, 141-142
Advanced Settings panel, 384 .

anti-spyware

Al i link, 27 .
dvanced System Settings lin 9 Windows Defender, 26-27

Advanced tab (System Properties dialog box), 10

Advanced tab (Windows Firewall With Advanced Security
management panel), 406

anti-spyware software, 48
Antivirus 2010, 150



anti-virus software, 27-28, 38-40. See also viruses
AVG Anti-Virus/AVG Security Suite, 140
installing after Windows 7 installation, 7
Malwarebytes, 39
Microsoft Security Essentials, 28, 38, 139

Microsoft Windows Malicious Software Removal Tool, 39

Norton Internet Security/Norton 360, 28, 39, 140
repelling attacks, 138-140
updates, 47
Windows Virtual PC, 117
Windows XP Mode, 117
AppData folder, 259, 260
Application Control Policies (Local Policy Editor), 89
applications, 259
compared to processes and services, 208
Computer Management console, 378-379
definition, 208
dupliware, 211
exiting
system tray, 206-207
extensions, 259
shutting down
End Process Tree option, 207
Safe Mode, 208-209
Windows Task Manager, 207-208
Ashampoo WinOptimizer, 74, 344
associations (files)
troubleshooting, 125-126
ATI support website, 293
attaching
virtual hard disks (VHD), 110
attachments (email)
viruses, 48
attacks
identifying, 144-152
browser plug-ins, 148-149
malicious anti-malware software, 150-151
malicious websites, 149-150
padlock icon, 144-145

backups

phishing, 146-147
spam, 146-147
toolbars, 147-148
repairing damage, 153-162
anti-malware software, 153
BIOS viruses, 159-161
McAfee Stinger, 154-155
online virus scanners, 153
removing viruses, 157-158
restoring Windows 7 from backups, 159
Safe Mode, 155-156
viruses hiding, 161-162
repelling, 137-144
Action Center, 137-138
anti-malware software, 140-144
anti-virus software, 138-140
Attrib command, 253
audio devices
setting, 136
Audit Mode, 269
authentication
BitLocker, 361

Automatically Manage Paging File Size For All Drives
option, 10

automatic restarts
disabling, 215
auto-running software, 76
AVG Anti-Virus/AVG Security Suite, 140
Award BIOS beep codes, 440

B
Backup and Restore, 57-60
Backup And Restore window, 61-62
backups, 4, 49, 57-63, 313
Backup and Restore, 57-60
BitLocker, 45
cloud storage, 62
copies, 315-317
corporate image, 65

determining number of, 66-67
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backups (continued)
image, 314
Windows System Image Backup, 314-316
incremental, 66
Linux ISOs, 333
Nero, 62
networks, 16, 59
NTI Shadow, 62
partitions
size, 7
Previous Versions, 165, 166
RAID (Redundant Array of Independent Disks), 318
registry, 249, 416-417
registry keys, 418
reinstalling Windows 7, 77
removable optical discs, 66
restoring files/data from, 61-62
restoring Windows
custom installs, 315-317
restoring Windows 7 from, 159
restoring Windows from, 313-315
splitting data across desktops, 5
starting Windows 7, 179
storage locations, 66-67
storing, 314
version control, 63
viruses, 161
Windows 7, 14-16, 63-66
Basic Input Output System (BIOS), 94-96
resetting, 307-309
BCD (boot configuration data) file
creating, 266
BCDEdit, 252
beep codes (BIOS), 94, 439-445
BIOS (Basic Input Output System), 94-96
corruption, 213
resetting, 307-309
viruses, 159-161
warning beep codes, 94, 439-445

BitLocker, 43-47, 361-364
accessing, 362
authentication, 361
backups, 45
encrypting drives, 363
encrypting hard disks, 364
non-Windows computers, 45-46
reading encrypted hard disks, 362

reasons to use, 47

BitLocker Drive Encryption window, 362

BitLocker To Go, 361-364
Windows XP, 362
BitLocker To Go Reader, 45-46, 362
blocking
CDs, 90-91
DVDs, 90-91
external hard disks, 90-91
Flash drives, 90-91
blocks
routers

troubleshooting, 412

Blue Screen of Death (BSOD), 214-215, 320

bookmarks
resetting Internet Explorer, 236
Boot Camp, 104
boot configuration data (BCD) file
creating, 266
boot discs
Linux, 326
Boot folder, 258, 259, 262
booting
dual booting

compared to virtualization, 104

from virtual hard disks (VHD), 110-115

minimal hardware boots, 306-307
boot log, 241-243
finding, 242



Boot menu

BCDEdit, 252

repairing with bootrec.exe, 251-252
Boot Order setting, 64
Bootrec.exe, 251

repairing Boot menu, 251-252
Browser Ballot Screen

Internet Explorer alternatives, 238-239
browsers

clearing temporary files, 72-73

Google Chrome, 239

Internet Explorer. See Internet Explorer

Mozilla Firefox, 239

plug-ins

identifying attacks, 148-149

security, 48
BSOD (Blue Screen of Death), 214-215, 320
burning

ISO files (Linux), 335-336
burning CDs/DVDs

Linux, 333-334

C
cases, 98
desktops, 295-296
CCleaner, 73
Cd command, 253
CDs
blocking, 90-91
burning
Linux, 333-334
burning ISO files to
Linux, 335-336
manuals, 50
Certificate Export Wizard, 349
certificates
EFS (Encrypted File System), 354-356, 356-359
File Encryption Certificate Manager, 359

Command Prompt window

certification

hardware, 75
Change Action Center Settings option, 174
Change Advanced Power Settings, 134
Check For Solutions option (Action Center), 18
chkdsk /? command, 251
Cipher.exe, 360
cleaning

all-in-one PCs, 99

desktops, 99

keyboards, 100-101, 301

laptops, 99

mice, 100-101, 301

PCs, 98
clean installs, 4-6
Clean Up System Files option, 72
Clear CMOS jumper, 308
clearing

temporary files, 72-73
cloud storage

backups, 62

SkyDrive, 46
cmd (Command Prompt)

accessing System File Checker, 239
code

legacy, 35

security, 35
legacy code
updates, 21

command-line switches

/FixBoot, 252

/FixMbr, 252

/ScanQOS, 252
Command Prompt (cmd)

accessing System File Cheker, 239
Command Prompt window

cutting/pasting in, 114
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commands
Attrib, 253
Cd, 253
chkdsk /?, 251
Copy, 253
Del, 253
Devices By Connection, 377
Devices By Type, 377
Dir, 253
Diskpart, 253
/F, 250
Mkdir, 253
More, 253
Move, 253
/R, 250
Rd, 253
Ren, 253
Resources By Connection, 377
Resources By Type, 377
Show Hidden Devices, 377
Type, 253
/X, 250
Xcopy, 253
compatibility, 28-33
hardware
Microsoft list, 171
Program Compatibility Assistant, 29-30
Program Compatibility troubleshooter, 172-173
software
Microsoft list, 171
notifications, 173-175
troubleshooting, 170-171
manually setting, 170-172
Windows XP Mode, 31-33, 175
Complete PC Backup, 313-315

Components (System Information tool), 225

Computer Configuration section (Group Policy Editor), 87

Computer Management console, 89-90, 227-229, 369-379

accessing, 227, 369
applications, 378-379
Device Manager, 377
Local Users and Groups option, 376
reattaching virtual hard disks (VHDs), 110
services, 378-379
Shared Folders option, 376
system tools, 370-377
Event Viewer, 373-376
Task Scheduler, 370-372
Task Scheduler, 90-91
Windows Management Instrumentation (WMI), 379
Computer Management Console
Event Viewer, 90
Shared Folders, 90
computers
policies
restoring folders, 263
restarting
after software crashes, 214
disabling automatic restarts, 215
restoring data, 321-324

Computers tab (Windows Firewall With Advanced Security

management panel), 406
Computing.net, 292
Conditions tab (Task Scheduler), 371
configurations
system preferences, 7-12
System Restore, 167-168
Windows
minimum configuration, 206-208
Windows Remote Desktop, 279
confirmation links, 146
connections
Internet
Linux, 330-331
Windows Remote Assistance, 282-286
Windows Remote Desktop, 279



Connection Security Rules

setting, 410
connectors

jump-starting PCs, 309

power supplies, 305
control

users

UAC (User Account Control), 79-80

controllers, 183
Control Panel

Indexing Options, 129

logs, 261

System and Security panel, 9

troubleshooters, 398-400
Control Panel Item. See cpl files
controls

Parental Controls, 84-87
Copy command, 253
copying

encrypted data, 364

registry files, 321
Copype.cmd script, 265
cores

running multiple operating systems, 37
corporate environments

Windows Remote Assistance, 281-285

Windows Remote Desktop, 278-280
corporate image backups, 65
corruption

BIOS, 213
counters

adding to Performance Monitor, 387
cpl files, 259
craplets, 211
crashes

software

rebooting, 214

Create a System Image dialog box, 15

Create a System Repair Disc option, 63-64

Data Execution Prevention (DEP)

Create A System Rescue Disc option, 63-64
Create Basic Task option, 372
cryptography

BitLocker, 43-47
Custom (Advanced) option, 316-318
Custom Install option, 5
custom installs

restoring data, 315-317

restoring Windows, 315-317
cutting

in Command Prompt window, 114

D
data
copying encrypted data, 364
recovering
Advanced EFS Data Recovery, 360
Cipher.exe, 360
registry settings, 415
rescuing
Ashampoo WinOptimizer, 344
0O&O Disk Recovery, 344
restoring
custom installs, 315-317
from backups, 313-315
recovery specialists, 344
with Linux distributions, 325-330
with other PCs, 321-324
restoring from backups, 61-62
splitting across desktops for backups, 5
splitting across partitions for backups, 5
data backups, 49
Data Collector Sets
adding event logs, 390
Performance Monitor, 388-393
scheduling, 393
viewing, 392
Data Execution Prevention (DEP), 382
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data loss rolling back device drivers, 193-194
reinstalling/restoring, 4 updating device drivers, 192-194
DDOS (distributed denial of service) attacks, 140 warning triangles, 184
Debian, 335 devices
debug folder, 261 common problems, 180-181
decryption controllers, 183
Cipher.exe, 360 Device Manager, 377
Default setting (UAC), 42 diagnosing problems, 205
defragmenting hard disks, 69-71 displaying, 377
Del command, 253 hidden devices
Delete Browsing History dialog box, 72, 73 Device Manager, 185-187
deleting human interface, 183
files IRQ (interrupt requests) conflicts, 209-210
Disk Cleanup, 71-72 troubleshooting, 101
fragmentation, 69-74 USB3
temporary files, 262 troubleshooting, 135
registry keys, 417-418 Devices By Connection command, 377
registry settings, 248-249 Devices By Type command, 377
DEP (Data Execution Prevention), 382 Diagnose/Repair feature (Windows Firewall), 26-27
desktops diagnosing
cases, 295-296 common problems, 213
cleaning, 99 domino effect, 213
Device Driver folder, 259 hardware problems
device drivers, 180-194 System Monitor for Linux, 331-332
common problems, 180-181 reasons problems occur, 211-213
common Windows problems, 213 step-by-step approach, 205-210
Device Manager, 182-187 minimum Windows configuration, 206-208
installing, 187-190 unplugging hardware, 209-210
reinstalling, 190-191 Diagnostic Results panel (System Health Report), 226-227
removing, 190-191 diagnostics folder, 261
rolling back, 193-194 diagnostic startups
updating, 192-194 MSConfig, 241-243
Device Manager, 182-187, 377 diagnostic tools
accessing, 182 Computer Management console, 227-229
hidden devices, 185-187 Event Log, 219-221
installing device drivers, 187-190 Performance Monitor, 222-223
reinstalling device drivers, 190-191 Resource Monitor, 223-224

removing device drivers, 190-191 System Health Report, 226-228



System Information tool, 224-225
Windows Task Manager, 224
dialog boxes
Advanced Attributes, 348
Advanced Options, 383
Create a System Image, 15
Delete Browsing History, 72, 73
Indexing Options, 383
Internet options, 237
Power Options, 384, 385
Properties, 170-171, 245, 379
Resources tab, 209
Remote Desktop Connection, 279
System Configuration, 243
System Properties
Advanced tab, 10
User Account Control, 80
Windows 7 Disk Defragmenter, 70
Dir command, 253
DirectX Diagnostic Tool
identifying problems, 126-128
disabling. See turning off
automatic restarts, 215
EFS (Encrypted File System), 354
Internet Explorer add-ons, 231-232
discarding PCs, 50
Disk Cleanup, 71-72, 385
Disk Cleanup Wizard, 53-54
Disk Defragmenter, 70-71, 396-397
disk images
Linux, 333
Disk Management console, 228-229
Diskpart command, 253
disks. See hard disks
custom installs, 317, 317-318
monitoring, 395
displaying
hidden devices, 377
tasks (Task Scheduler), 372

DVDs

distributed denial of service (DDOS) attacks, 140
distributions
Linux, 325, 334-335
DLLs
(Dynamic Link Library), 259
domino effect, 213
Doyle, Sir Arthur Conan, 205
drivers
CDs
manuals, 50
diagnosing with boot log, 241-243
Drivers folder, 259
DriverStore folder, 259
drives. See also hard drives
accessing Windows drive in Ubuntu, 327
encryption with BitLocker, 363
IDE (Integrated Drive Electronics) drives, 298
managing in Ubuntu, 328
optical, 300
RAID (Redundant Array of Independent Disks)
backups, 318
drv files, 259
dual booting
compared to virtualization, 104
dual-boot systems
Windows Vista, 6
Windows XP, 6
dupliware, 211
DVDs
blocking, 90-91
burning
Linux, 333-334
burning ISO files to
Linux, 335-336
install
Startup Repair, 178-179
installation

restoring Windows 7 from, 314
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DVDs (continued)
installation DVD
System File Checker, 239-240
slipstreamed installation DVDs
creating, 263-272
Dynamic Link Library files. See DLLs

Easy Connect, 283
ECC (Elliptic-Curve Cryptographic) algorithm cipher, 360
editing
registry keys, 417-418
editions
Windows 7, 423
features, 425-429
EFS (Encrypted File System), 347-360
certificates, 354-356, 356-359
EnCase Forensic, 360
keys
restoring, 352-354
reading Windows files in Linux, 328
recovering EFS files, 359
setup, 348-351
smart cards, 356-359
turning off, 354
electricity
laptops, 304
static electricity, 93
memory cards, 97
safety, 304
Elliptic-Curve Cryptographic (ECC) algorithm cipher, 360
email
attachments
viruses, 48
phishing, 48, 146-147
spam, 48, 146-147
EnCase Forensic, 360
Encrypt Contents To Secure Data check box, 348
Encrypted File System. See EFS

encryption

256-bit
zPOD, 339
BitLocker, 43-47, 361-364
encrypting drives, 363
encrypting hard disks, 364
non-Windows computers, 45-46
reasons to use, 47
BitLocker To Go, 361-364
Cipher.exe, 360
copying encrypted data, 364
EFS (Encrypted File System), 347-360
certificates, 354-356, 356-359
EnCase Forensic, 360
reading Windows files in Linux, 328
recovering files, 359
restoring EFS keys, 352-354
setup, 348-351
smart cards, 356-359
turning off, 354
File Encryption Certificate Manager, 359
files, 350-351
folders, 350-351
PGP (Pretty Good Privacy), 347
TrueCrypt, 46
End Process Tree option, 207
engines
scanning
Norton Internet Security/Norton 360, 39
erasing PCs, 50
errors
administrative, 220
partitions
SpinRite, 343
Event Log, 219-221, 386
reading, 221
event logs
adding to Data Collector Sets, 390
filtering, 374-375



events

attaching to tasks to, 374-375
Event Viewer, 219, 373-376

attaching tasks to events, 374-375

creating custom views, 375-376

event log filtering, 374-375
Event Viewer (Computer Management Console), 90
exiting

programs

system tray, 206-207

expandable VHD files, 112
expansion cards, 97, 301
Explore Additional Options, 399
exporting

tasks (Task Scheduler), 372
extending

partitions, 55-57
extensions

applications, 259
extensions (file)

viewing, 257
external hard disks

blocking, 90-91

encrypting with BitLocker, 43

F
factory resetting
Internet Explorer, 235-237
failures
common problems, 213
fans, 301
faults
minimal hardware boots, 306-307
favorites
resetting Internet Explorer, 236
/F command, 250
Fedora, 335
File Encryption Certificate Manager, 359

files

files

ActiveX, 258-259
associations
troubleshooting, 125-126
Backup and Restore, 57-60
BCD (boot configuration data)
creating, 266
cpl, 259
deleting
Disk Cleanup, 71-72
fragmentation, 69-74
temporary files, 262
DLLs
(Dynamic Link Library), 259
dry, 259
encrypting, 350-351
encryption
File Encryption Certificate Manager, 359
hidden, 201
viewing, 257
inf, 258
moving away from Windows 7, 12-13, 53-57
Disk Cleanup Wizard, 53-54
Shell user folders, 57-58
shrinking/extending/creating partitions, 55-57
ntuserdat, 321
ocx, 259
operating system, 257-260
operatng system
System Restore, 166-170
program files, 200
reading Windows files in Linux
EFS (Encrypted File System), 328
recovering
EFS (Encrypted File System), 359
registry
copying, 321
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files (continued)
restoring, 262
previous versions, 163-166
System File Checker, 239-240
restoring from backups, 61-62
restoring Windows, 320-321
Search
troubleshooting, 129-130
structure, 199-202
System File Checker, 239-240
temporary, 262
clearing, 72-73
vbs, 259
viruses (hidden), 161
writing to disks
troubleshooting permission issues, 121-125
filter
event logs, 374
filters
phishing, 48
spam, 48
finding
boot log, 242
files
troubleshooting Search, 129-130
hard disks in My Computer, 322
registry information, 419
firewalls, 47
ShieldsUp! test, 402
troubleshooting WI-FI networks, 125
updates, 47
Windows Firewall, 23-26, 401-403
Advanced security settings, 403-411
port control for routers, 411-412
resetting, 404
troubleshooters, 404
Windows Remote Desktop, 280
Windows Remote Desktop, 278, 280

firmware, 95

/FixBoot switch, 252
fixed VHD files, 112
/FixMbr switch, 252
Flash drives
blocking, 90-91
encrypting with BitLocker, 43
folders
AppData, 259, 260
Backup and Restore, 57-60
Boot, 258, 259, 262
debug, 261
Device Driver, 259
diagnostics, 261
Drivers, 259
DriverStore, 259
encrypting, 350-351
Globalization, 202, 261
Help, 258
hidden, 201
INF, 262
LiveKernelReports, 262
logs, 261
Logs, 262
Media, 261
ModemLogs, 262
NTUSER.DAT, 260-261
operating system, 257-260
personalization, 261
Public, 200
Resources, 202, 261
Root, 200
Security, 260
ServiceProfiles, 260
Shared Folders (Computer Management Console), 90
Shell user
moving, 57-58
structure, 199-202
System32, 202, 262
Users, 200, 324



Web, 261
Windows, 200, 201
Windows.old, 317, 317-318
winsxs, 259
WinSxS, 262
X:\Users\AppData, 259
X:\Windows\Boot, 258
X:\Windows\debug, 261
X:\Windows\diagnostics, 261
X:\Windows\Downloaded Program Files, 262
X:\Windows\Globalization, 261
X:\Windows\Help, 258
X:\Windows\inf, 258
X:\Windows\LiveKernelReports, 262
X:\Windows\Logs, 262
X:\Windows\Media, 261
X\Windows\ModemLogs, 262
X:\Windows\Prefetch, 262
X:\Windows\Resources, 261
X:\Windows\Security, 260
X:\Windows\ServiceProfiles, 260
X:\Windows\SoftwareDistribution, 262
X:\Windows\System32, 258
X:\Windows\Temp, 262
X:\Windows\Web, 261
X:\Windows\winsxs, 259
fragmentation, 69-74
Disk Defragmenter, 396-397

freeware, 75

G
game controllers, 183
General tab (Task Scheduler), 371

General tab (Windows Firewall With Advanced Security
management panel), 405-406

Gibson Research, 293

Gibson Research Corporation, 51
Gibson, Steve, 51, 291, 293
Glary Utilities, 73

Globalization folder, 202, 261

hard disks

Google Chrome, 239
GoToAssist, 290
gpedit.msc, 87-88
graphics

troubleshooting, 126-128
graphics cards, 97, 300

resolution, 306

screen resolution, 306
graphics drivers

common problems, 181-182
GRC SpinRite, 341-343
green bar

shopping online, 49
grounding PCs, 93
group policies, 87-91
Group Policies

registry, 416
Group Policy

Windows Update, 22-23
Group Policy Editor, 87-91

blocking access to removable storage, 90-91
guest accounts, 83
Guest Mode, 50

H
hard disk drives

SMART (Self-Monitoring, Analysis, and Reporting
Technology). See SMART

hard disks, 298-299
backups, 4
BitLocker, 362
defragmenting, 69-71
encrypting with BitLocker, 43-45, 364
external disks, 43
external
blocking, 90-91
finding in My Computer, 322
fragmentation
Disk Defragmenter, 396-397
GRC SpinRite, 341-343
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hard disks (continued)
moving files away from Windows, 12-13
restoring, 4
Ashampoo WinOptimizer, 344
O&O Disk Recovery, 344
restoring data plugging into other PCs, 321-324
size, 7
SpinRite
Surface Analysis Monitor, 342
SSDs (Solid State Disks)
SpinRite, 343
writing files to
troubleshooting permission issues, 121-125
hard drives, 97
IDE (Integrated Drive Electronics) drives, 298
hardware
all-in-one PCs, 301-303
BIOS
viruses, 159-161
BIOS (Basic Input Output System), 94-96
resetting, 307-309
cases, 98
compatibility
Microsoft list, 171
desktop PC cases, 295
devices
diagnosing problems, 205
displaying, 377
encrypting with BitLocker, 43-45
expansion cards, 97, 301
fans, 301
graphics cards, 300
screen resolution, 306
hard disks, 298-299
hard drives
restoring data, 321-324
IRQs (interrupt requests) conflicts, 209
keyboards, 301

laptops, 301-303
electricity, 304
memory, 97, 298
mice, 301
minimal hardware boots, 306-307
monitors, 101
troubleshooting, 135
motherboards, 94-95, 296-297
Basic Input Output System (BIOS), 94-96
Clear CMOS jumper, 308
Northbridge and Southbridge chipset, 96
sockets, 94
netbooks, 301-303
optical drives, 300
partitions
restoring data, 321-324
peripherals, 100-101
power supplies, 98, 102, 295-296
connectors, 305
jump-starting PCs, 309
laptops, 304
processors, 96, 297-298
Performance Monitor, 387
riser cards, 97
searching for in Device Manager, 185-187
sockets, 94
static electricity
safety, 304
surge protectors, 102
System Monitor
Ubuntu Linux, 331-332
unplugging, 209-210
utilities, 211
Windows 7 certification, 75
Hardware Resources (System Information tool), 225
headphones
troubleshooting, 136
help
Internet solutions, 273-277



Microsoft Answers, 276-277
Microsoft Support website, 274-276
Microsoft TechNet, 276-277
Microsoft Windows 7 Solution Center, 274-275
Problem Steps Recorder, 285-287
Remote Desktop
Ubuntu Linux, 330-331
third-party software
Acronis Disk Director, 292
Acronis True Image, 291, 313
GoToAssist, 290
Norton Ghost, 291, 313
Paragon Partition Manager, 291
Sisoftware Sandra, 289-290
SpinRite, 291
Windows Memory Diagnostic, 291
Windows Sysinternals, 290
Zinstall zPOD, 290
third-party websites
Annoyances, 293
ATl support, 293
Computing.net, 292
Gibson Research, 293
How-To Geek, 292
Long Climb, The, 294
MSDN, 293
NVidia, 293
Tech PC Forums, 292
Tom's Hardware, 292
Within Windows, 293
Windows Help, 289
Windows Remote Assistance, 281-285
Windows Remote Desktop, 278-280
Help folder, 258
hibernate mode, 133-134
hidden devices
Device Manager, 185-187
displaying, 377

identifying

hidden extensions (file)

viewing, 257
hidden files, 201

viewing, 257
hidden folders, 201
hidden viruses, 161-162
History tab (Task Scheduler), 371
HKEY_CLASSES_ROOT, 414
HKEY_CLASSES_ROOT (registry), 247
HKEY_CURRENT_CONFIG, 414
HKEY_CURRENT_CONFIG (registry), 247
HKEY_CURRENT_USER, 414
HKEY_CURRENT_USER (registry), 247
HKEY_LOCAL_MACHINE, 414
HKEY_LOCAL_MACHINE (registry), 247
HKEY_USERS, 414
HKEY_USERS (registry), 247
Holmes, Sherlock (Sign of Four), 205
home users

Windows Remote Assistance, 281-285
How-To Geek, 292

human interface devices, 183

|
IBM
error codes, 439
icons
padlock
identifying attacks, 144-145
IDE (Integrated Drive Electronics) drives, 298
identifying
attacks, 144-152
browser plug-ins, 148-149
malicious anti-malware software, 150-151
malicious websites, 149-150
padlock icon, 144-145
phishing, 146-147
spam, 146-147
toolbars, 147-148
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470 identity theft

identity theft, 49, 50
image backups, 314

Windows System Image Backup, 314-316
image files

creating for slipstreamed installation DVD creation, 270
images

Windows

restoring on other PCs, 319-321

inbound rules

Windows Firewall, 25
Inbound rules

adding, 406-409

Inbound Rules section (Windows Firewall With Advanced
Security management panel), 406-407

incremental backups, 66
indexing options
Performance Information and Tools, 383
Indexing Options
accessing, 129
Indexing Options dialog box, 383
inf files, 258
INF folder, 258, 262
installation disc
Linux, creating, 335-336
installation DVD
restoring Windows 7 from, 314
slipstreamed. See slipstreamed installation DVDs
System File Checker, 239-240
Windows 7
creating slipstreamed installation DVDs, 270-272
install disc
restoring Windows 7 from, 64-65
Startup Repair, 178-179
installing
compared to upgrading, 4-6
device drivers, 187-190
reinstalling, 190-191
Internet Explorer
reinstalling, 237-238

operating systems in Windows Virtual PC, 116-117
software
media player software, 212

software categories, 211

stability, 75

Windows functionalities, 212
Windows

custom installs, 315-317
Windows 7

annual reinstallation, 77
clean installs, 4-6
for slipstreamed installation DVD creation, 267-270
on VHDs (virtual hard disks), 111-112
preventing problems, 4
system preferences, 7-12
Integrated Drive Electronics (IDE) drives, 298
integrity of files
System File Checker, 239-240
Interner browsers
security, 48
Internet
connections
Linux, 330-331
privacy, 152-153
searches
processes, 208
searching for help, 273-277
security, 49
Internet browsers
clearing temporary files, 72-73
Google Chrome, 239
Internet Explorer. See Internet Explorer
Mozilla Firefox, 239
plug-ins
identifying attacks, 148-149
Internet Explorer
add-ons
disabling, 231-232
managing in Control Panel, 234-235



running without, 233-234
Browser Ballot Screen alternatives, 238-239
factory resetting, 235-237
installing
reinstalling, 237-238
security, 35
starting
resetting when IE doesn't start, 237
turning off, 237
updates, 238
Internet options dialog box, 237
interrupt requests. See IRQs (interrupt requests)
invitations
Windows Remote Assistance, 283
IRQs (interrupt requests)
conflicts, 209-210
ISO files
burning

Linux, 335-336

J

Jscript

registry, 417
jumpers

Clear CMOS, 308
jump-starting PCs, 309

K
Karp, David A., 293
keyboards, 100-101, 301
cleaning, 301
troubleshooting, 126-128
keyboard shortcuts, 431-437
keys
AES (Advanced Encryption Standard), 361
EFS (Encrypted File System)
restoring, 352-354
registry, 415
adding, 417-418
backups, 418

Linux

deleting, 417-418
editing, 417-418
names, 419

Knoppix, 335

L
laptops, 301-303
cleaning, 99
electricity, 304
Last Known Good Configuration, 176-177
legacy code, 35
security, 35
updates, 21
legacy programs
compatibility, 28-33
Program Compatibility Assistant, 29-30
legacy support
processors, 37
updates, 36
Windows 8, 203
Windows vNext, 37-38
Windows XP Mode, 36-37
Let Me Choose option, 58
Let Windows Choose option, 58
licensing
booting Windows 7 from VHDs, 111
Linux
backup 1SOs, 333
boot discs, 326
burning CDs/DVDs, 333-334
creating installation disc, 335-336
creating pen drives, 335-336
Debian, 335
distributions, 325, 334-335
Fedora, 335
Internet connectivity, 330-331
Knoppix, 335
printing douments, 329
restoring systems/data, 325-330
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Linux (continued)

software, 330-332

SuSe, 335

System Monitor, 331-332

system testers, 332-333

Ubuntu. See Ubuntu Linux
Linux disc I1SO, 326
LiveKernelReports folder, 262
loading screen, 182

troubleshooting, 135
Local Group Policy Editor window, 22
local policies, 89-90
Local Security Policy Editor, 89-90
Local Security Policy window, 88, 355
Local Users and Groups option, 376
locations

PCs, 98
logs, 261

Action Center, 18

event logs

filtering, 374-375

SpinRite, 341
Logs folder, 262
Long Climb website, 294

M
Magic Card, 51
maintenance. See also performance
PCs, 50
Windows 7
annual reinstallation, 77
Ashampoo Winoptimizer, 74
auto-running software, 76
CCleaner, 73
clearing temporary files, 72-73
defragmenting hard disks, 69-71
Disk Cleanup, 71-72
Glary Utilities, 73

installing software, 75

PC Tune-Up, 74
Windows Update, 76
Maintenance section
Action Center, 18
malicious anti-malware software, 150-151
malicious toollbars, 148
malicious websites
attacks, 149-150
malware. See anti-malware software
anti-malware
Windows Defender, 26-27
Malwarebytes, 39, 143
malware software
installing after Windows 7 installation, 7
Manage Add-ons window, 232
management, computer
Computer Management console, 369-379
accessing, 369
applications, 378-379
Device Manager, 377
Local Users and Groups option, 376
services, 378-379
Shared Folders option, 376
system tools, 370-377
Windows Management Instrumentation (WMI), 379
managing
Internet Explorer add-ons in Control Panel, 234-235
services, 244-246
user accounts, 80-86
administrator passwords, 81-83
guest accounts, 83
Parental Controls, 84-87
manually setting compatibility, 170-172
manuals
CDs, 50
McAfee Stinger, 154-155
Media folder, 261

media player software, 212



memory, 97, 298
static electricity
safety, 304
virtual
settings, 381
virtual memory
changing size, 9-10
Windows 7 editions, 423
Windows Memory Diagnostic option, 253-254

Memory tab (Resource Monitor), 223-224, 394, 395

menus
Boot
BCDEdit, 252
repairing with bootrec.exe, 251-252
messages
Windows
Action Center, 18
mice, 100-101
cleaning, 301
microphones
troubleshooting, 136
Microsoft Answers, 276-277
Microsoft Fix it Center, 195
Microsoft Internet Explorer. See Internet Explorer
Microsoft Knowledge Base
website, 206
Microsoft Live Essentials Suite, 212
Microsoft Management Console (MMC)
logs, 261
registry, 416
Microsoft Security Essentials, 28, 38, 139
Microsoft SkyDrive, 62
Microsoft Support website, 274-276
Microsoft TechNet, 276-277
Microsoft Windows 7 Solution Center, 274-275

Microsoft Windows Malicious Software Removal Tool, 39,

142-143

minimal hardware boots, 306-307

MSDN website

minus (-) sign
Internet searches, 273, 274

Mkdir command, 253

MMC (Microsoft Management Console)
programs, 259
registry, 416

ModemLogs folder, 262

Monitoring

Windows Firewall With Advanced Security management
panel, 410-411

monitors, 101
troubleshooting, 135
More command, 253
motherboards, 94-95, 296-297
Basic Input Output System (BIOS), 94-96
blue screen of death (BSOD), 320
Clear CMOS jumper, 308
graphics cards, 300
Northbridge and Southbridge chipset, 96
sockets, 94
static electricity
safety, 304
mouse drivers
troubleshooting, 126-128
Move command, 253
moving
files away from Windows 7, 12-13, 53-57
Disk Cleanup Wizard, 53-54
Shell user folders, 57-58
shrinking/extending/creating partitions, 55-57
Shell user folders, 57-58
Mozilla Firefox, 239
Mozy, 62
MSConfig, 11-12, 76
accessing, 76, 241
diagnostic startups, 241-243
troubleshooting Windows startup, 131-132
MSDN website, 293
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My Computer
finding hard disks, 322

names
registry keys, 419
virtual hard disks (VHD), 109
NAS (network attached storage), 66
Nero, 62
netbooks, 301-303
Network Access Protection, 19
network attached storage (NAS), 66
networks
backups, 16, 59
monitoring, 395
WI-FI
troubleshooting, 125
Never Notify setting (UAC), 42
New Connection Security Rule Wizard, 410
New Technology File System (NTFS), 109
New Technology (NT) versions, 199
No Operating System Found, 135
Northbridge and Southbridge chipset, 96
Norton Ghost, 291, 313
Norton Internet Security/Norton 360, 28, 39, 140
notebooks
cleaning, 99
notification area
Action Center, 17
notifications
Action Center, 19
program compatibility, 173-175
User Account Control (UAC), 40
not, using in Internet searches, 274
ntblog.txt, 241-243
NTFS (New Technology File System), 109
removable drives, 347

NTI Shadow, 62, 76

NT (New Technology)
versions, 199

ntuser.dat, 246-249, 321

NTUSER.DAT folder, 260-261

nVidia, 293

o
ocx files, 259
online
devices, 135
online accounts
confirmation links, 146
online shopping
security, 49
online virus scanners
repairing damage from attacks, 153-154
0&O Disk Recovery, 344
opening
ports
Windows Firewall, 25-26
OpenOffice, 327
operating system files, 257-260
operating systems. See also Windows; Windows 7
compared to Windows 7, 202-203
installing in Windows Virtual PC, 116-117
Linux
burning CDs/DVDs, 333-334
creating installation disc, 335-336
distributions, 334-335
software, 330-332
system/data restores, 325-330
managing services, 244-246
No Operating System Found, 135
running multiple OSes on different cores, 37
UNIX, 203
virtualization, 103
compared to dual booting, 104
Windows 7. See Windows 7
optical drives, 300



optical hard drives, 97
optimizers, 74
or, using in Internet searches, 274
outbound rules

Windows Firewall, 25
Outbound rules

adding, 406-409

Outbound Rules section (Windows Firewall With Advanced

Security management panel), 406-407

P

padlock icon
identifying attacks, 144-145
shopping online, 49

panels
Action Center, 18, 19
Services, 244-246
System and Security, 9

Windows Firewall With Advanced Security
management, 403-410

Paragon Partition Manager, 291
Parental Controls, 84-87
partitions
backups, 4
size, 7
creating, 55-57
custom installs, 317-318
defragmenting, 71
encrypting with BitLocker, 4345
errors
SpinRite, 343
extending, 55-57
managing in Ubuntu, 329
moving files away from Windows, 12-13
restoring data, 321-324
shriking, 55-57
size, 7
splitting data across for backups, 5
virtual hard disks (VHD), 108

PCs

Passware Kit Forensic, 364
passwords, 147-148
administrator
user accounts, 81-83
cracking with EnCase Forensic, 360
pasting
in Command Prompt window, 114
PCs
all-in-one, 301-303
BIOS (Basic Input Output System), 94-96
resetting, 307-309
cases, 98, 295-296
cleaning, 98
discarding, 50
erasing, 50
expansion cards, 97, 301
fans, 301
graphics cards, 300
screen resolution, 306
grounding, 93
hard disks, 298-299
jump-starting, 309
laptops, 301-303
electricity, 304
locations, 98
maintenance, 50
manuals, 50
memory, 97, 298
minimal hardware boots, 306-307
motherboards, 94-95, 296-297
Basic Input Output System (BIOS), 94-96
Northbridge and Southbridge chipset, 96
sockets, 94
netbooks, 301-303
optical drives, 300
performance tools, 229-230
power supplies, 98, 102, 295-296
processors, 96, 297-298

removing viruses using, 158-159
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PCs (continued)
repairing
system repair disc, 250-254
restoring data, 321-324
restoring Windows images, 319-321
riser cards, 97
security, 51
sleeping options, 133-134
sockets, 94
static electricity, 93
safety, 304
surge protectors, 102
PC Tune-Up, 74
PEBCAK (Problem Exists Between Chair And Keyboard), 79
pen drives
Linux, creating, 335-336
performance. See also maintenance
defragmenting hard disks, 69-71
Performance Information and Tools, 217-218, 380-398
accessing, 217
Advanced Tools, 385-398
Disk Defragmenter, 396-397
Event Log, 386
Performance Monitor, 386-393
Resource Monitor, 393-395
System Information panel, 396
Task Manager, 396
Computer Management console, 227-229
Disk Cleanup, 385
Event Log, 219-221
indexing options, 383
Performance Monitor, 222-223
power settings, 383
Resource Monitor, 223-224
System Health Report, 226-228
System Information tool, 224-225
Visual Effects, 380-382
Windows Task Manager, 224

Performance Information and Tools window, 218

Performance Monitor, 222-223, 386-393
adding counters to, 387
Data Collector Sets, 388-393
performance tools, 229-230
peripherals, 100-101
permissions
Windows Firewall, 24-25
writing files to disk
troubleshooting, 121-125
personal information, 144
personalization folders, 261
PGP (Pretty Good Privacy) encryption, 347
phishing, 146-147
email, 48
filters, 48
Phoenix BIOS beep codes, 440-445
plug-ins
browsers
identifying attacks, 148-149
plus (+) sign
Internet searches, 273, 274
policies
Application Control Policies, 89-90
group policies, 87-91
local, 89-90
restoring folders, 263
ports
managing firewall rules, 406
router control, 411-412
Windows Firewall
rules, 25-26
power cables
monitors, 101
Power Options dialog box, 384, 385
Power Options panel, 383
Power Options section, 133-134
power settings, 383



power supplies, 98, 102, 295-296
connectors, 305
jump-starting PCs, 309
laptops
electricity, 304
spikes, 102
Pretty Good Privacy (PGP) encryption, 347
Previous Versions
accessing, 163
backups, 165, 166
restoring previous versions of files, 163-166
settings, 164
printing
in Linux, 329
privacy, 49, 144
Internet, 152-153
Problem Exists Between Chair And Keyboard (PEBCAK), 79
Problem Steps Recorder, 285-287
accessing, 285
auto-launching, 379
process
monitoring, 393-395
processes
compared to applications and services, 208
definition, 208
Internet searches, 208
Processes tab (Windows Task Manager), 207
processors, 96, 297-298
graphics cards, 300
legacy support, 37
Performance Monitor, 387
static electricity
safety, 304
product keys, 8
program compatibility
Microsoft list, 171
notifications, 173-175
Program Compatibility troubleshooter, 172-173

Rd command

troubleshooting, 170-171
manually setting, 170-172
Windows XP Mode, 175
Program Compatibility Assistant, 29-30
Program Compatibility troubleshooter, 172-173
program files, 200
programs
compared to processes and services, 208
compatibility
Program Compatibility Assistant, 29-30
Windows XP Mode, 31-33
dupliware, 211
exiting
system tray, 206-207
Microsoft Management Console, 259
shutting down
End Process Tree option, 207
Safe Mode, 208-209
Windows Task Manager, 207-208

Programs And Services tab (Windows Firewall With
Advanced Security management panel), 406

Programs Only setting (UAC), 42
Properties dialog box, 170-171, 245, 379
Resources tab, 209
protocols
managing firewall rules, 406

TCP/IP (Transport Control Protocol and Internet
Protocol), 406

Public folder, 200
Public Key Policies section, 355

Q

quotes

Internet searches, 273

R

RAID (Redundant Array of Independent Disks). See RAID
/R command, 250

Rd command, 253
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reading
BitLocker encrypted hard disks, 362
Event Log, 221
Windows files in Linux
EFS (Encrypted File System), 328
reattaching
virtual hard disks (VHD), 110
rebooting, 214
recording problems (Problem Steps Recorder), 286
recovering
data
Advanced EFS Data Recovery, 360
Cipher.exe, 360
EFS (Encrypted File System) files, 359
Recovery tab (Properties dialog box), 379
Redundant Array of Independent Disks. See RAID
.REG files
registry, 416
REG_BINARY, 415
REG_DWORD, 415
REG_EXPAND_SZ, 415
REG_FULL_RESOURCE_DESCRIPTOR, 415
regional settings, 11
registry, 246-249, 260-261
backups, 249, 416417
copying files, 321
finding information, 419
Group Policies, 416
Jscript, 417
keys
adding, 417-418
backups, 418
deleting, 417-418
editing, 417-418
names, 419
MMC (Microsoft Management Console), 416
optimizers, 74

.REG files, 416

Registry Editor
accessing, 413
restoring, 416-417
sections, 414
settings, 247, 413, 415
removing, 248-249
VBScript, 417
WMI (Windows Management Instrumentation), 417

Registry Editor, 246

accessing, 246, 413

REG_LINK, 415

REG_MULTI_SZ, 415

REG_NONE, 415

REG_QWORD, 415

REG_RESOURCE_LIST, 415
REG_RESOURCE_REQUIREMENTS_LIST, 415
REG_SZ, 415

reinstalling

data loss, 4

Reliability History

viewing, 19

Remote Assistance, 281-285

connections, 282-286
Easy Connect, 283

invitations, 283

remote computers

firewalls, 278

Windows Remote Desktop, 280
Remote Desktop

Ubuntu Linux, 330-331
Windows Remote Assistance, 281-285
Windows Remote Desktop, 278-280

Remote Desktop, 278-280
Remote Desktop Connection dialog box, 279
Remote Desktop in Ubuntu, 330-331

removable drives

EFS (Encrypted File System), 347-360
NTFS (New Technology File System), 347



removable optical discs
backups, 66
removable storage
blocking access to, 90-91
removing
device drivers, 190-191
registry settings, 248-249
viruses
manually, 157-158
Ren command, 253
repair disc. See system repair disc
repairing
Boot menu with bootrec.exe, 251-252
damage from attacks, 153-162
anti-malware software, 153
BIOS viruses, 159-161
McAfee Stinger, 154-155
onlne virus scanners, 153
removing viruses, 157-158
restoring Windows 7 from backups, 159
Safe Mode, 155-156
viruses hiding, 161-162
PCs
system repair disc, 250-254
repelling attacks, 137-144
Action Center, 137-138
anti-malware software, 140-144
anti-virus software, 138-140
reports
SpinRite, 341
system health reports, 397
rescue tools
Ashampoo WinOptimizer, 344
GRC SpinRite, 341-343
0O&O Disk Recovery, 344
Zinstall, 337
zPOD, 320, 337-340
Reset Internet Explorer Settings section, 235-237

restoring

resolution
graphics cards, 306
Resource Monitor, 223-224, 393-395
Resources By Connection command, 377
Resources By Type command, 377
Resources folder, 202, 261
Resources tab (Properties dialog box), 209
restarting
computers
after software crashes, 214
disabling automatic restarts, 215
restore points
creating, 168
Restore section (Backup And Restore window), 61-62
restoring
Backup and Restore, 57-60
data
with Linux distributions, 325-330
with other PCs, 321-324
data rom backups, 61-62
EFS (Encrypted File System) keys, 352-354
files, 262
previous versions, 163-166
System File Checker, 239-240
files from backups, 61-62
hard disks, 4
Internet Explorer
factory resetting, 235-237
registry, 416-417
Windows
custom installs, 315-317
file by file, 320-321
from backups, 313-315
images on other PCs, 319-321
Windows 7
from backups, 159
from system image, 63-64
repair disc, 249-254
zPOD, 338-340
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restoring (continued)
Windows 7 from system repair disc, 64-65
Windows 7 with System Restore, 168-169
riser cards, 97
Rivera, Rafael, 293
Rogev
Magic Card, 51
Roll Back Driver, 193-194
rolling back
device drivers, 193-194
Root folder, 200
routers
blocks
troubleshooting, 412
port control, 411-412
rules
Windows Firewall, 25-26
managing, 405-406
setting Connection Security Rules, 410
running

Internet Explorer without add-ons, 233-234

S
Safe Boot checkbox, 241-243
Safe Mode, 176-177, 241-243, 243, 254
repairing damage from attacks, 155-156
shutting down programs, 208-209
safety
static electricity, 304
SATA (Serial ATA) connectors, 298-299
scanners
virus
repairing damage from attacks, 153-154
scanning engines
Norton Internet Security/Norton 360, 39
/ScanOS switch, 252
scheduling
Data Collector Sets, 393

Scope tab (Windows Firewall With Advanced Security
management panel), 406

screen resolution

graphics cards, 306

screenshots, annotating (Problem Steps Recorder), 286

scripts
Copype.cmd, 265
Visual Basic VBScript, 259
Search
troubleshooting, 129-130
search engines
Internet searches, 273
searches
Internet
processes, 208
troubleshooters, 399
searches (Internet), 273-277
secpol (Security Policies)
EFS certificates, 355
sections
registry, 414
security
anti-malware software. See anti-maleware software
anti-spyware software, 48
anti-virus software. See anti-virus software
BitLocker, 43-47
browsers, 48
common Windows problems, 213
email attachments, 48
encryption
EFS (Encrypted File System), 347-360
File Encryption Certificate Manager, 359
PGP (Pretty Good Privacy), 347
firewalls, 47
ShieldsUp! test, 402
updates, 47
Windows Firewall, 401-403
Windows Remote Desktop, 278, 280
Internet, 49
Internet Explorer, 35

legacy code, 35



PCs, 51
personal information, 144
phishing filters, 48
restoring folders, 263
shopping online, 49
spam filters, 48
User Account Control (UAC), 40-43
settings, 41-42
user errors to avoid, 47-50
Windows, 35
Windows Firewall, 23-26
Windows Update, 48
Windows XP Mode, 32
Security folder, 260
Security section (Action Center), 402

Self-Monitoring, Analysis, and Reporting Technology.
See SMART

Serial ATA (SATA), 298-299
Service Pack
troubleshooting, 130-131
service packs
slipstreaming, 272
System File Checker, 240
ServiceProfiles folder, 260
services
compared to applications and processes, 208
Computer Management console, 378-379
definition, 208
diagnosing with boot log, 241-243
managing, 244-246
recovery specialists, 344
shutting down, 208
turning off, 245
Services panel, 244-246, 378-379
accessing, 244
settings
Action Center, 19
BIOS, 95-97
Boot Order, 64

shutting down

Change Advanced Power Settings, 134
Computer Configuration (Group Policy Editor), 87-88
DEP (Data Execution Prevention), 382
Group Policy Editor, 87
Previous Versions, 164
Program Compatibility Assistant, 30
registry, 247,413, 415
removing, 248-249
User Account Control (UAC), 41-42
User Configuration (Group Policy Editor), 87-88
virtual memory, 381
Wait To Kill Service Timeout, 132-133
Windows 7 installation
changing, 8-11
Windows Firewall, 24-25
Windows Firewall Advanced security, 403-411
Windows Remote Desktop, 279
Settings tab (Task Scheduler), 371
setup
EFS (Encrypted File System), 348-351
Shared Folders (Computer Management Console), 90
Shared Folders option, 376
shareware, 7,75
Shell user folders
moving, 57-58
ShieldsUp! test, 402
shopping online
security, 49
shortcut keys, 431-437
Show Hidden Devices command, 377
Show Hidden Devices option, 185
shrinking
partitions, 55-57
shutting down
programs
End Process Tree option, 207
Safe Mode, 208-209
Windows Task Manager, 207-208

services, 208
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shutting down (continued)
software to diagnose problems, 205
Windows
troubleshooting, 132-133
Sign of Four, 205
Sisoftware Sandra, 289-290
size
hard disks, 7
virtual hard disks (VHD), 108
SkyDrive, 46, 62
sleeping options, 133-134
slipstreamed installation DVDs
creating, 263-272
new image file creation, 270
requirements, 264
Windows 7 fresh install, 267-270
Windows 7 installation DVD, 270-272
WinPE (Windows Pre-Installation Environment), 264-267
slipstreaming
definition, 263
service packs, 272
SMART
(Self-Monitoring, Analysis, and Reporting Technology), 100
smart cards
EFS (Encypted File System), 356-359
sockets, 94
software
Advanced EFS Data Recovery, 360
anti-malware, 38-40, 140-144
malicious, 150-151
Malwarebytes, 39, 143
Microsoft Security Essentials, 38

Microsoft Windows Malicious Software Removal
Tool, 142-143

repairing attack damage, 153
SpyBot Search & Destroy, 39
Spyware Blaster, 144

Spyware Terminator, 39, 76, 143
Windows Defender, 39, 141-142

anti-spyware, 48
anti-virus, 27-28, 38-40
AVG Anti-Virus/AVG Security Suite, 140
installing after Windows 7 installation, 7
Malwarebytes, 39
Microsoft Security Essentials, 38, 139
Microsoft Windows Malicious Software Removal Tool, 39
Norton Internet Security/Norton 360, 39, 140
repelling attacks, 138-140
updates, 47
Windows Virtual PC, 117
Windows XP Mode, 117
Ashampoo WinOptimizer, 344
auto-running, 76
backups
Backup and Restore, 61-62
Nero, 62
NTI Shadow, 62
common Windows problems, 213
compatibility, 28-33
Microsoft list, 171
notifications, 173-175
Program Compatibility Assistant, 29-30
Program Compatibility troubleshooter, 172-173
troubleshooting, 170-171
Windows XP Mode, 175
craplets, 211
crashes
rebooting, 214
dupliware, 211
EnCase Forensic, 360
GRC SpinRite, 341-343
installing
media player software, 212
software categories, 211
stability, 75
Windows functionalities, 212

Linux, 330-332



malware
installing after Windows 7 installation, 7
0O&O Disk Recovery, 344
OpenOffice, 327
Passware Kit Forensic, 364
product keys, 8
shareware, 7
shutting down to diagnose problems, 205
third-party
slipstreaming, 272
third-party help software
Acronis Disk Director, 292
Acronis True Image, 291, 313
GoToAssist, 290
Norton Ghost, 291, 313
Paragon Partition Manager, 291
Sisoftware Sandra, 289-290
SpinRite, 291
Windows Memory Diagnostic, 291
Windows Sysinternals, 290
Zinstall zPOD, 290
third-party rescue tools. See rescue tools
trial version, 7
trialware, 211
updates, 48
after installing new software, 8
legacy support, 36
zPOD, 320, 337-340
Software Environment (System Information tool), 225
Solid State Disks (SSDs)
SpinRite, 343
sound controllers, 183
sound drivers
troubleshooting, 126-128
spam, 146-147
filters, 48
spikes, 102
SpinRite, 291
Surface Analysis Monitor, 342

strong passwords

SpyBot Search & Destroy, 39
spyware
anti-spyware
Windows Defender, 26-27
Spyware Blaster, 144
Spyware Terminator, 39, 76, 143
SSDs (Solid State Disks)
SpinRite, 343
Ssytem Recovery Options
Windows Memory Diagnostic option, 253-254
starting
Internet Explorer
resetting when IE doesn't start, 237
Windows 7
backups, 179
diagnostic startups, 241-243
Last Known Good Configuration, 176-177
Safe Mode, 155-156, 176-177, 254
Startup Repair, 178-179
troubleshooting, 131-132, 175-179
Windows Startup Repair, 177-178
Startup Repair
install DVDs, 178-179
restoring Windows 7, 314
system repair disc, 178-179
startups
dual-boot systems, 6
static electricity, 93
memory cards, 97
safety, 304
step-by-step approach
diagnosing problems, 205-210
unplugging hardware, 209-210
minimum Windows configuration, 206-208
storage
backups, 66-67
storing
backups, 314
strong passwords, 147-148
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484  subscriptions

subscriptions surge protectors, 102
Microsoft TechNet, 277-279 SuSe, 335
support switches
legacy, 35-36 /FixBoot, 252
processors, 37 /FixMbr, 252
updates, 36 /ScanQS, 252
Windows 8, 203 System32 folder, 202, 258, 262
Windows XP Mode, 36-37 System and Security panel, 9
third-party software System and Security section (Action Center), 21
Acronis Disk Director, 292 System Configuration dialog box, 243
Acronis True Image, 291, 313 System File Checker, 239-240, 263
GoToAssist, 290 accessing, 239
Norton Ghost, 291, 313 creating slipstreamed installation DVDs, 263-272
Paragon Partition Manager, 291 new image file creation, 270
Sisoftware Sandra, 289-290 requirements, 264
SpinRite, 291 Windows 7 fresh install, 267-270
Windows Memory Diagnostic, 291 Windows 7 installation DVD, 270-272
Windows Sysinternals, 290 WinPE (Windows Pre-Installation Environment), 264-267
Zinstall zPOD, 290 resetting Internet Explorer, 237
third-party websites service packs, 240
Annoyances, 293 System Health Report, 226-228
ATl support, 293 system health reports, 397
Computing.net, 292 system image
Gibson Research, 293 restoring Windows 7 from, 63-64
How-To Geek, 292 System Image Recovery, 179-180
Long Climb, The, 294 System Information panel, 396
MSDN, 293 System Information tool, 224-225
NVidia, 293 System Monitor
Tech PC Forums, 292 Linux, 331-332
Tom's Hardware, 292 system preferences
Within Windows, 293 installing Windows 7, 7-12
Windows Help, 289 changing settings, 8-11
Windows Remote Assistance, 281-285 MSConfig, 11-12
supports System Preparation Tool window, 268, 269
legacy System Properties dialog box
Windows vNext, 37-38 Advanced tab, 10
Surface Analysis Monitor, 342 System Recovery Options

accessing, 250



system repair disc, 249-254
advanced options, 250
restoring Windows 7 from, 64-65
Startup Repair, 178-179
system rescue disc
creating, 63-64
System Restore, 166-170
configuring, 167-168
creating restore points, 168
Previous Versions, 163-166
restoring Windows 7, 168-169
undoing changes, 169-170
viruses, 161
system restores
Linux distributions, 325-330
system testers
Linux, 332-333
system tools, 370-377
Event Viewer, 373-376
attaching tasks to events, 374-375
creating custom views, 375-376
event log filtering, 374-375
Task Scheduler, 370-372
system tray

exiting programs, 206-207

T
Task Manager, 396

shutting down programs, 207-208
tasks

attaching to events, 374-375
Task Scheduler, 370-372
Task Scheduler (Computer Management console), 90-91
tasks (Task Scheduler)

adding, 372

displaying, 372

exporting, 372

TCP/IP (Transport Control Protocol and Internet
Protocol), 406

Tech PC Forums, 292

UAC (User Account Control) 485

temporary files

clearing, 72-73
temproary files, 262
tests

ShieldsUp!, 402
third parties

slipstreaming Windows service packs, 272
Tom's Hardware, 292
toolbars

identifying attacks, 147-148
toollbars

malicious, 148
TPM Administration link, 362
Transparent Operation mode, 361

Transport Control Protocol and Internet Protocol (TCP/
IP), 406

trial version software, 7
trialware, 75, 211
Triggers tab (Task Scheduler), 371
Trojans, 150
Antivirus 2010, 150
troubleshooters, 398-400, 404
Action Center, 194-195
searching, 399
troubleshooting
devices, 101
Troubleshooting panel, 398
TrueCrypt, 46
turning off. See disabling
computers after software crashes, 214
EFS (Encrypted File System), 354
Internet Explorer, 237
services, 245

Type command, 253

U

UAC (User Account Control), 30, 40-43, 79-80
settings, 41-42
System Restore, 166



486 Ubuntu Linux

Ubuntu Linux, 334
accessing Windows drive, 327
managing drives, 328
managing partitions, 329
Remote Desktop, 330-331
restoring Windows 7, 325-330
System Monitor, 331-332
system testers, 332-333
undoing
System Restore changes, 169-170
uninstalled programs
removing registry settings, 248-249
uninterruptable power supplies (UPS), 102
UNIX, 203
unplugging
devices
to diagnose problems, 205
hardware, 209-210
Update Install
troubleshooting, 130-131
updates
anti-virus software, 47
device drivers, 192-194
firewalls, 47
installed software, 8
Internet Explorer, 238
legacy code, 21
legacy support, 36

Microsoft Windows Malicious Software Removal Tool, 39,

142-143
security, 21
software, 48
User Account Control (UAC), 40
Windows Defender, 39, 142
Windows Update, 20-23, 48, 76
Internet Explorer, 238
running after Windows 7 installation, 8
troubleshooting, 129
Windows Defender, 26, 142

upgarding
compared to installing, 4-6
UPSes (uninterruptable power supplies), 102
USB3 devices
troubleshooting, 135
USB Flash drives
encrypting with BitLocker, 43
USB Key mode, 361
User Account Control, 19
User Account Control dialog box, 80
User Account Control (UAC), 30, 40-43, 79-80
settings, 41-42
System Restore, 166
user accounts
Guest Mode, 50
managing, 80-86
administrator passwords, 81-83
guest accounts, 83
Parental Controls, 84-87
user acounts
AT Service Account Configuration link, 372

User Authentication mode, 361

User Configuration section (Group Policy Editor), 87

user errors
security, 47-50
users
UAC (User Account Control), 79-80
Users folder, 200, 324
utilities. See individual names of

hardware, 211

\"/
vacuuming PCs, 98
VBScript
registry, 417
vbs files, 259



versions
consumer, 199
control
backup programs, 63
New Technology (NT), 199
VHDs (virtual hard disks), 105-115
booting from, 110-115
creating, 105-109
installing Windows 7 on, 111-112
names, 109
reattaching, 110
size, 108
VHDs (virtualization hard disks). See also virtualization
video cables
monitors, 101
video controllers, 183
viewing
Data Collector Sets, 392
devices
IRQs (interrupt requests), 209
extensions (file), 257
hidden files, 257
Reliability History, 19
views
custom views
creating, 375-376
virtual hard disks (VHD), 105-115
booting from, 110-115
creating, 105-109
installing Windows 7 on, 111-112
names, 109
partitions, 108
reattaching, 110
size, 108
virtualization, 103. See also virtualization hard disks (VHD)
benefits, 105-106
compared to dual booting, 104
Windows Virtual PC, 111

Watson, Doctor (Sign of Four)

Windows Virtual PCs, 115-117

Windows XP Mode, 36-37, 111, 115-117
virtualization hard disks (VHD). See also virtualization
virtual machines, 103, 104
virtual machines (VM)

Zinstall, 337

zPod, 337

zPOD, 320
virtual memory

changing size, 9-10

settings, 381
Virtual PC Management console, 117
viruses. See also anti-virus software

anti-virus software, 138-140

backups, 161

BIOS, 159-161

email, 161

email attachments, 48

hidden viruses, 161-162

removing

manually, 157-158
using other PCs, 158-159

System Restore, 161
virus scanners

repairing damage from attacks, 153-154
Visual Basic VBScript scripts, 259
Visual Effects, 380-382
VMs (virtual machines), 103, 104

Zinstall, 337

zPod, 320, 337
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Wait To Kill ServiceTimeout setting, 132-133
warning beep codes (BIOS), 94, 439-445
warning triangles (Device Manager), 184
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web browsers Paragon Partition Manager, 291
clearing temporary files, 72-73 PC Tune-Up, 74
Google Chrome, 239 privacy, 152-153
Internet Explorer. See Internet Explorer security, 49
Mozilla Firefox, 239 Sisoftware Sandra, 289
plug-ins SkyDrive, 46

identifying attacks, 148-149 SpinRite, 291

security, 48 Tech PC Forums, 292

Web folder, 261 Tom's Hardware, 292

web sites TrueCrypt, 46
Acronis Disk Director, 292 Windows Memory Diagnostic, 291
Acronis True Image, 291 Windows Sysinternals, 290
Advanced EFS Data Recovery, 360 Windows XP Mode, 33
Annoyances, 293 Within Windows, 293
Ashampoo Winoptimizer, 74 Zinstall, 337
ATl support, 293 Zinstall zPOD, 290
AVG Anti-Virus/AVG Security Suite, 140 websites
CCleaner, 73 Microsoft Knowledge Base, 206
Computing.net, 292 WI-FI networks
EnCase Forensic, 360 troubleshooting, 125
Gibson Research, 293 Wi-Fi USB dongles, 101
Gibson Research Corporation, 51 windows
Glary Utilities, 73 Backup And Restore, 61-62
GoToAssist, 290 BitLocker Drive Encryption, 362
How-To Geek, 292 Command Prompt
Long Climb, 294 cutting/pasting in, 114
malicious Local Group Policy Editor, 22

attacks, 149-150 Local Security Policy, 88, 355

Microsoft Answers, 276-277 Manage Add-ons, 232
Microsoft Fix it Center, 195 Performance Information and Tools, 218
Microsoft Security Essentials, 139 System Preparation Tool, 268, 269
Microsoft Support, 274-275 Windows Firewall With Advanced Security, 25-26
Microsoft TechNet, 276-277 Windows
Microsoft Windows 7 Solution Center, 274-275 Blue Screen of Death (BSOD), 214-215
MSDN, 293 configuration
Norton Ghost, 291 minimum configuration, 206-208
Norton Internet Security/Norton 360, 140 images
NTI Shadow, 62 restoring on other PCs, 319-321

NVidia, 293 maintenance, 50
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Actoin Center, 18
restoring
custom installs, 315-317
file by file, 320-321
from backups, 313-315
security, 35

Windows 1.0, 199
Windows 2.0, 199
Windows 3.1, 199
Windows 7

activating, 8
backups, 14-16, 63-66
common problems, 213
compared to other operating systems, 202-203
editions, 423
features, 425-429
files
System Restore, 166-170
files associations
troubleshooting, 125-126
installation DVD
creating slipstreamed installation DVDs, 270-272
installing
annual reinstallation, 77
clean installs versus upgrades, 4-6
for slipstreamed installation DVD creation, 267-270
on VHDs (virtual hard disks), 111-112
preventing problems, 4
system preferences, 7-12
loading screen, 182
troubleshooting, 135
maintenance
annual reinstallation, 77
Ashampoo Winoptimizer, 74
auto-running software, 76
CCleaner, 73
clearing temporary files, 72-73
defragmenting hard disks, 69-71

Windows 7 Disk Defragmenter dialog box

Disk Cleanup, 71-72
Glary Utilities, 73
installing software, 75
PC Tune-Up, 74
Windows Update, 76
moving files away from, 12-13, 53-57
Shell user folders, 57-58
shrinking/extending/creating partitions, 55-57
moving files away from Windows 7
Disk Cleanup Wizard, 53-54
partitions
size, 7
restoring
from backups, 159
from system image, 63-64
repair disc, 249-254
zPOD, 338-340
restoring from system repair disc, 64-65
shutting down
troubleshooting, 132-133
starting
backups, 179
diagnostic startups, 241-243
Last Known Good Configuration, 176-177
Safe Mode, 155-156, 176-177, 254
Startup Repair, 178-179
troubleshooting, 131-132, 175-179
Windows Startup Repair, 177-178
troubleshooting when not genuine, 128
versions, 199
WI-FI networks
troubleshooting, 125
writing files to disks
troubleshooting permission issues, 121-125
Windows 7 certification
hardware, 75
Windows 7 Control Panel
System and Security panel, 9
Windows 7 Disk Defragmenter dialog box, 70
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Windows 8
legacy support, 203
Windows 95, 199
Windows 98, 199
Windows Backup and Restore. See Backup and Restore
Windows Defender, 26-27, 39, 141-142
updates, 142
Windows Update, 26
Windows Encrypted File System. See EFS
Windows Experience Index, 218
Windows Firewall, 23-26, 401-403
Advanced security settings, 403-411
adding Inbound rules, 406-409
adding Outbound rules, 406-409
managing firewall rules, 405-406
setting Connection Security Rules, 410
advanced settings, 24-25
Diagnose/Repair feature, 26-27
port control for routers, 411-412
resetting, 404
rules, 25-26
settings, 24-25
troubleshooters, 404
Windows Remote Desktop, 280

Windows Firewall with Advanced Security (Local Security
Policy Editor), 89

Windows Firewall With Advanced Security management
panel, 403

Connection Security Rules, 410
managing firewall rules, 405-406
Monitoring option, 410-411
Windows Firewall With Advanced Security window, 25-26
Windows folder, 200, 201
Windows Help, 289
Windows Management Instrumentation (WMI), 379
registry, 417
Windows Me, 199
Windows Memory Diagnostic, 291
Windows Memory Diagnostic option, 253-254

Windows NT, 199

Windows NT 3.1, 199

Windows NT 4.0, 199
Windows.old folder, 317, 317-318

Windows Pre-Installation Environment (WinPE).

creating, 264-267
Windows registry. See registry
Windows Remote Assistance, 281-285
connections, 282-286
Easy Connect, 283
invitations, 283
Windows Remote Desktop, 278-280
firewalls, 278
Windows services
Computer Management console, 378-379
Windows Startup Repair, 177-178
Windows Sysinternals, 290
Windows System Image Backup, 314-316
Windows Task Manager, 224
accessing, 224

shutting down programs, 207-208

Windows Troubleshooting Platform (WTP), 293

Windows Update, 20-23, 48, 76
Group Policy, 22-23
Internet Explorer, 238
running after Windows 7 installation, 8
troubleshooting, 129
Windows Defender, 26, 142
Windows Virtual PC, 111-112, 115-117
anti-virus software, 117
Windows Vista, 199
dual-boot systems, 6
Windows vNext, 37
Windows XP, 199
BitLocker to Go, 362
dual-boot systems, 6
Windows XP Mode, 31-33, 115-117, 175
anti-virus software, 117

security, 32



491

virtualization, 36-37 X
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Windows XP More, 111-112 Xcopy command, 253
WinPE (Windows Pre-Installation Environment)
creating, 264-267 z
Zinstall, 337
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zPOD, 320, 337-340
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zPOD, 320, 337-340

256-bit encryption, 339

wizards

Certificate Export Wizard, 349

Disk Cleanup, 53-54

New Connection Security Rule, 410
WMI (Windows Management Instrumentation), 379 compared to Zinstall, 340
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